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M ODIFICATION RECORD

2012June 2QVersion0.1) Initial Release
Raju Mishra

2012July 20 (Version 02)
Neeraj Gilt Addition of Groups 4 and 5.

2012 Septembe27 (Version 0.3)
David Woolf: Edtorial Fixes and addition of Group 6 tests covering resets.

2013 February 18 (Versidn31)
David Woolf: Added note regarding 4k sector sizes to tests 2.2 and 2.3.

2013 April 30 (Version 0.32)
David Woolf: Added note that testsbland 2.2 cannot be performed.

2013May 9 (Version 0.34)
David Woolf: Addedtest 2.6.

2013 May 21 (Version 0)
David Woolf: Changed version of test suite to 1.@rafompletion of NVMe Plugfest.

2013 October 22 (Version 10RAFT)
David Woolf: Updates to tests 2.1 and 2.4.

2013 December 16 (Version 1.1 DRAFT)
David Woolf: Updates to tests 1.1, 1.2, 1.5, 2.1, 2.2, 2.3, 2.4, 2.8.3, 4.4, 4.5, 4,64.7,and 4.8 Most of the
changes involve clarifying or removing observable resultsabiald not be easily observed.

2013 December 19 (Versidnl)
David Woolf: Added Appendix C with information abouttgmtial test toolsRemoved references to
conformance testing of NVMe Hosts, as this is not currently a requirement for including NVMeadrddke
NVMe Integrators List.

2014 May 27 (Version 1.1)
David Woolf: Edited procedures to test 1.2 and d.Bhakethem easier to perform.

2014 June 5 (Version 1.1)
David Woolf: Corrected test numbering in Group 5 and Grouidified that tests 3.1, 3.2, and 4.6 are op-
tional. Qorrected reference in test 5.3.

2014 July 7 (Version 1.1)
David Woolf: Added tes6.4.

2014July 10(Version 1.1)
David Woolf: Added test 2.7, modified proceduogést 2.1.

2014 July 14 (Version 1.1b)
David Woolf: Change specification references tbbirevision of specification.

2014 August 14 (Version 1.1b)
David Woolf: Added Gpoup 7 tests for Reservations.

2014 September 18 (Version 1.1b)
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David Woolf: Added notes Group 7 tests for Reservations to indicate that these tests are only applicable to de-
vice which support reservations.

2014 September(Version 1.1b)
Mike Bogochow: Updated references and fixed errata.

2014 October 16 (Version 1.1b)
David Woolf: Clarification on Mandatory and Optional tests in Group 2.

2015 April 9 (Version 1.2)
David Woolf: Prepared document for Xedisions

2015 April 13 (Version 1.2)
David Woolf: Added tests 8.1 and 8.2.

2015 June 24 (Version 112
Mike Bogochow: Fixed errata and updateéerencesproceduresand observable resulis all tests in groups
1i 6.

2015 November 23 (Version 1.2.1)
Mike Bogochow: Added Group Pests.

2016 March 2 (Version 1.2.2)
Mike Bogochow: Fixed erratalarified language, andpdated procedures and observable resfiltarious
existing tests

2016 March 21 (Version 1.3.0)
Mike Bogochow Rewrote Groups 7 and 8. Addédst 1.7- Asynchronous EventsAddedTest 1.4- Case 2:
Full Queue ConditionFixed Purpose wording for most tests.

2016May 19(Version 60r01)
David Woolf: Adopted new document numbering scheme, rather than using numbers that are close to the
current specification release, test suites will follow a numbering scheme based on the Integrators List version,
which is incremented with each phagt.

2016 May 24 (Version 6.0 r02)
David Woolf: Added tags to titles of FYI tests to help readers determine what tests were mandatory versus FYI.
Added Appendix outlining which tests were Mandatory, Optional (dependent on feature support), and FYI.
Prevously this information was in the NVMe Integrators List Policy Document.

2016 May 2§Version 6.0 rO3
David Woolf: Addedrequirement to tests 1.1, 1.2, 1.3, 1.4, 1.5, 1.6, 1.7, 2.3, 2.4, 2.6 that all Reserved fields be
checked and that they are set to 0.

2016 Jund® (Version 6.0 r04)
David Woolf: Added test$.81.9,2.8, 2.9,3.4, 3.54.18,8.3.

2016 June 18Version 6.0 r05)
David Woolf: Added test2.10,10.1 Added Case 2 to test 2.9 to address the case where Atomic Boundaries are
supported.

2016 June 27 (Version 6.0 r06)
David Woolf: Added new subteststo 1.1, 1.2, 1.3, 1.6, 2.1, 2.3, 2,£.8,2.7 Added checking of
CSTS.NSSRO to test 6.4.
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2016 June 28 (Version 6.0 r07)
David Woolf: Added new subtests to 1Atlded Mandatory, Optional, FYI designations to all Tests and Cases
within Tests. Edited Appendix D for a clearer description of the meaffiltgodatory, Optional, and FYI test
designations and NVMe Integrators List requirements.

2016 July 5 (Version 6.0 r08)
David Woolf: Added Case $h Test 1.4, added Case 11 in Test 2.3, added Case 11 in TeAtldzd.Case 4
and 5 to Test 2.2.

2016 Ju 7 (Version 6.0 rQ)
David Woolf.;r epl aced #AOptional o indication with AMandatory if Supportedo in al
FIl agged i6demat 1INEMO as AMandatory if Supportedo, previously it had been
fAiMandaReplyadc enda| o ptiitdh fiMandatory i f Supportedod in the O6Possible Problem

tests.

2016 July7 (Version 6.0 £0)
David Woolf: Adjusted procedure of Case 2 of test Ei&ed typos in Test 1.6 Test Cases 2 and 3.

2016 Julyl4 (Version 6.0 11)
David Woolf: Adjusted procedure of subtest cases in Tests 2.1, 2.3, 2.4, 2.5, 2.6, 2.7 dealing with Invalid
Namespace ID Errors.

2016 July21 (Version 6.0 12)
David Woolf: Adjusted procedure of Case 1 in Tests 9.2 to check both the case where number of Namespaces is
exceeded and the Namespace size is exce€dedbcted typos in Test Procedure for Test 2.4 cases 8, 9, 10,11
and Test 2.3 case 1Adjusted procedure in Test 1.2é2s 7 and 8 so that enough bytes are read to increment
the Data Units Read/Written valugdjusted procedre in Test 2.5 Case 2, 3, 4, 5 and Test 2,7 case 5.

2016 July21 (Version 6.0 13)
David Woolf: Adjusted procedures to Test 1.3 Case 1 and 4 joatreick Mandatory valueslest 1.3 Case 5
was updated to check that error log entries properly incref@éarified Test 1.3 Case 4.

2016August 30(Version 6.0)
David Woolf: Final version published to UNFOL site ahead of October 2016 NVMe Plugfest #6

2016Septembel6 (Version 6.1r01)
David Woolf:
Added indication to several tests Group 7, that some cases are only applicable to Dual Port Devices.
Updated Test 7.1 Case 2 Observable results steps 3 and 7.
Updated Test 7.2 Case 3 Procedure step 1.b.vi.
Separated Test 9.2 Case 1 into 2 separate cases, now Test 9.2 Case 1 addressing having too many
Namespaces, and Case 3 addressing having insuffezipatity.
Modified Test 1.3 Case 4 to accommodate for changes between specs 1.2a and 1.2.1.
Modified Test 2.3 Case 3 and Test 2.4 Case 3.

= = = = = o

January 17, 201@ersion 7.0 rO}
David Woolf:
 Changed indication of FYI to Mandatooy In Progresfor many ests based on results of Plugfest #6.
1 Corrected Observable Results for Test 1.3Qamed3 t o expect Ol nvalid Log Paged rather than 61 nyv
Field in Command®é.
1 Fixed typo in Test 1.5.
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1 Updated Test 2.8ase 5and Test 2.7 Casefier ECN 003 of NVMe Spéication v1.2.1. This ECN
alters behavior expected in earlier versidiew the expected behavior is each case is that the device
report status oBuccessful

January 24, 2017 (Version 7.0 02
David Woolf:
1 Changed indication of FYI to Mandatory or Pnogress for tests 3.4 Case 2, and 6.2 based on NVMe
Interop and Compliance Committee direction.

February 9, 2017 (Version 7.0 )03
David Woolf:
1 Added FYI Test 1.4 Case 10.

March 22, 2017Version7.0)
David Woolf:
1 Final version published tdNH-IOL site ahead of May 2017 NVMe Plugfest #7.

June 17, 201¢Version7.0a)
David Woolf:
1 Test requirements relaxed in tests 1.1 Case 4, 2.7 Case 9, 2.8 Case 1, 7.1 Case 2, 7.2, and 9.2 Case 3,
due to discoveries during May 2017 plugfest. Test Proeetlarified for Test 1.4 Case 7.

August14, 2017(Version8.0)
David Woolf:
I Test requirements relaxed in tests 1.1 Case 4, 2.7 Case 9, 2.8 Case 1, 7.1 Case 2, 7.2, and 9.2 Case 3,
due to discoveries during May 2017 plugfest. Test Procedure clarifidé$bd.4 Case 7.
1 Clarification in procedure for test 1.2 Case 4.
1 Tests 2.3 and 2.4 Case 4 (NLB>MDTS) modified to be ‘Mandatory if Supp@séubise tests are only
applicable if MDTS is not equal to 0.

1 Tests 2.3 and 2.4 Case 7 modified to be 'Mamglaf Supported;asthese tests are only applicable if
NN is not equal to OXFFFFFFFF.
Test 1.3 Case 4 modified to be Mandatory if Supported depending on whether MDTS=0 or not. Test
modi fied to expect fAlnvalid Fi el WNUMDUNOMDnmando i f MDTS conflicts with
Added Test Case 1.3 Case 10.
Modified Test 2.1 to perform compares using a known sequence rather than the Identify Log Page data
to simplify test implementation.
Clarified Test 2.9 Case 1 that both NABSN and NADSPF need to be set to zero for the test to applicable.
Clarified Test 2.9 Case 2 that either NABSN and NADSPF need to be setzensovalues for the test
to applicable.
Modified Test 5.5 to make each condition tested into a separate test case. Most test procedures were not
modified and so remain Mandatowyith the exception of caggwhich had the proceduraodified and
ismarked FYI.
Modified Table in Test 5.5 to cldyiwhich status codes were tested and which were not.
Modified Appendix D to show abbreviations for test case requirements.
Modi fied Test 5.5 Case 5, to indicate that iif no features are indice
case does not apply.
Moved Abbreviations from Appendix D to a new section near the beginning of the document, named
6Abbreviationsé.
Tests 2.5 Case 5, 2.7 Case 5, 3.4 Case 1, 7.3 Case 1, 1.4 Case 9 had status changed from FYI to Manda-
tory or Mandatory if Supported.
Tests 1.1 @se 4, 1.7 Case 1, 2.2 Case 3, 4, 5, 2.7 Case 9, 2.9 Case 2, 7.1 Case 2 and 7.2 had status
changed from In Progress to FYI.

= = = = = =

= = = = =a =9

September 12, 201(X¥/ersion8.0a)
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David Woolf:

1l

Updated Appendix C.

October 24, 201{Version8.0b)

David Woolf:
1 Updated AppendiD to clarify test requirements designations for NVMeoF products.
Novembe 14, 2017(Version9.0 draff)
David Woolf:

1. Updated Target Specification on cover page to be NVMe v1.3

2. Updated Default Test Setup diagram in Appendix A.

3. UpdatedTlest 1.3 Case t© check the M bit.

4. Fixed error inTest 2.4 Case,3vhere Step 1 was referred to in the Test Procedure rather than, Step 2
also corrected the Status Code expestedbservable Result step 2 from 0x0A to 0x80s0 updated
test to allow foDUT to report status code 0x81, since the status reported wodkpleadent on which
check is performed first, accounting for NVMe v1.3 ECN 002.

5. Fixed error inTest 2.4 Case Where a Read command was indicated instead of a Write command.

6. Fixed errorinTest 2.4 Case Where Step 1 was referred to in the Test Procedure rather than Step 2.

7. Fixed erorinTest 2.4 Case Where a Read command was indicated instead of a Write command.

8. Fixed error inTest 2.4 Case Where Step 1 was referred to in the Test Procedther than Step 2.

9. Fixed errorinfest 2.3 Case 2, 3, 4, 5, 6where adata pattern was written, this step was not necessary.

10. UpdatedTest 4.18o0 allow devices to report support fii/Me v1.3. Added check to ensure that VER
value from Identify Controller Data structure matches the value in VS.CAP.

11. UpdatedTest 2.1 Case tb match new requirements in NVMe 1.3 ECN 002, which eliminated the re-
quirementfor a DUT to report the lowest numerical value status code first.

12. UpdatedTest 2.3 Case tb match new requirements in NVMe 1.3 ECN 002, which eliminated the re-
quirement for a DUT to report the lowest numerical value status code first.

13. UpdatedTest 2.3 Case b match new requirements in NVMe 1.3 ECN 00&ich eliminated the re-
quirement for a DUT to report the lowest numerical value status code first.

14. UpdatedTest 2.4 Case tbo mach new requirements in NVMe 1.3 ECN 002, which eliminated the re-
quirement for a DUT to repbthe lowest numerical value status code first.

15. UpdatedTest 2.4 Case t match new requirements in NVMe 1.3 ECN 002, which eliminated the re-
quirement for a DUT to report the lowest numerical value statusfoste

16. UpdatedTest 2.7 Case t match new requirements in NVMe 1.3 ECN 002, which eliminated the re-
quirement for a DUT to report the lowest numerical value status code first.

17. UpdatedTest 2.7 Casbt o ensur e that final READ command returns all

18. UpdatedTest 2.1 Case t better match the wording in NVMe 1.3 Figure 32.

Removed steps in Test Procedure and Observable Results for Test 2.2-Cadeze a Read command was used

to double check that a Write command had not caused data to be written, since those Read commands themselves

could not be performed successfully, and those cases are also checked in Test 2.3

November 28, 201{/ersion9.0 draff)
David Woolf:

1.

Updated Test 1.2 CasesgtITest Procedures and Observable Results to be more complete.

2. Updated Abbreviations section to stop using the 6Mandatory if Suppor

3. Updated Test 1.3 Case 4 to be 6Mandatoryd instead of O6Mandatory i f
MDTS value at the beginning of the test to determine if the test licalple to the DUT or not.

4 Updated Test 1.6 to be 6Mandatorydé instead of O6Mandatory if Supporte
at the beginning of the test to determine if the test is applicable to the DUT or not.

5, Updated Test 2. 1lead bk O6Mamdatoryoéi i nSapportedd. Added a check for O
at the beginning of the test to determine if the test is applicable to the DUT or not.

6. Updated Test 2.2 to be 6Mandatorydé instead of O6Mandatory if Supporte
at the beginning of the test to determine if the test is applicable to the DUT or not.
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7. Updated Test 2.3 Case 4 to be O6Mandatoryd instead of o6éMandatory if
MDTS value at the beginning of the test to determine if the test is agplicetihe DUT or not.

8. Updated Test 2.3 Case 7 to be 6Mandatoryd instead of o6Mandatory if S
value at the beginning of the test to determine if the test is applicable to the DUT or not.

9. Updated Test 2.3 Case 6 to include aashfor NN value at the beginning of the test to determine if the
test is applicable to the DUT or not.

10.Updated Observable Results of Test 2.3 Case 6 to check for status cc¢
(OBH).

11.Updated Test 2.4 Casteeadd toof béeMadénMiaantdoartyo riyf6 Swpport edo. Added a check
MDTS value at the beginning of the test to determine if the test is applicable to the DUT or not.

122Updated Test 2.4 Case 7 to be 6Mandatoryd instead of O6Mandatory i f S
value at the beginning of the test to determine if the test is applicable to the DUT or not.

13.Updated Test 2.5 to be 6Mandatoryodé instead of O6Mandatory if Supporte
at the beginning of the test to determine if the test is appdidalthe DUT or not. Added checks for
MDTS and NN values where appropriate.

14.Updated Test 2.7 to be 6Mandatoryod instead of 6é6Mandatory if Supporte
at the beginning of the test to determine if the test is applicable to tfieobdot. Added checks for
MDTS and NN values where appropriate.

15.Updated Test 2.7 to be O6Mandatoryodé instead of 6éMandatory i f Support
field at the beginning of the test to determine if the test is applicable to the DUT or not.

16.Updated Test 3.1 to be 6Mandatory6 instead of o6Mandatory i f Support
Size field at the beginning of the test to determine if the test is applicable to the DUT or not.

17.Updated Test 3.2 to be 6MaBdpporyéddnsAddddod O6MeokKaftoryDPC field
at the beginning of the test to determine if the test is applicable to the DUT or not.

18 Updated Test 3.4 to be 6Mandatoryo6 instead of 6é6Mandatory if Support
field at the beginning of thiest to determine if the test is applicable to the DUT or not.

19.Updated Test 4.13 to be 6Mandatoryd instead of 6Mandatory if Suppor

200Updated Test 5.5 Case 3 to be 6Mandatory6 instead of O6Mandatory i f

2l.Updated Test 6. 4t ¢ eod bef 6dMMardddatoaryyy iifnsSupportedo.

22. Updated all tests in Group 7tobeMandat or yé i nstead of 6éMandatory if Supportedd. Added
all tests othe ONCS field to determine of the controller supprtervations.

23. Updated all tests in Groptobeé M ndat oryé i nstead of 6éMandatory i f Supportedd. Added
all tests othe CACS field to determine of the controller suppdttsmespace Management

24. Updated Appendix D teemovea | | references to 6Mandatory if Supportedo.

25. Updated Table in Test 1.® tontain new Features: Timestamp, Keep Alive Timer, Host Controller
Thermal Management, Ne@perational Power State Config.

26. Updated Test 2.4 Cases 8, 9, 10 to remove redundant READ operation in Test Procedure.

t
S

December 4, 201} ersion9.0 draft)
David Woolf:

1. Updated Test 2.5 Case 5 to include more than 1 READ command to be performed after the Write Un-
correctable command in order to ensure that all LBAs affected by the Write Uncorrectable command are
affected.

2. Updated Test 2.7 Case 5 to includerenthhvan 1 READ command to be performed after the Write Zeroes
command in order to ensure that all LBAs affected by the Write Zeroes command are affected.

December 6, 201} ersion9.0 draft)

David Woolf:
1. Updated Test 1.€ase 3 to include a check of FNA Bit 2, to determine if the test case is applicable or
not.

2. Updated Test 1.1 Case 5, to show that CNS reserved value testingaienkianly FFh.

December 12, 201(%/ersion9.0 draft)
David Woolf:

UNHIi IOL NVMe Testing Service 14 NVMe Conformance TeSuitevtov110
©2018 UNH IOL



University of New Hampshire InterOperability LaboratdridVVMe Conformance Test Suite

1. Updated Test 1.3 Ca8 to only check LID 7Fh.

2. Updated Test 1.2 Case 5 to only check SEL 111b.

3. Updated Test 2.2 Case 3, Case 4, and Case 5 to be Mandatory for NVMe Drives.
4. Updated Test 1.4 Case 10 to be Mandatory for NVMe Drives.

5. Updated Test 1.7 Case 1 to be Mandatory for NVMe Drives.

6. Updated Test 2.3 Case 11 to be Mandatory for NVMe Drives.

7. Updated Test 2.4 Case 11 to be Mandatory for NVMe Drives.

8. Updated Test 2.7 CaSeto be Mandatory for NVMe Drives.

9. Updated Test 2.9 Case 2 to be Mandatory for NVMe Drives.

10. Updated Test 5.5 Case 6 to be Mandatory for NVMe Drives.

December 14, 201 ersion9.0 draft)
David Woolf:

Added Test 1.1 Case 6.

Added Test 1.0 Cases 8

Added Test 1.1 Cases 88

Added Test 1.12 Casesbl

Added Test 1.13 Casestl

grwNPE

December 21, 201/ ersion9.0 draft)
David Woolf:
1. Updated Observable Resultsliest 3.4 Case 2 to eliminate items that can not be observed. Changed the
test status to FYI.
2. Updaed Observable Results in Test 3.4 Case 3 to eliminate items that can not be observed. Changed the
test status to FYI.

January 4, 201@/ersion9.0 draft)
David Woolf:
1. Updated all references in Group 9 from 8.11 to 8.12 to match NVMe v1.3 specification.

January 22, 201@/ersion9.0 draff)
Colin Dorsey
1. Added tests 8.4, 8.5, 8.6, 8.7, 8.8. Updated test procedures for test 8.2

January 23, 2018/ersion9.0 draff)
David Woolf:
1. Updated following tests from GFYI to OF to indicate that they are now mandatory for NVife
products, per ICC decision: 1.1 Case®, 1.3 Cases-2, 1.7 Case 2, 2.5 all cases, 2.6 Case 2, 2.8, 3.3
Cases ¥4, 4.1,4.2,43,4.4,4.6,4.7,4409]0, 4.11, 4.12, 413, 4.14, 4.15, 4.16, 4.17, 4.18, 5.1.

February 1, 2018Version9.0 draff)
David Woolf
1. Updated test 4.13 test procedure for clarity.
2. Updated test 3.4 Case 3 test procedure for clarity and completeness.

February 5, 2018Version9.0 draff)
David Woolf
1. Modified Caseb to Test 1.1 to cover Namespace Identification Descriptors.
2. Added Test 1.&ases 11, 12, 13, 14, 15 to address TelerheigyPages

March 15, 2018Version9.0 draff)
David Woolf
1. Modified Case 3 of Test 1.2 for clarity.
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2. Modified Test 7.1 Case 2 and Test 7.2 Case 3 to include the step of performing a Reservation Acquire
command.
3. Modified Test 1.2 Case 4, there was a typo indicated DWord 10 rather than DWord 0.

May 21, 2018 Version10.0 draff)
David Woolf.
1. Corrected typo in Test 2.2 Case 2

August 30, 2018Version10.0 Releasp
David Woolf
1. 10.0 Release
November 20, 2018Version11.0 draff)
David Woolf

Modified Test 1.1 Case 4 as previous version of test case was invalid. « Formatted: Numbered + Level: 1 + Numbering Style: 1, 2,
Renumbered Test 1.1. CdsasTest 1.1 Case 13. 3,é + Start at: 1 + Alignment: Left + Aligned at: 0.5" +

Added new Test 1.1 Case 5 (FYI). Indent at: 0.75"

Added new Test 1.1 Case 6 (FYI).

Added new Test 1.1 Case 7 (FYI).

Added new Test 1.1 Case 8 (FYI).

Added new Test 1.1 Case 9 (FYI).

Added new Test 1.1 Case 10 (FYI).

Added new Test 1.1 Case (HYI).

0. Added new Test 1.1 Case 12 (FYI).

1. Added step to Test 1.2 Case 5 to check ONCS Bit 4 to determine if test is applicable before proceeding

with test procedure.

12. Updated Test 1.Zases # to check if FIDs are changeable before proceeding with tesidwnae

13. Updated Test 1.3 Case 2 to allow for the case where there are no unsupported LIDs because the DUT
supports all Vendor Specific LIDs.

14. Expanded Observable Results for Test 1.3 Case 11 (FYI).

15. Added new Test 1.3 Case 16.

16. Updated Test 1.3 Case 3use a different vale for the reserved value, now uses Ox6F instead of OX7F.

17. Fixed typo in Test 1.3 Case 4 whéhne est procedure referertsteps 2 and 3 when it should reference
steps 3 and 4.

18. In Test 1.3 Case 4he reference to the list of mandatory LliDghe specification was changedie a
list of the mandatory LIDs, instead of a reference.

19. Updatel Test 1.3 Case 7 to perform 1000 Read/Compare operations of LBADS, 2x LBADS, and 4x
LBADS to ensure that the DlUis following the requirements on recording Data Units Read in 1000 512
Byte units, rather than just recording the number of Read operations, as some devices have been observed
to do.Added a step toecord the value for LBADS.

20. Updatel Test 1.3 Case 8 terform 1000 Write operations of LBADS, 2x LBADS, and 4x LBADS to
ensure that the DUT is following the requirements on recording Data Units Written in 1000 512 Byte
units, rather than just recording the number of Write operations, as some devices halesbeead to
do. Remove the Write Uncorrectable operation from this feftied a step to record the value for
LBADS.

21. Added new Test 1.3 Case 17.

22. Updated Test ¥.Case to expect a status of 07h Command Abort Requested if a completion queue entry
is postel. If no completion queue entry is posted the test is not applicable.

23. Updatel Test 1.9 to clarify that the Set Feature command in Step 2b must be performed with the Save
bit set to 1 (SV=1).

24. Updated first 2 steps ihest 1.10 Case 1 to clarify how to ensure that no Device Self Test command is
currently in progress.

25. Updated first2 steps in Test 1.10 Case 2 to clarify how to ensure that no Device Self Test command is

currently in progress.

BB[e®RN@| P |w N
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. Updated first 2 steps in Test 1.10 Case 3 to clarify how to ensure that no Device Self Test command is

27.

currently in progress.
Updated first Zteps in Test 1.10 Case 4 to clarify how to ensure that no Device Self Test command is

28.

currently in progress.
Updated first 2 steps in Test 1.10 Case 5 to clarify how to ensure that no Device Self Test command is

29.

currently in progress.
Updated first 2teps in Test 1.10 Caseto clarify how to ensure that no Device Self Test command is

30.

currently in progress.
Updated first 2 steps in Test 1.10 Case 7 to clarify how to ensure that no Device Self Test command is

31.

currently in progress.
Updated first 2 sggs in Test 1.10 Case 8 to clarify how to ensure that no Device Self Test command is

32.

currently in progress.
Updated first 2 steps in Test 1.11 Case 1 to clarify how to ensure that no Device Self Test command is

33.

currently in progress.
Updated first 2 stepis Test 1.11 Case 2 to clarify how to ensure that no Device Self Test command is

34.

currently in progress.
Updated first 2 steps in Test 1.11 Case 3 to clarify how to ensure that no Device Self Test command is

35.

currently in progress.
Updated first 2 stepsiTest 1.11 Case 4 to clarify how to ensure that no Device Self Test command is

36.

currently in progress.
Updated first 2 steps in Test 1.11 Case 5 to clarify how to ensure that no Device Self Test command is

37.

currently in progress.
Updated first 2 steps ifest 1.11 Case 6 to clarify how to ensure that no Device Self Test command is

38.

currently in progress.
Updated first 2 steps in Test 1.11 Case 7 to clarify how to ensure that no Device Self Test command is

39.

currently in progress.
Updated first 2 steps in Test 1.11 Case 8 to clarify how to ensure that no Device Self Test command is

40.

currently in progress.
Updated first 2 steps in Test 2.Case 1 to clarify how to ensure that no Device Self Test command is

41.

currently in progress.
Updated first 2 steps in Test 2.Case 2 to clarify how to ensure that no Device Self Test command is

42.

currently in progress.
Updated first 2 steps in Test 2.Case 3 to clarify how to ensure that no Device Self Test command is

43.

currently in progress.
Updaed first 2 steps in Test RTase 4 to clarify how to ensure that no Device Self Test command is

44.

currently in progress.
Updated first 2 steps in Test 2.Case 5 to clarify how to ensure that no Device Self d@stmand is

45.

currently in progress.
Updated first 2 steps in Test 1.13 Case 1 to clarify how to ensure that no Device Self Test command is

46.

currently in progress.
Updated first 2 steps in Test 1.13 Case 2 to clarify how to ensure that no Device Selfvireandads

47.

currently in progress.
Updated first 2 steps in Test 1.13 Case 3 to clarify how to ensure that no Device Self Test command is

48.

currently in progress.
Updated first 2 steps in Test 1.13 Case 4 to clarify how to ensure that no Device Self Teshdasnm

49.

currently in progress.
Updatel Test 2.7 Case 9 to allow for an error code of 81h Invalid Protection Information, as well as 02h

50.

Invalid Field in Command.
Updatel Test 1.10 Case 4 Observable Results step 1 to be the following: Verify that the Seltest

51.

command returns status Invalid Namespace or Format in Command.
Updatel Test 1.1 Case 4 Observable Results step 1 to be the following: Verify that the Devigesself

52.

command returns status Invalid Namespace or Format in Command.
Updated Test.10 Case €est procedure to account for the command completion for the DST command

to be sent before the DST operation completes.
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Updated Test 1.10 Casdéest procedure to account for the command completion for the DST command

54.

to be sent before the DST operation completes.
Updated Test 1.10 Case 8 test procedure to account for the command completion for the DST command

55.

to be sent before the DST operatiomptetes.
Updated Test 1.11 Case 6 test procedure to account for the command completion for the DST command

56.

to be sent before the DST operation completes.
Updated Test 1.11 Case 7 test procedure to account for the command completion for the DST command

57.

to be sent before the DST operation completes.
Updated Test 1.11 Case 8 test procedure to account for the command completion for the DST command

58.

to be sent before the DST operation completes.
Updated test procedure for test 4.12 to delete all exiBtih@ubmission and Completion queues prior

59.

to performing test.
Updated test procedure for test 5.5 Case 5 to ensurnetiratattempting to change a feature value, the

value offered is different than the current value.

. Added step to Test 8.8 Case 1, to chiaekHCTMA bit before proceeding with the test.

. Added step to Test 8.8 Case 2, to check the HCTMA bit before proceeding with the test.

. Added step to Test 7.1 Case 1 to perform a Reservation Release command with the RRELA field set to

63.

001b (Clear) for alexisting reservations.
Added step to Test 7.1 Case 2 to perform a Reservation Release command with the RRELA field set to

64.

001b (Clear) for all existing reservations.
Added step to Test 7.2 Case 1 to perform a Reservation Release command with thefieRldEBeAto

65.

001b (Clear) for all existing reservations.
Added step to Test 7.2 Case 2 to perform a Reservation Release command with the RRELA field set to

66.

001b (Clear) for all existing reservations.
Added step to Test ZCase3 to perform a Reservation Release command with the RRELA field set to

67.

001b (Clear) for all existing reservations.
Added step to Test ZCase4 to perform a Reservation Release command with the RRELA field set to

68.

001b (Clear) for all existing reservations.
Added step to Test 7.3 Case 1 to perform a Reservation Release command with the RRELA field set to

69.

001b (Clear) for all existing reservations.
Added step to Test 7.3 Case 2 to perform a Reservation Release command with the RRELA field set to

70.

001b (ClearYor all existing reservations.
Added step to Test 7.4 Case 1 to perform a Reservation Release command with the RRELA field set to

71.

001b (Clear) for all existing reservations.
Added step to Test 7.4 Case 2 to perform a Reservation Release command witElthefiRld set to

72.

001b (Clear) for all existing reservations.
Added step to Test 7.4 Case 3 to perform a Reservation Release command with the RRELA field set to

73.

001b (Clear) for all existing reservations.
Added step to Test 7.5 Case 1 to perform a ResenvRttlease command with the RRELA field set to

74.

001b (Clear) for all existing reservations.
Added step to Test 7.5 Case 2 to perform a Reservation Release command with the RRELA field set to

75.

001b (Clear) for all existing reservations.
Added step to Test 7Gase 3 to perform a Reservation Release command with the RRELA field set to

76.

001b (Clear) for all existing reservations.
Added step to Test 7.5 Case 4 to perform a Reservation Release command with the RRELA field set to

77.

001b (Clear) for all existing reseations.
Added step to Test 7.6 Case 1 to perform a Reservation Release command with the RRELA field set to

78.

001b (Clear) for all existing reservations.
Added step to Test 7.6 Case 2 to perform a Reservation Release command with the RRELA field set to

79.

001b Clear) for all existing reservations.
Added step to Test 7.6 Case 3 to perform a Reservation Release command with the RRELA field set to

80.

001b (Clear) for all existing reservations.
Added step to Test 7.6 Case 4 to perform a Reservation Release commahd RERELA field set to

001b (Clear) for all existing reservations.
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Added step to Test 7.7 Case 1 to perform a Reservation Release command with the RRELA field set to

82.

001b (Clear) for all existing reservations.
Added step to Test 7.7 Case 2 to perform seRation Release command with the RRELA field set to

83.

001b (Clear) for all existing reservations.
Added step to Test 7.8 Case 1 to perform a Reservation Release command with the RRELA field set to

84.

001b (Clear) for all existing reservations.
Added step to &st 7.8 Case 2 to perform a Reservation Release command with the RRELA field set to

85.

001b (Clear) for all existing reservations.
Added step to Test 7.8 Case 3 to perform a Reservation Release command with the RRELA field set to

86.

001b (Clear) for all existingeservations.
Added step to Test 7.8 Case 4 to perform a Reservation Release command with the RRELA field set to

87.

001b (Clear) for all existing reservations.
Added step to Test 7.6 Cadeo ensurehat the RTYPE field is set to either WRITE EXCLUSIVE ALL

88.

REGISTRANTS orEXCLUSIVE ACCESS ALL REGISTRANTS.

Updated Test 7.4 Case 2 to align with the updated use of the IEKEY parameter in NVMe gifi-3 spe
cation. Expectation is that when the IEKEY parapreis set to 1 in a Reservation Acquire command,

thatthe DUT willr et ur n st atus of ilnvalid Field in Command?o, and that nNo I eS¢
89. Added new Test 1.2 Case 6.
90. Added new Est 2.2 Case 6.
91. Updated Test 9.2.1 to check the FNA bit, to sdwther the DUT supports FortmVM on a per

namespace basis, or if all namespaces within the controller must use the same LBAF.
92. Updated Test 9.2.2 to ensure thaiaanespace exists before attempting to delete a namespace.
93. New test case fdDirectivesReceive Test 1.15 Case 1.
94. New test case for Directivé®eceive Test 1.15 Case 2.
95. New test case for Directives Send, Test 1.16 Case 1.
96. New test case for Directives Send, Test 1.16 Case 2.
97. New test case for Directives Send, Test 1.16 Gase
98. Test 1.1 Case 3 Identify Namespace List change from M- R0 M, OF
99. Test 1.1 Case 5 Identify to Reserved CNS change from MPQ#& M, OFFYI
100.Test 1.3 Case 3 Get Log Page to Reserved LID change from {AYO© M, OF
101Test 1.3 Casé Get Log Page with NMD/MDTS Conflict change from M, OFYI to M, OF
102Test 1.7 Case 4 Asynchronous Masking Event change from MiYDEo M, OF
103Test 2.2 Case 1 Dataset Management change from MEYDEo M, OF
104 Test 2.2 Case 2 Dataset Management Deallocate change from-FYIQ& M, OF
105Test 2.2 Case 5 Dataset Management Deallocate Correct Range change frorr ¥ tON, OF
106.Test 2.3 Case 1 Read change from M;:F># to M, OF
107 Test 2.3 Case 3 Read with NLB Out of Range change from M;YOFo M, OF
108.Test 2.3 Case 6 Read with &t NSID change from M, OFYI to M, OF
109Test 2.3 Case 7 Read with Invalid NSID and SLBA Out of Range change from®&YQB M, OF
110Test 2.3 Case 8 Read with LR=0, FUA=1 change from MF®Fto M, OF
111Test 2.3 Case 9 Read with LR=1, FUA=0 change from MFJ¥I to M, OF
112Test 2.3 Case 10 Read with LR=1, FUA=1 change from MF®Fo M, OF
113Test 2.4 Case 1 Write change from M,-B¥l to M, OF
114 Test 2.4 Case 8 Write with LR=0, FUA=1 change from M:©#f to M, OF
115Test 2.4 Case 10 Write with LR=1, FUA=1 changerf M, OFFYI to M, OF
116Test 2.6 Case 1 Flush change from M-BPHA to M, OF
117Test 3.3 Case 5 Power Management Feature change from{AYQB M, OF
118Test 4.5 CAP.TO change from M, ¥l to M, OF
119Test 4.8 CAP.MQES change from M, &#1to M, OF
120Test 5.3Status Field change from M, @FYl to M, OF
121 Test 6.1 Conventional Reset change from IP to FYI
122 Test 6.3 Controller Reset change from M,-[PRo M, OFFYI
123Test 9.2 Case 3 Create Namespace when Insufficient Capacity change from IP to FYI

« fFormatted: Indent: Left: 0.75", No bullets or numbering ]
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INTRODUCTION

The University of New Hampshireés InterOperability Laboratory (1 OL) i s a
interoperability of standardbased products by providing a trlienvironment where a product can be tested against

other implementations of a common standard, both in terms of interoperability and conformance. This particular suite

of tests has been developed to help implementers evaluate the NVMe functiorthiély pfoducts. This test suite is

aimed at validating products in support of the work being directed by the NVMe Promoters Group.

These tests are designed to determine if a product conforms to specifications defined in the NVM Express Revision
12specif cati on, hereafter referred to as the ANVMe Specificationo). Successf
reasonable level of confidence that the Device Under Test (DUT) will function properly in many NVMe environments.

The tests contained in this docemnb are organized in order to simplify the identification of information related to a

test, and to facilitate in the actual testing process. Tests are separated into groups, primarily in order to reduce setup
time in the lab environment, however the difiet groups typically also tend to focus on specific aspects of device
functionality. A twd number, ddtnotated naming system is used to catalog the tests. This format allows for the
addition of future tests in the appropriate groups without requiringethenmbering of the subsequent tests.

The test definitions themselves are intended to provide & lbigh description of the motivation, resources,
procedures, and methodologies specific to each test. Formally, each test description contains the Setibarisg

Purpose
The purpose is a brief statement outlining what the test attempts to adiievest is witten at the functional level.

References

This section specifies all reference mateeidiernalto the test suite, including the specific references for the test in

question, and any other references that might be helpful in understanding the test methodology and/or test results.
External sources are always referenced by a bracketed number (pwheid mentioned in the test descriptidmy

other references in the test description that are not indicated in this manner refer to elements within the test suite
document itself (e.g.,ilAppendi x 5. A0, or ATable 5.1.1

Resource Requirements

The regirements section specifies the test hardware and/or software needed to perform Théstesigenerally
expressed in terms of minimum requirements, however in some cases specific equipment manufacturer/model
information may be provided.

Last Modification
This specifies the date of the last modification to this test.

Discussion
The discussion covers the assumptions made in the design or implementation of the test, as well as known limitations.
Other items specific to the test are covered here as well.

Test Setup
The setup section describes the initial configuration of the test enviror®mesait.changes in the configuration should
not be included here, and are generally covered in the test procedure section (next).

Procedure

The procedure section dfe test description contains the systematic instructions for carrying out thepestides

a cookbook approach to testing, and may be interspersed with observableTesstiprocedures should be the ideal
test methodology, independent of spedifid limitations or restrictions.

Observable Results
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This section lists the specific observable items that can be examined by the tester in order to verify that the DUT is
operating properlyWhen multiple values for an observable are possible, thioegutovides a short discussion on

how to interpret themThe determination of a pass or fail outcome for a particular test is generally based on the
successful (or unsuccessful) detection of a specific observable.

Possible Problems

This section contains @escription of known issues with the test procedure, which may affect test results in certain
situations.It may also refer the reader to test suite appendices and/or other external sources that may provide more
detail regarding these issues.
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REFERENCES
The following documents areferenced in this text:

1. NVM Express Revision.B Specification ay 1, 2017
2. NVM Express Management Interface Revsion 1.0a Specification (April 8, 2017)

UNHIi IOL NVMe Testing Service 24 NVMe Conformance TeSuitevtov110
©2018 UNH IOL



University of New Hampshire InterOperability LaboratdridVVMe Conformance Test Suite

ABBREVIATIONS

The following abbreviations are applied to the test titles of each of the tests described in this document for indicating
the status of test requirements.

M - Mandatory

FYI -FYI

IP - In Progress

The following abbreviations applied to the test §itbé each of the tests described in this document for indicating
what product types a test may apply to. It is assumed that all tests apply to base NVMe products using PCle.
OF i Test applies to NVMeoF products

UNHIi IOL NVMe Testing Service 25 NVMe Conformance TeSuitevtov110
©2018 UNH IOL



University of New Hampshire InterOperability LaboratdridVVMe Conformance Test Suite

Group 1: Admin Command Set
Overview:

This section describes a method for performing conformance verification for NVMe products implementing the Ad-
min Command Set.

Notes:

The preliminary draft descriptions for the tests defined in this group are considered complete, and the tests are pending
implementation (during which time additional revisions/modifications are likely to occur).
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Test 1.1i Identify Command (M, OF)

Purpose: To verify that an NVMeControllercan properlyexecutean Identifycommand.

References:
[1] NVMe Specification 515

Resource Requirements:
Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: February 5, 2018

Discussion: The Identify command returns a data buffer that describesl¥hé subsystem, theontroller orthe
namespadg). The data structure is 4096 bytes in size. The host indicates as a command parameter whether to return
the controller or namespace specificadstructure. For the namespace data structure, the definition of the structure is
specific to the I/O command set selected for use.

The data structure returnedefined inFablel, is based on the Controller or Namespace Structure (CNS) field. \:Field Code Changed

there are fewer namespace identifiers or controller identifiers to return for a Namespace List or Controller List,
respectively, then the unused portion of the list is zZéemlf Controllers that support Namespace Management shall
support CNS values of 10h3h.

The Identify command uses the PRP Entry 1, PRP Entry 2, and Command Dword 10 fields. All other Command
specific fields are reserved. completion queue entry fgosted to the Admin Completion Queue when the Identify
data structure has been posted to the memory buffer indicated in PRP Entry 1.

Test Setup:SeeAppendix A

Case 1:CNS=00hldentify Namespace Data Structureg(M, OF)

Test Procedure:
1. For each namespaaethe NVM subsystegrconfigure the NVMe Host to issue an Identify command spec-
ifying CNS value 00h to the controller in order to receive back an Identify Namespace data structure for the
specified namespace.

Observable Reults:

1. Verify that the requested data structure is posted to the memory buffer indicated in PRP Entry 1, PRP Entry
2, and Command Dword 10, and that a command completion queue entry is posted to the Admin Completion
Queue.
If the specified namespace IDimactive, verify that the data structure returned by the controller is zero filled.
Verify that all received responses have all Reserved fields set to 0.
Verify M6the Number of LBA Formats (NLBAF) set, and that any LBA Format Support desctigyosd
the NLBAF (i.e. LBAFNn+i) are set to zero.

pON

Case 2:CNS=01hldentify Controller Data Structure (M, OF)

Test Procedure:
1. Configure the NVMe Host to issue an Identify command specifying CNS value 01h to the controller in order
to receive back an Identifgontroller data structure.

Observable Results:
1. Verify that the requested data structure is posted to the memory buffer indicated in PRP Entry 1, PRP Entry
2, and Command Dword 10, and that a command completion queue entry is posted to the Admin Completion
Queue.
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2. Verify that all received responses have all Reserved fields set to 0.

3. Ifthe DUT claims support for NVMe Version 1.2 or highegrify that the value reported for Version support
in the CAP registe(VS Offset 08h), matches the value reportedhim fdentify Controller Data Structure
VER field (83:80) and is non zero.

4. Verify that any power state descriptors not supported (i.e. Power States beyond the number reported in the
NPSS value (263) in the Identify Controller Data Structure) are set to 0.

5. Verify that any values that are reported as ASCII strings (specifically Serial NuSiieModel Numbef
MN, and Firmware Revisioh FR) are left justified and padded with spaces (ASCIl 20h character) to the
right.

Case 3:CNS=02hNamespace List(M, OF-F¥)

Test Procedure:
1. ConfiguretheNVMe Host to issue an Identify command specifying CNS vakieand CDW1.NSID value
0 to the controller in order to receive back a Namespace List containing active namespace IDs.
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2. For each namespace ID returned in the Namespacectigigurethe host to issuenaldentify command
specifying CNS value 00h to the controller in order to receive back an Identify Namespace data structure for
the specified namespace.

Observable Results:
1. Verify that the requesteNamespace Lists posted to the memory buffer indicatedPRP Entry 1, PRP
Entry 2, and Command Dword 10, and that a command completion queue entry is posted to the Admin
Completion Queue.
2. For each Identify command in st@p verify that the returned data structure is not zero filled since each
namespace ID in the Namespace List should be active.
3. Verify that all received responses have all Reserved fields et to

in Commando6 02h.

mand spec-

—Merify thatth e—mmahd—returns status o6l nvalid Field in Commanddé 02h.

Case-6Case 4:CNS=03hNamespacddentification Descriptor s(FYI, OF-FYI)

Test Procedure:

1. Check the Identify Controller Data Structure to determine what version of the NVMe specification the prod-
uct under test claims to support. If the product under test does not support NVMe v1.3 or higher, this test is
not applicable.

2. For each namespace metNVM subsystem, configure the NVMe Host to issue an Identify command spec-
ifying CNS value 8h to the controller in order to receive babk Namespacédentification Descriptodata
structure for the specified namespace.

Observable Results:
1. Verify thatthe command returrane or more Namespace Identification Descriptor structhegdit into the
4096 byte Identify payload.
2. Verify that thecontrollerdoesnot return multiple descriptors with the same Namespace Identifidagen
scriptor Type (NIDT).

Possible ProblemsNone.

Case 5:CNS=10hNamespacdD List (FYIl, OF -FYI)

Test Procedure:
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1. Perform an Identify Command to CNS=01h, theeak the Identify Controller Data Struct®ACS Bit 3«
to determindf the product under test suppsramespac®anagementlf the product under test does not
supportNamespace Managemettiis test is not applicable.

2. Configure the NVMe Host to issue an Identify command specifying CNS ¢8huand a alue of Oh for the
Namespacédentifier in CDW1.NSIDto the controller in order to receive babtle AllocatedNamespacéD
List.

3,€é + Start at: 1+ Alignment: Left + Aligned at: 0.25" +
Indent at: 0.5"

Formatted: Numbered + Level: 1 + Numbering Style: 1, 2, ‘

Observable Results:
1. Verify that the command returrise namespacést of allocated NSIDs in increasing order that are greater
than the value specified ithe Namspace Identifier in CDW1.NSID in thidentify Command with
CNS=10h

3,é + Start at: 1 + Alignment: Left + Aligned at: 0.25" +
Indent at: 0.5"

Formatted: Numbered + Level: 1 + Numbering Style: 1, 2, ‘

Case 6:CNS=11hldentify Allocated Namespace Data Structuréllocated NSID (FYI, OF-FYI)

Test Procedure:

1. Perform an Identify Command to CNS=01h, then check the Identify Controller Data Structure OACS Bit 3
to determine if the product under test supports Namespace Management. If the product under test does not
support Namespace Management, this test is ndicapfe.

2. Configure the NVMe Host to issue an Identify command specifying CNS ¢8luand a value of Oh for the
Namespace Identifier in CDW1.NSID the controller in order to receive bable AllocatedNamespacéD
List.

3. Configure the NVMe Host to issue an Identify command specifying CNS tdluend a Namespace Iden-
tifier in CDW1.NSIDthat is a known allocated Namespdtavailable,based on the response to the Identify
Command tow CNS=10h in the previous stiéphereis noallocated Namespace this test is not applicable.

Observable Results:
1. Verify that the command returtizeldentify Controller Data Structure for the specified allocatethespace:

3,é + Start at: 1 + Alignment: Left + Aligned at: 0.25" +
Indent at: 0.5"

Formatted: Numbered + Level: 1 + Numbering Style: 1, 2, ‘

Case 7:CNS=11hldentify Allocated Namespace Data StructurdJnallocated NSID(FYI, OF-FYI)

Test Procedure:
1. Perform an Identify Command to CNS=01h, then check the Identify Controller Data Structure OAGS Bit% Formatted: Numbered + Level: 1 + Numbering Style: 1, 2, ‘

to determine if the product under test supports Namespace Management. If the product under test does 3, é + Start at: 1 + Alignment: Left + Aligned at: 0.25" +
support Namespace Management, this test is ndicapfe. Indent at: 0.5"
2. Configure the NVMe Host to issue an Identify command specifying CNS ¢8huand a value of Oh for the
Namespace Identifier in CDW1.NSIKD the controller in order to receive babtle AllocatedNamespacéD
List.
3. Configure the NVMe Host to issue an Identify command specifying CNS tdhuand a Namespace Iden-
tifier in CDW1.NSID that is a knowrunallocated Namespace, if available, based on the response to the
Identify Command tow CNS=10h in the previous step. If¢his nounallocated Namespace this test is not

applicable.
Observable Results:
1. Verify that the command returaszero filledidentify Controller Data Structure for the specifigthllocated Formatted: Numbered + Level: 1 + Numbering Style: 1, 2,
namespace. 3,€é + Start at: 1 + Alignment: Left + Aligned at: 0.25" +
Indent at: 0.5"

Case 8:CNS=11hldentify Allocated Namespace Data Structurdnvalid NSID (FYI, OF -FYI)

Test Procedure:

1. Perform an Identify Command to CNS=01h, then check the Identify Controller Data Structure OAGS-Bit{ Formatted: Numbered + Level: 1 + Numbering Style: 1, 2,

to determine if the product under test supports Namespace Management. If the product under test does 3, é + Start at: 1 + Alignment: Left + Aligned at: 0.25" +
support Namespace Management, this test is ndicaple. Indent at: 0.5"
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2. Configure the NVMe Host to issue an ldentify command specifying CNS ¢8hiand a value of Oh for the
Namespace Identifier in CDW1.NSID the controller in order to receive batle AllocatedNamespacéD
List.

3. Configure the NVMe Host to issuan Identify command specifying CNS valligh and a invalid
Namespace Identifier in CDW1.NSID, if availablethere is nanvalid NSID this test is not applicable.

Observable Results:
1. Verifythatthecommand o mpl et es wi th statws matodvali d Names

3, € + Start at: 1 + Alignment: Left + Aligned at: 0.25" +
Indent at: 0.5"

Formatted: Numbered + Level: 1 + Numbering Style: 1, 2, ‘

Case 9:CNS=12hNamespace Attached Controller List (FYIl, OFFYI)

Test Procedure:
1. Perform an Identify Command to CNS=01h, then check the Identify Controller Data Structure OAGS Bit% Formatted: Numbered + Level: 1 + Numbering Style: 1, 2, ‘

to determine if the product under test supports Namespace Management. If the product under test does 3, é + Start at: 1 + Alignment: Left + Aligned at: 0.25" +
support Namespace Management, this test is ndicaple. Indent at: 0.5
2. Configure the NVMe Host to issue an Identify command specifying CNS ¢8hiand a value of Oh for the
Namespace Identifier in CDW1.NSID the controller in order to receive babtle AllocatedNamespacéD
List.
3. Configure the NVMe Host to issuan Identify command specifying CNS vall#h and avalid valuefor
Namespace Identifier in CDW1.NSkéhd Controller ID in CDW10.CNTID

Observable Results:

1. Verify that the commandompletes with statusuccess and returns a list of controlentifier that are Formatted: Numbered + Level: 1 + Numbering Style: 1, 2,
attached to the namespace specified in the CDW1.NSID field 3,é + Start at: 1 + Alignment: Left + Aligned at: 0.25" +
Indent at: 0.5"

Case 10:CNS=13h Controller List (FYI, OF -FYI)

Test Procedure:
1. Perform an Identify Command to CNS=01h, then check the Identify Controller Data Structure OAGS Bit{ Formatted: Numbered + Level: 1 + Numbering Style: 1, 2,
to determine if the product under test supports Namespace Management. If the product under test doeg 3, é + Start at: 1 + Alignment: Left + Aligned at: 0.25" +
support Namespace Management, this test is ndicapfe. Indent at: 0.5
2. Configure the NVMe Host to issue an Identify command specifying CNS d&luand a valid valudor
Controller ID in CDW10.CNTID.

Observable Results:
1. Verify that the commandompletes with status success and returns a list of controller idesitifithe NVM
subsystem that may or may notdieached t@namespace.

Case 11.CNS=14h Primary Controller Data Structure (FYI, OF-FYI)

Test Procedure:

1. Perform an Identify Command to CNS=01h, then check the Identify Controller Data Structure OAGS Bit
to determine if the product under test suppwittualization Enhancement#f the product under test does
not suppordirtualization Enhancementthis €st is not applicable.

2. Configure the NVMe Host to issue an Identify command specifying CNS \dluend a valid value for
Controller ID in CDW10.CNTID.

3,€é + Start at: 1 + Alignment: Left + Aligned at: 0.25" +
Indent at: 0.5"

Formatted: Numbered + Level: 1 + Numbering Style: 1, 2, ‘

Observable Results:
1. Verify that the commandompletes with status success and rettir@e®rimary ©ntrollerCapabilities Strue-
ture

3, é + Start at: 1 + Alignment: Left + Aligned at: 0.25" +
Indent at: 0.5"

Formatted: Numbered + Level: 1 + Numbering Style: 1, 2, ‘

Case 12:CNS=15h SecondaryController List (FYI, OF-FYI)

Test Procedure:

UNHi IOL NVMe Testing Service 31 NVMe Conformance TeSuitev10v110
©2018 UNH IOL



University of New Hampshire InterOperability LaboratdridVMe Conformance Test Suite

to determine if the product under test supports Virtualization Enhancements. If the product under test dq 3, é + Start at: 1 + Alignment: Left + Aligned at: 0.25" +
not support Virtualization Enhancements, teisttis not applicable. Indent at: 0.5"

2. Configure the NVMe Host to issue an Identify command specifying CNS d&liend a valid value for
Controller ID in CDW10.CNTID.

1. Perform an Identify Command to CNS=01h, then check the Identify Controller Data Structure OAGS Bit% Formatted: Numbered + Level: 1 + Numbering Style: 1, 2, ‘

Observable Results:
1. Verify that the commandompletes with status success and returnSteandar Controller List for Con=
troller Identifiers greater than what was specified in the CDW10.CNHD. fi

Case 13identify to reserved CNS ValugM, OF-IP)

3, € + Start at: 1 + Alignment: Left + Aligned at: 0.25" +

Formatted: Numbered + Level: 1 + Numbering Style: 1, 2, ‘
Indent at: 0.5"

Test Procedure:
1. For each namespace in the NVM subsystem, configure the NVMe Host to issue an Identify command spec-

ifying a CNS of FFh.

Observable Results:

1. Verify that the command returns status o6lnvalid Field in Commanddé 02h.
Possible Problem ne.
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Test 1.2 Set/Get Features Commansl(M, OF-FY1)

Purpose: To verify that an NVMeControllercan properlyexecutea Get Featuresommand Also to verify that the
NVMe Controller properly sets feature values after the N\Hidsst issues a Set Featuoesnmand.

References:
[1] NVMe Specification 513, 521

Resource Requirements:
Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: November 28, 2017

Discussion:The Get Features command retrieves the attributes of ther&@adicated. The Get Features command
uses the PRP Entry 1, PRP Entry 2, and Command Dword 10 fields. All other command specific fields are reserved.

The Set Features command specifies the attributes of the Feature indibat&t Features commandsishe PRP
Entry 1, PRP Entry 2, Command Dword 10, Command Dword 11, Command Dword 12, Command Dword 13, Com-
mand Dword 14, and Command Dword 15 fiellls.other command specific fields are reserved.

The desired feature is specified in the Feature Ideni¥ID) field of CDW10. Valid Feature Identifiers are described
in Table1Fable2 andTable2Fable3.

Table 121 Feature Identifiers

00h N/A Reserved
01h Mandatory Arbitration
02h Mandatory Power Management
03h Optional LBA Range Type
04h Mandatory Temperature Threshold
05h Mandatory Error Recovery
06h Optional Volatile Write Cache
07h Mandatory Number of Queues
08h Mandatory Interrupt Coalescing
09h Mandatory Interrupt Vector Configuration
0Ah Mandatory Write Atomicity Normal
0Bh Mandatory Asynchronous Event Configuration
0Ch Optional Autonomous Power State Transition
0Dh Optional Host Memory Buffer
OEh Optional Timestamp
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1224142 Op- . .
P 121113 Keep Alive Timer - [ Formatted: Left, No bullets or numbering

[ Formatted:  No bullets or numbering

132443421111 | 2234341821112 +21116.2.1.1.1.3 Host Con-
10h ptional troller Thermal Management

132444721114 | 2214141821115 42111921116 Non-Opera-
11h ptional tional Power State Config.

121.11.1422.1.1.1.9 Reserved

12hi 77h N/A

. N/A Refer toNamespace-Management-
78hi 7Fh NVMe-MI Specification
80hi BFh N/A Command Set Specific (Reserved)
COhi FFh N/A Vendor Specific

Table 237 NVM Command Set Specific Feature Identifiers

80h Optional Software Progress Marker
81h Optional Host Identifier
82h Optional Reservation Notification Mask
83h Optional ReservatiorPersistence

84hi BFh N/A Reservd

A completion queue entry is posted to the Admin Completion Queue when the controller has completed returning any
attributes associated with the Feature. Depending on the Feature Identifier, Dword 0 of the completion queue entry
may contain feature information

Test Setup:SeeAppendix A

Case 1:SEL = 000b(M, OF-FYI) « [Formatted: Indent: Hanging: 0.69"

Test Procedure:
1. For each of the features described @ble 1Fable2 andTable2Fable3, perform the following
a. Configure the NVMe Host tessue a Get Features commavith SEL field set to 000imdicating
the specified FID value in CDW10 the controller
b. Configure the NVMe Host to issue a Set Features command indicating the specified FID value in
CDW10 setting valid values for each featufeany feature is indicated as not changeable by the
controller, testing that FID is not appllcable If all FIDs are |nd|cated as not chanqeable the test is

not aggllcab «©

c. Conflgure the NVMe Host tossue a second Get Features commamd SEL fleld set to OOOb
indicating the specified FID value in CDW1d®the controller

Observable Results:

1. Verify that after the completion of each command, the controller posts a completion queue entry to the Admin
Completion Queue indicating the status for the command.

2. Verify that thecontrollerreturns the Feature Information for each Ri®specified in of the NVMe Specifi-
cationfor each Get Features command issued by the NVMe Host

3. Verify that the Feature Information returnedliie second Get Features commamatches the valueghich
weresetby the NVMe Hosusing the Set Features coiama if that feature is changeable

4. Verify that all received responses have all Reserved fields set to 0.
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Case 2:SEL = 001b(M, OF-FYI)

Test Procedure:

1. Check the Bit 4 of the ONCS field to determine of the DUT supports setting the Save field in a Set Features
command to a nerero value and the Select field of the Get Features command tezenaovalue. If Bit 4
is set to O this test is not applicable.

4.2. Configure the NVMe Host to issue a Set Features command indicating the specified FID value in CDW10
setting valid values for each feature. If any feature is indicated as not changeable by the controller, testing
that FID is not applicable. If all FIDs&indicated as not changeable the test is not applicable.

2.3. For each of the features described @ble1Fable2 andTable2Fable3, perform thdollowing:

a. Configure the NVMe Host to issue a Get Features commathdSEL field set to 000imdicating
the specified FID value in CDW10 to the controller.

b. Configure the NVMe Host to issue a Get Featwasmandwith SEL field set to 001imdicating
the specified FID value in CDW10 to the controller.

c. Configure the NVMe Host to issue a Set Features command indicating the specified FID value in
CDW10changing the featurealues for the feature to the coriteo, if that feature is changeable.

d. Configure the NVMe Host to issue a Get Features commathdSEL field set to 000ndicating
the specified FID value in CDW10 to the controller.

eke. Configure the NVMe Host to issue a Get Features comméthdSEL field set to 001indicating

the specified FID value in CDW10 to the controller

Observable Results:

1. Verify that after the completion of each command, the controller posts a completion queue entry to the Admin
Completion Queue indicating the status for the command.

2. Verify that the controller returnthe Feature Information for each FID as specified in section 5.12 of the
NVMe Specification for each Get Features command issued by the NVMe Host.

3. Verify that features values returned in Step b and d have changed.

4. Verify that feature values returned tes c and e have not changed.

5. Verify that all received responses have all Reserved fields set to 0.

Case 3:SEL = 010b (M, OF-FY1)

Test Procedure:

1. Check the Bit 4 of the ONCS field to determine of the DUT supports setting the Save field iFeatBets
command to a nerero value and the Select field of the Get Features command tezanaovalue. If Bit 4
is set to O this test is not applicable.

1.2. Configure the NVMe Host to issue a Set Features command indicating the specified FID value in CDW10
setting valid values for each feature. If any feature is indicated as not changeable by the controller, testing
that FID is not applicable. If all FIDs are indicated as not changeable the test is not applicable.

2.3. For each of the features described @ble 1Fable2 and Table2Fable3, performensure that the Feature is
supported asaveable by the DUT. If the DUT does not support any features as saveable, this Test Case is
not applicablelf the DUT does support certain featuregeasaveable, perform the following:

a. Configure the NVMe Host to issue a Get Features commathdSEL setto 000bindicating the
specified FID value in CDW10 to the controller.

b. Configure the NVMe Host to issue a Set Features comméhdhe SV bit set to indicating the
specified FID value in CDW10 settinthangedvalues for the feature to the contro)léor all
changeable values.

c. Configure the NVMe Host to issue a second Get Features conwigm8EL=010hindicating the
specified FID value in CDW10 to the controller.

d. Perform a Controller reset.
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e. Configure the NVMe Host to issue a second Get Features cahwidnSEL=010hindicating the
specified FID value in CDW10 to the controller.

Observable Results:

1. Verify that after the completion of each command, the controller posts a completion queue entry to the Admin
Completion Queue indicating the status for¢benmand.

2. Verify that the controller returns the Feature Information for each FID as specified in section 5.12 of the
NVMe Specification for each Get Features command issued by the NVMe Host.

3. Verify that the Feature Information returned in the second Gattifess command matches the values which
were set by the NVMe Host using the Set Features comraaddyere saved across the reset event.

4. Verify that all received responses have all Reserved fields set to 0.

Case 4:SEL = 011b (M, OF-FYI)

Test Procedure:

1. Check the Bit 4 of the ONCS field to determine of the DUT supports setting the Save field in a Set Features
command to a nemero value and th8elect field of the Get Features command to azswo value. If Bit 4
is set to O this test is not applicable.

1.2. Configure the NVMe Host to issue a Set Features command indicating the specified FID value in CDW10
setting valid values for each feature. lfydeature is indicated as not changeable by the controller, testing
that FID is not applicable. If all FIDs are indicated as not changeable the test is not applicable.

2.3. For each of the features described @ble1Fable2 andTable2Fable3, perform the following

a. Configure the NVMe Host to issue a Get Features comm#h®SEL=011hndicating the specified
FID value in CDW10 to the controlleRecord the value of Dword 0 bits 0, 1, and 2 returned in the
Completion Entry.
b. Perform a Set Feature command with the SV field set to 1 for the specified FID.
c. Perform a Get Feature command with the SEL field set to 000b, with NSID set to 1.
d.
<X

Perform a GeFeature command with the SEL field set to 000b, with NSID set to 0.
e. Perform a valid Get Feature command with SEL set to 000b, followed by a valid Set Feature com-
mand with a new value for the specified FID.

Observable Results:

1. Verify that after the completion of each command, the controller posts a completion queue entry to the Admin
Completion Queue indicating theasts for the command.

2. Verify thatin step b, if bit 0 of Bvord 0 of the completion entris set to Othe controller returnswalid Field
in Command. If bit 0 obf Dword 0 of the completion entiig set to 1, verify that the command completes
successfully.

3. Verify that in step c, if bit 1 ofbword 0 of the completion entrig set to 0the DUT returns Invalid
Namespacdf bit 1 of Dword 0 of the completion entig set to 1the command completes sassfully

4. Verify that in step d, if bit 1 oDword 0 of the completion entrig set to 0, the command completes suc-
cesfully. If bit 1 ofDword 0 of the completion entig set to 1, the DUT returns Invalid Namespace

5. Verify that in step e, if bit 2 dbword 0 of the completion entrig set to 0, the controller returns Feature not
Changeable for the Set Features command. If bit 2nafr® 0 of the completion entiig set to 1, the com-
mand completes successfully.

Case 5:SEL = Reserved ValugM, OF-FYI)

Test Procedure:
1. Perform an Identify Command to CNS=01h, then check the Identify Controller Data StrublG® Bit4
to determine if the product under test supptivesSave field If the product under test does not supploet
Save field this test is not apjglable.
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1.2. For each of the features described @ble 1Table2 and Table 2Fable3, performa Get Features command
with the SEL field set to 111b.

ObservableResults:
1. Verify that after the completion of each command, the controdkeirns Error Status 02h, Invalid Field in
command.

Case 6:SEL =011b Attempt to Change value indicated adNot Changeable(FYI, OF-FYI)

Test Procedure:

1. Configure the NVMe Host tassue a Get Featueommand to the NVMe Controlldor each supported
Feature IDwith SELL set to 011b to determine which features are changd@blsord 0 bit 2 of the com-
pletion entry of the Get Feat ur eeaischangeaden!fiDwords0 s e t to 616, then the Feat
bit 2 of the completion entry of the Get Features command is cleared t
changeable

2. For each Feature indicated as Not Changeable, issue a Set Feature Céonthahteaturefferinga value
identical tothe current value.

Observable Results:
1. Verify that after the completion of each command, the controllerresutnge t us of e i t h e+ fi{ Formatted: Numbered + Level: 1 + Numbering Style: 1, 2,

not Changeabl eo. 3,é + Start at: 1 + Alignment: Left + Aligned at: 0.25" +
1 - Indent at: 0.5"
[ Formatted: Normal, No bullets or numbering J

Possible ProblemsNone.

UNHi IOL NVMe Testing Service 37 NVMe Conformance TeSuitev10v110
©2018 UNH IOL



University of New Hampshire InterOperability LaboratdridVVMe Conformance Test Suite

Test 1.3i Get Log Page CommandM, OF)

Purpose: To verify that an NVMeControllercan properlyexecutea Get Log Pageommand.

References:
[1] NVMe Specification 5.14

Resource Requirements:
Tools capable of monitoring and decoding traffic on the NVMe interface

Last Modification: February-5-2048ovember 20, 2018

Discussion:The Get Log Page command returns a data buffer that contains the log page requested. The Get Log Page
command uses the PRP Entry 1, PRP Entry 2, and Command Dword 10 fields. All other comreifindisioks are
reserved.

The desired log page is specified in the Log Page Identifier (LID) field of CDW10. Valid Log Identifiers are
described imTable3Table4 andTable4Tables.

Table 347 Log Page Identifiers

00h N/A Reserved

01lh Mandatory | Error Information

02h Mandatory | SMART / Health Information

03h Mandatory | Firmware Slot Information

04h Optional Changed Namespace List

05h Optional Command Effects Log

06h Optional Device Self Test

07h Optional Telemetry Hostnitiated

08h Optional TelemetryController Initiated
0%hi 6Fh N/A Reserved

70h Discovery
71h7Fh Reserved for NVMe over Fabric
80hi BFh N/A 1/0 Command Set Specific
COhi FFh N/A Vendor Specific

Table 457 NVM Command Set Specific Log Pagddentifiers

80h Optional Reservation Notification
81h Optional Sanitize Status
82hi BFh N/A Reserved

A completion queue entry is posted to the Admin Completion Queue when the log has been postetiieotie
buffer indicated in PRP Entry 1.

Test Setup:SeeAppendix A

UNHi IOL NVMe Testing Service 38 NVMe Conformance TeSuitev10v110
©2018 UNH IOL



University of New Hampshire InterOperability LaboratdridVVMe Conformance Test Suite

Case 1:Supported LIDs (M, OF)

Test Procedure:
1. Configure the NVMe Host to issue a Get Log Page command specifying eachMdritiatory Log Page
Identifiers described iffable 4 and 5 abovéy the NVMeController.

Observable Results:
L. Verify that a completion queue entry is posted to the Admin Coiopl€ueue when the log has been posted
to the memory buffer indicated in PRP Entry 1.
2. In each case verify that the information returned in the Log Page information is formatted according to the
respective descriptions ftine log pages section5.14 of the NVMe Specification.
3. Verify that all received responses have all Reserved fields set to 0.

Case 2:Unsupported Vendor SpecificLIDs (M, OF)

Test Procedure:
1. Configure the NVMe Host to issue a Get Log Page command specifying a vendor specific log identifiers not
supported by the NVMe Controllgf.the DUT supports all Vendor Specific LIDs, then this test is not appli-
cable

Observable Results:
L. Verify thateach command completes witherror codeof Invalid Log Page 09h
2. Verify that all received responses have all Reserved fields set to 0.

Case 3:Reserved LIDs(M, OF-F¥)

Test Procedure:
1. Configure the NVMe Host to issue a Get Log Page command specifying log identifiers of 0@#Gad

Observable Results:
1. Verify that each command completes withearor codeof Invalid Log Page 09h
2. Verify that all received responses have all Reskfiedds set to 0.

Case 4:NUMD/MDTS Conflict (M, OF-F¥)

Test Procedure:

1. Check the MDTS value reported by the DUT in the Identify Controller Data Structure. If MDTS is set to O
(i.e. unlimited) then this test is not applicable.

2. Check the NVME Specification version supportedyT usingthe value reported in the Identify Controller
Data Structure VER field (83:80lf the DUT supports v1.2.1 or higher go to sBp If the DUT supports
v1.2a or lower (or VER is set to 0, go tefsB4).

3. SettheNUMDU and NUMDLvaluesto begreatethan theMDTS valueprovided by the DUT in the Identify
Controller Data StructureConfigure the NVMe Host to issueGet Log Page command specifying each of
the Mandatory Log Page l|dentifieeeseribedin—Figure—#7—and—81h i Error Information, 02hi
SMAR/Health Information, 03k Firmware Slot Information

4. Set theNUMD valuesto be greater than the MDTS value provided by the DUT in the Identify Controller
Data Structure. Configure the NVMe Host to issue a Get Log Page command specifying each of the Manda-
tory Log Page Identifiers described in Figure 77 andfAdDTS is set to0 (i.e. unlimited) then this test is
not applicable.

Observable Results:
l. Verify that N\VMe Controller et ur ns fl nval i d Idhrespbnde tathe reCetvedBathayy Er r or o
Page command.
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Case 5:Get Error Information after Error  (FYI, OF-FYI)

TestProcedure:

1. Configure the NVMe Host to issue a Get Log Page condnahID 01h, Error Information, and record the
number of Error log entries.

2. Configure the NVMe Host to issue an Identify Command with a Reserved CNS value.

3. Check that the M bit is set ite Status Field of the completion queue entry associated with the Identify
CommandIf the M bit is not set to 1, this test is not applicable.

4. Configure the NVMe Host to issue a Get Log Page command to LID 01h, Error Infornaattbrecord the
number ofError log entries.

5. Configure the NVMe Host to issue an Identify Command with a Reserved CNS value.

6. Check that the M bit is set in the Status Field of the completion queue entry associated with the Identify
CommandIf the M bit is not set to 1, this teist not applicable.

7. Configure the NVMe Host to issue a Get Log Page command to LID 01h, Error Infornaatibrecord the
number of Error log entries.

Observable Results:
L. Ifthe M bit is set, erify that NVMe Controller reportednerror condition in th&rror Information logand
the number of Error Log Entries is incremented by one or more. The reported error condition may or may
not be directly related to the Identify Command with Reserved CNS value.

Case 6:SMART Temperature Threshold (M, OF-FYI)

TestProcedure:
1. Configure the NVMe Host to issue a Set Feature command to set the Critical Temperature Threshold below
the current temperature of the DUT.
2. Configure the NVMe Host to issue a Get Log Page command to LID 02h, SMART/Health Information (02h).

Observable Results:
1. Verify that NVMe Controller reported the Critcal Temperature warning in the SMART/Health Information
Log.

Case 7:Data Units Read(M, OF-FYI)
Test Procedure:

and+record-the-Bata-Units-Read-value.

2. Configure the NVMe Host to issud@entify Namespace Data Structure Command QDSand record the
value for LBA Data Size (LBADS) for LBA Format O

3. Configure the NVMe Host to issue a Get LBage command to LID 02h, SMART/Health Information (02h).
and record the Data Units Read value.

2:4. Perform1000NVMe READ command 0532LBADS bytes

3.5. Configure the NVMe Host to issue a Get Log Page command to LID 02h, SMART/Health Information (02h).
and ecod the Data Units Read value, which is expected to increasBApS/5121. (i.e. if LBADS is 512,
then the Data Units Read value should increase by 1).

4.6. Perform1000NVMe Compare command &f:2LBADS bytes

7. __Configure the NVMe Host to issue a Get LBage command to LID 02h, SMART/Health Information (02h).
and record the Data Units Read valwhich is expected to increase b§ADS/512. (i.e. if LBADS is 512,
then the Data Units Read value should increase bg.1).

8. Perform1000NVMe READ command oPx LBADS bytes

9. Configure the NVMe Host to issue a Get Log Page command to LID 02h, SMART/Health Information (02h).
and ecord the Data Units Read value, which is expected to increase by LBADS/512. (i.e. if LBADS is 512,
then the Data Units Read value shibuicrease by 2).

10. Perform1000NVMe Compare command @k LBADS bytes

UNHi IOL NVMe Testing Service 40 NVMe Conformance TeSuitev10v110
©2018 UNH IOL



University of New Hampshire InterOperability LaboratdridVVMe Conformance Test Suite

11. Configure the NVMe Host to issue a Get Log Page command to LID 02h, SMART/Health Information (02h).
and record the Data Units Read valwéich is expected to increase by LBADS/5@2. if LBADS is 512,
then the Data Units Read value should increase by 2).

12. Perform1000NVMe READ command ofix LBADS bytes

13. Configure the NVMe Host to issue a Get Log Page command to LID 02h, SMART/Health Information (02h).
and ecord the Data Units Rd value, which is expected to increase by LBADS/512. (i.e. if LBADS is 512,
then the Data Units Read value should increase by 4).

14. Perform1000NVMe Compare command d LBADS bytes

15. Configure the NVMe Host to issue a Get Log Page command tO2DSMART/Health Information (02h).
and record the Data Units Read valwhich is expected to increase by LBADS/512. (i.e. if LBADS is 512,
then the Data Units Read value should increase by 4). .

5 “ [ Formatted: Normal, No bullets or numbering

Observable Results:
L. Verify that NVMe Controller repoed theData Units Read value that increassdl4x (LBADS/512) 2-in
accord with the NVMe READ and Compare commands that were performed.

Case 8:Data Units Written (M, OF-FYI)

Test Procedure:

1. Configure the NVMe Host to issuddentify Namespace Dattructure Command CNS=00 and record the
value for LBA Data Size (LBADS) for LBA Format 0

4.2. Configure the NVMe Host to issue a Get Log Page command to LID 02h, SMART/Health Information (02h).
and record the Data Units Written value.

2.3. Perform20606-1000NVMe Write command of LBADS bytes512bytes

4. Configure the NVMe Host to issue a Get Log Page command to LID 02h, SMART/Health Information (02h).
and record the Data Units Written valwehich is expected to increasgby LBADS/512. (i.e. if LBADS is

512 then the Data Unité/ritten value should increase Ky, [Formaned: Font color: Auto

5. Perform1000NVMe Write commandof 2x LBADS bytes.

6. Configure the NVMe Host to issue a Get Log Page command to LID 02h, SMART/Health Information (02h).
and record the Data Units Writtealue which is expected to increalse 2x LBADS/512. (i.e. if LBADS is
512, then the Data UniW/ritten value should increase 2.

7. Perform1000NVMe Write command ofix LBADS bytes.

8. Configure the NVMe Host to issue a Get Log Page command to LID 02&R$/Health Information (02h).
and record the Data Units Written valurehich is expected to increalsg 4x LBADS/512. (i.e. if LBADS is
512, then the Data Unit&ritten value should increase 1.

S [Formatted: Font color: Auto

[ Formatted: Indent: Left: 0.5", No bullets or numbering

Observable Results:
1. Verify that NVMe Controller reported the Data Unitéritten value that increaseuly 2-7x (LBADS/512)in
accord with the NVMe Write Commaadhat were performe . ; m-
AR e s e D e e [ e

Case 9:Power Cycle Count(IP)

Test Procedure:
1. Configure the NVMe Host to issue a Get Log Page command to LID 02h, SMART/Health Information (02h)
and record the Power €lgs value.
2. Power Cycle the DUT.
3. Configure the NVMe Host to issue a Get Log Page command to LID 02h, SMART/Health Information (02h)
and record the Power Cyclealue.
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Observable Results:
1. Verify that NVMe Controller reported the Power Cycles value, and that the value incremented properly after
performed a power cycle.

Case 10:NUMD Greater than Log PageConflict (FYI)

Test Procedure:

1. Check the NVME Specification version supportedyT usingthe value reported in the Identify Controller
Data Structure VER field (83:80)f the DUT supports v1.2.1 or higher go to step 2. If the DUT supports
v1.2a or lower (or VER is set to 0, go tops®).

2. Setthe NUMDU and NUMDL values to lgeeatetthan theLog Page Size required feach of the Mandatory
Log Page Identifiers described in Figure 77 and 78.

3. Set the NUMD values to be greater than lthg Page Size required feach of the Mandatorydg Page
Identifiers described in Figure 77 and 78.

Observable Results:
L. Verify that NVMe Controller sends the requested Log Page, and that the size of the Log Page is defined by
NUMD or NUMDU/NUMDL. Verify that valid data exists only between bytes théoLog Page Sizé/erify
that bytes beyond MDTS up to NUM& NUMDU/NUMDL are filled with undefined data.

Case 11:Telemetry Host Initiated Valid Offset Create=1(FYI)

Test Procedure:

1. Check the Bit3 of the LPA field Identify Controller Data Structure® determine of the DUT supporig-
lemetry Hostlnitiated and Telemetry Controllidnitiated log pagedf Bit 3 is set to O this test is not appli-
cable.

2. Configure the NVMe Host to issue a Get Log Page command sperifglemetry Hostnitiated Log Page
to the NVMe Controllewith a Log Page Offset Lower valtieat is a multiple of 512 bytes, and the Create
Telemetry Hostnitiated Data bit is set to 1.

Observable Results:

L. Verify that NVMe Controller sends the reqtedsLog Pagéollowing the Telemetry Hodhitiated Log Page

Formatted:

Font color: Auto

Formatted:

Font color: Auto

defined,

formatincluding theTelemetry Hostnitiated Data Block 1. Note that the Data Block 1 contargsvendor [
2—Verify that the Telemetry Hodhitiated Data Area 1 Last Blodield matches the value of the last block-of [

Formatted:

Font color: Black

L

Telemetry Hostnitiated Data Area 1. If the Telemetry Hdsitiated Data Area 1 does not contain data, then | Formatted:

Numbered + Level: 1 + Numbering Style: 1, 2,

the Telemetry Hosinitiated Data Area 1 Last Block field shall be cleared to @lefinedin-Figure-101-of 3,é + Start at: 1+ Alignment: Left + Aligned at: 0.25" +

Indent at: 0.5"

the NVMe specification

2. Verify that the Telemetry Hodhitiated Data Are& Last Block field matches the value of the last block of
Telemetry Hostnitiated Data Are. If the Telemetry Hosltnitiated Data Are@ does not contain data, then
the Telemetry Hosltnitiated Data Are& Last Block field shall be cleared to Oh.

3. Verify that the Telemetry Hodhitiated Data Are& Last Block fieldis greater than or equal to thelemetry
HostInitiated Data Ared Last Block field

4. Verify that theTelemetry Hosltnitiated Data Ared& Last Block field matches the value of the last block of
Telemetry Hostnitiated Data Are&. If the Telemetry Hosltnitiated Data Are&® does not contain data, then
the Telemetry Hosnitiated Data Are& Last Block field shall be cleared to Oh.

5. Verify that the Telemetry Hodhitiated Data Ared Last Block fieldis greater than or equal to thelemetry
HostInitiated Data Are& Last Block field

6. If present, verify thattteIEEE OUI Identifier field isa valid IEEE/RAC assigned identifier that is registered
at http://standards.ieee.org/develop/regauth/oui/public.html.
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Case 12:Telemetry Host Initiated Valid Offset Create=0(FY|)

Test Proedure:

1. Check the Bit3 of the LPA field Identify Controller Data Structur® determine of the DUT supporfg-
lemetry Hostlnitiated and Telemetry Controllidnitiated log pagedf Bit 3 is set to O this test is not appli-
cable.

2. Configure the NVMe Hosttissue a Get Log Page command specifyfielgmetry Hostnitiated Log Page
to the NVMe Controllewith a Log Page Offset Lower value that is a multiple of 512 bytes, and the Create
Telemetry Hostnitiated Data bit is set to 1.

3. Configure the NVMe Host to issue a Get Log Page command specifglametry Hostnitiated Log Page
to the NVMe Controllewith a Log Page Offset Lower value that is a multiple of 512 bytes, and the Create
Telemetry Hostnitiated Data bit is set to 0.

4. Configure the NVMe Host to issue a Get Log Page command specifglametry Hostnitiated Log Page
to the NVMe Controllewith a Log Page Offset Lower value that is a multiple of 512 bytes, and the Create
Telemetry Hostnitiated Data bit is set to 1.

Observable Results:
1. Verify thatin steps 2, 3, and 4 tidvMe Controller sends the requested Log Page following the Telemetry
HostInitiated Log Page format defined in Figure 101 of the NVMe specification.
2. Verify thatthe Log Page delivered by th&/Me Controllerin Step 3 was not updated from the Log Page
delivered by the Controller in Step 2.

Case 13:Telemetry Host Initiated Invalid Offset (FYI)

Test Procedure:

1. Check the Bit3 of the LPA field Identify Controller Data Structure determine of the DUT supporfe-
lemetry Hostlnitiated and Telemetry Controllidnitiated log pagesf Bit 3 is set to O this test is not appli-
cable.

2. Configure the NVMe Host to issue a Get Log Page command specifglametry Hostinitiated Log Page
to the NVMe Controllewith a Log Page Offset Lower value that is not a multiple of 512 bytes

Observable Results:
1. Verify that NVMe Controller responds to the Get Log Page command with an error of Invalid Field in Com-
mand.

Case 14:Telemetry Controller Initiated Valid Offset (FYI)

Test Procedure:

1. Check the Bit3 of the LPA field Identify Controller Data Structure determine of the DUT supporf®-
lemetry Hostlnitiated and Telemetry Controllidnitiated log pagedf Bit 3 is set to O this test is not appli-
cable.

2. Configure the NVMe Host to issue a Get Log Page command specifglametry Controlletnitiated Log
Pageto the NVMe Controllewith a Log Page Offset Lower value that is a multiple of 512 bytes.

Observable Results:
1. Verify that NVMe Controller sends threquested Log Page following the Telemé@gntrollerInitiated Log
Page format defined in Figure 206f the NVMe specification.

Case 15:Telemetry Controller Initiated Invalid Offset (FYI)

Test Procedure:
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Check the Bit3 of the LPA field Identify Controller Data Structur® determine of the DUT supporig-
lemetry Hostlnitiated and Telemetry Controllidnitiated log pagedf Bit 3 is set to O this test is not appli-
cable.

Configure the NVMe Host to issue a Get Log Page command specifglemetry Controlletnitiated Log
Pageto the NVMe Controllewith a Log Page Offset Lower value that is not a multiple of 512 bytes

Observable Results:

L.

Verify that NVMe Controller responds to the Get Log Page command with an error of InvalidhFad-
mand.

Case 16:Telemetry Host Initiated Valid 0 Offset Create=1(FYI)

Test Procedure:

1. Check the Bit3 of the LPA field Identify Controller Data Structur® determine of the DUT suppoife-« Formatted: Numbered + Level: 1 + Numbering Style: 1, 2,
lemetry Hostlnitiated and Telemetry Controlldnitiated log pagedf Bit 3 is set to 0 this test is not appli- 3, é + Start at: 1 + Alignment: Left + Aligned at: 0.25" +
cable. Indent at: 0.5"

2. Configure the NVMe Host to issue a Get Log Page command specifglametry Hosinitiated Log Page
to the NVMe Controllewith a Log Page Offset of 0, and the Create Telemetry-hidsited Data bit is set
tol.

Observable Results:
L. Verify that NVMe Cantroller sends the requested Log Pasi@g the correct formatting of the first 512 bytes {Formaned: Font color: Auto

Case 17:Data Units Written Does not Increment(FYI, OF-FYI)

of the Telemetry Hostnitiated Log Page includinthe reserved bytes BN

Formatted: Numbered + Level: 1 + Numbering Style: 1, 2,
3, é + Start at: 1 + Alignment: Left + Aligned at: 0.25" +
Indent at: 0.5"

Test Procedure: {Formatted: Font color: Auto

1. Configure the NVMe Host to issuddentify Namespace Data Structure Command CNS=00 and record the
value for LBA Data Size (LBADS) for LBA Format 0

2. Configure the NVMe Host to issueldentify Controller Data Structure Command CNS=01 and record the
value forONCS Bit 1 If ONCS Bit1 is set to 0, then the DUT does moipport the Write Uncorrectable
Commandand this test is not applicable. If ONCS Bit 1 is set 1, then proceed to thetegx

3. Configure the NVMe Host to issue a Get Log Page command to LID 02h, SMART/Health Information (02h).
and record the Data Units Written value.

4. Perform 1000 NVMe WritéJncorre¢ablecommands of LBADS bytes..

5. Configure the NVMe Host to issue a Getg Page command to LID 02h, SMART/Health Information (02h).
and record the Data Units Written value, which is expeitide unchanged

6. Perform 1000 NVM@éNrite Uncorrectable&eommands of 2x LBADS bytes..

7. Configure the NVMe Host to issue a Get Log Pagernamd to LID 02h, SMART/Health Information (02h).
and record the Data Units Written value, which is expected to increase by 2x LBADS/512. (i.e. if LBADS is
512, then the Data Units Written vaJwehich is expectetb be unchanged

8. Perform 1000 NVM@aNrite Uncorrectableeommand of 4x LBADS bytes..

9.

Observable Results:

1. Verify that NVMe Controller reported the Data Units Written value thetnotjncreasewhen theWrite«.

and record the Data Units Written value, which is expected to increase by 4x LBADS/512. (i.e. if LBADS i{ 3, é + Start at: 1 + Alignment: Left + Aligned at: 0.25" +
Indent at: 0.5"

Configure the NVMe Host to issue a Get Log Page command to LID 02h, SMART/Health Informatiom (OZh)‘ Formatted: Numbered + Level: 1 + Numbering Style: 1, 2,

512,then the Data Units Written valughich is expectetb be unchanged

Formatted: Font color: Auto

PossibleProblems: None.

Uncorrectable commasdvere performed.

(
[ Formatted: Font color: Auto
(

Formatted: Font color: Auto

Formatted: Numbered + Level: 1 + Numbering Style: 1, 2,
3,é + Start at: 1 + Alignment: Left + Aligned at: 0.25" +
Indent at: 0.5"

[ Formatted: Font color: Auto
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Test 1.41 Create/Delete IO Submission and Completion Queu€ommands(M)

Purpose: To verify thatanNVMe Controllercan properly create and delet® Bubmissionand Completion
Queues

References:
[1] NVMe Specification 5.3, 5.4, 5.5, 5.6

Resource Requirements:
Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: August 29, 2017

Discussion:The Create I1/0O Completion Queue command is used to create I/O Completion @héedise Delete

1/0 Completion Queue command is used to delete /0 Submission Quéwesise, he Create I/O Submission
Queue command is used to create I/O Submission Quénikesthe Delete I/O Submission Queue command is used
to delete I/O SubmissioQueuesHost ®ftware shall ensure that any associated 1/0 Submission Queue is deleted
prior to deleting a Completion Queue.

The Create 1/0 Submission Queaed Create I/O Completion Quecemmang use the PRP Entry 1, Command
Dword 10, and Command Dwottl fields. The Delete 1/0O Submission Queue and Delete /0O Completion Queue
commands use the Command Dword AlDother command specific fields are reserved.

A completion queue entry is posted to the Admin Completion Queue when the specified quewn ltasdbed or
deleted.

Test Setup:See Appendix A

Case 1:Basic Operation(M)

Test Procedure:

1. Configurethe NVMe Host to issue a Create /0 Completion Queue comioetheé controller

2. Configurethe NVMe Host to issue a Create 1/0O Submission Queue comimdhe controller

3. Configurethe NVMe Host to issue 10 Readmmands assigned to the queues creatempskand?2 to the
controller

4. Configurethe NVMe Host to issue a Delete I/O Submission Queue command specifying the Submission
Queue D of the queue created in st2po the contoller.

5. Configurethe NVMe Host to issue a Delete /0O Completion Queue command specifying the Completion
Queue ID of the queue created in stdp the controller

Observable Results:
1. Verify that after the completion of each commathe controller posts a completion queue entry to the ap-
propriate Completion Queue indicating the status for the command.
2. Verify that the queues are properly created and delstedading the completion queue entries posted for
each command issued by the NVMe Hg@idt statuses should be Success)
3. Verify that all received responses have all Reserved fields set to 0.

Case 2:Create /O Completion Queue withQID=0h, exceeds Number of Qeues reported, Identifier Already
in Use (M)

Test Procedure:
1. Configure the NVMe Host to ise a Get Features command for the Feature Identifier 07h, Number of
Queues, record the value reported.
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2. Configure the NVMe Host to issue a Create I/O Completineu@ command to the controller, with QID=0h.

3. Configure the NVMe Host to issue a Create I/O Completion Queue command to the controller with
QID=greater than the value reported in the Number of Queues field in the Get Feature response. If the DUT
supportstie maximum possible number of Queues than this test case is not applicable.

4. Configure the NVMe Host to issue 2 Create 1/0 Completion Queue commands with identical QID. The first
command is expected to complete successfully, the second is expectednt@metaror of Invalid Queue
Identifier.

Observable Results:
1. Verify that after the completion of each command, the controller returns an error of Invalid Queue Identifier

Case 3:Delete /0 Completion Queue beforedeleting Corresponding SubmissionQueue(M)

Test Procedure:

1. Configure the NVMe Host to issue a Create /O Completion Queue command to the controller.

2. Configure the NVMe Host to issue a Create 1/0 Submission Queue command to the controller.

3. Configure the NVMe Host to issue 10 Read commands assigrtied tjueues created in stédpand?2 to the
controller.

4. Configure the NVMe Host to issue a Delete I/O Completion Queue command specifying the Completion
Queue ID of the queue created in stdp the controller.

5. Configure the NVMe Host to issue a Delete I/O Submission Queue command specifying the Submission
Queue ID of the queue created in stdp the controller.

6. Configure the NVMe Host to issue a Delet® ICompletion Queue command specifying the Completion
Queue ID of the queue created in stdp the controller.

Observable Results:
1. Verify thatthe Delete I/O Completion Queue command in step 4, cabsemntrolletto returns a error of
Invalid QueueDeletion.

Case 4:Create /O Completion Queue with Invalid Queue Siz¢M)

Test Procedure:
1. Configure the NVMe Host to read the Capabilities Register CAP.MQES field to obtain the Maximum Queue
Size supported by the DUT. Record the value.
2. Configure the NVMe Host to issue a Create I/O Completion Queue command to the controller with a QSIZE
of Oh.
3. Configure the NVMe Host to issue a Create I/0O Completion Queue command to the controller with a QSIZE
of greater than the Queue size (MQES) suigobby the DUT.

Observable Results:
1. Verify that in each case the Create I/O Completion Queue, caused the controller to returns an error of Invalid
Queue Size.

Case 5:Create I/O Submission Queue with Invalid Queue SizéM)

Test Procedure:

1. Configure the NVMe Host to read the Capabilities Register CAP.MQES field to obtain the Maximum Queue
Size supported by the DUT. Record the value.

2. Configure the NVMe Host to issue a Create I1/O Completion Queue command to the controller.

3. Configure the NVMeHost to issue a Create /O Submission Queue command to the controller with a QSIZE
of Oh.

4. Configure the NVMe Host to issue a Create /0O Submission Queue command to the controller with a QSIZE
of greater than the Queue size (MQES) supported by the DUT.
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Observable Results:
1. Verify that in each case the Create 1/O Submission Queue, caused the controller to returns an error of Invalid
Queue Size.

Case 6:Create /O Submission Queue Physically Contiguou@V)

Test Procedure:
1. Configure the NVMe Host to read the Capities Register CAP.CQR field. If CAP.CQR is set to zero, this
test case is not applicable. If CAP.CQR is set to 1, proceed to the next step.
2. Configure the NVMe Host to issue a Create /O Completion Queue command to the controller.
3. Configure the NVMe Hodio issue a Create I/O Submission Queue command to the conwvithiehe PC
bit setto 0

Observable Results:
1. Verify that thetransmittedCreate 1/0 Submission Queue, caused the controller to returns an error of Invalid
Field in Command (Seeigure 56 in NVMe Specification)

Case 7:Create /O Submission Queue Invalid CQID(M)

Test Procedure:
1. Configure the NVMe Host to issue a Create /O Completion Queue command to the controller.
2. Configure the NVMe Host to issue a Create I/O Submission Queue cahtatdne controller with the CQID
set to Oh.
3. Configure the NVMe Host to issue a Create /0O Submission Queue command to the controller with the CQID
set an invalid value (i.e. not Oh, and also not the CQID of the Completion Queue create@stispuseds
some test implementations

Observable Results:
1. Verify that the transmitted Create 1/0O Submission Queitle CQID of Oh caused the controller to returns
an error ofLh - Invalid Queue Identifier (See Figure 56 in NVMe Specification).
2. Verify that the transmitted Create /0O Submission Quetth CQID with an invalid value (3h is used in
some test implementationgaused the controller to returns an errodtof CompletionQueue hvalid (See
Figure 56 in NVMe Specification).

Case 8:Create /O Completion Queue Invalid Interrupt Vector (M)

Test Procedure:
1. Configure the NVMe Host to read the MSICAP.MC.MME field and the MSIXCAP.MXC.TS.
2. Configure the NVMe Host to issue a Create /0O Completion Queue command to thdeowitblan Inter-
rupt Vector (IV)value greater than the number of messages supported by the DUT as indicated in either
MSICAP.MC.MME or MSIXCAP.MXC.TS.

Observable Results:
1. Verify that the transmitted Create I/@ompletionQueue, caused the controller teure an error of Invalid
Interrupt Vector(See Figure Bin NVMe Specification).

Case 9:Create /0O Completion Queuelnvalid Queue Address Offset(M)

Test Procedure:
1. Configure the NVMe Host to read tl:C.MPS register
Configure the NVMe Host to issue a Create /0O Completion Quemenand to the controller withfast
PRP List Entry that is not QWord aligned.
Observable Results:
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1. Verify that the transmitted Create 1/0 Completion Queue, caused the controller to return an error of Invalid
PRP Offset
Case 10:Create I/O SubmissionQueuelnvalid Queue Address Offse(M)

Test Procedure:
1. Configure the NVMe Host to read teC.MPS register
Configure the NVMe Host to issue a Create 8GbmissionQueue command to the controller wittirat
PRP List Entry that is not QWord aligned.
Observable Results:
1. Verify that the transmitted Create I&ubmissiorQueue, caused the controller to return an error of Invalid
PRP Offset

Possible ProblemsNone.
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Test 1.51 Abort Command (M)

Purpose: To determine the conditions under which an NVMe system can successfully abort a given command.

References:
[1] NVMe Specification 5.1

Resource Requirements:
Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: March2, 2016

Discussion:The Abort command is used to abort a spe@fimmand previouslissued to the Admiisubmission

Queueor an I/0O Submission Queue. Host software may have multiple Abort commands outstanding, subject to the

constraints of the Abort Comme Limit indicated in the Identify Controller data structure. An abort is a best effort

command; the command to abort may have already completed, currently be in execution, or may be deeply queued. It

is implementation specific iffiwhen a controller choosesomplete the command when the command to abort is not

found. Whether the command was successfully aborted or notéswieed by examining bit 0 of command Dword

0 of the completion queue entry for the Abort commafithe command was successfullyoated, then bit 0 of Dword

Oiscleaedt 0 606. | f the command was no tThexbmpletionegdeyeenttyfom bit 0O of Dword 0 i s set
the Abort command is only posted to the Admin Completion Queue after the completion queue entry for thelcomma

specified in the Abort command has been posted to its corresponding Admin or 1/0O Completion Queue.

The Abort command uses the Command Dword 10 fédlcbther command specific fields are reserved.

Since the Abort Command is a best effort command, this test is designed to determine under what conditions a com-
mand can successfully be aborted, and is therefore considered an informative test.

Test Setup:SeeAppendix A.

Test Procedure:
1. Configure the NVMe Host to issue 10 Reanmandgo the controller
2. Configure the NVMe Host téssue an Abortommandto the controller specifying the CID ohe of the
issued Readommands.

Observable Results:

1. Verify that afterthe completion of each command, the controller posts a completion queue entry to the ap-
propriate Completion Queue indicating the status for the command.

2. Verify that after the NVMe Controller posts a completion queue entry to the Admin Completion Queue for
the Abort command, that a completion queue entry has been posted to the 1/O Completion Queue for the
Read commandpecified in the Abort command

3. Determine whether the requested command was successfully aypegdmining bit 0 of Dword 0 of the
completion queue entry for the Abort commatidhe command was successfully aborted, verify that the
status of the aborted commandCismmand Abort Requested (07h).

4. Verify that all received responses have all Reskfigds set to 0.

Possible Problemscannot test ABORT Limit Exceeded execution time limit (there's a chance the 1st ABORT
finishes before the last one)
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Test 1.61 Format NVM Command (M, OF-FYI)

Purpose: To verify that aa NVMe Controllercan properly execute the Format N\ddmmand.

References:
[1] NVMe Specification 515

Resource Requirements:
Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: Novembe 28, 2017

Discussion: The Format NVM command is used to low level format the NVM media. This is used when the host
wants to change the LBdatasize and/or metadata size. A low level format may destroy all data and metadata asso-
ciated with all namespaces or only the specifim@space associated with the commahiter the Format NVM
command successfully completes, the controller shall not return any user data that was previously contained in an
affected namespace.

The settings specified in the Format NVM command are repostpdraof the Identify Namespace dstacture. If

the controller supports multiple namespaces, then the host may specify the value of FFFFFFFFh for the namespace in
order to apply the format operation to all namespacesssible by the controllergardess of the value of the Format

NVM Attribute field in the Identify Controller data structure.

The Format NVM command uses the Command Dword 10 #dlaither command specific fields are ezsed.
Test Setup:SeeAppendix A

Case 1:Valid LBAF, SES=000b(M, OF-FYI)
Test Procedure:
1. Check the OACS field of the Identify Controller Data structure to determine if the DUT supports the Format
NVM command. If the command is not supported tégs is not applicable.
2. Configure theNVMe Host to issue a Write commandtte controller in order tarite a known data pattern
to an LBA range
3. Configure theNVMe Host to issue a Read commandhe controllespecifying the same LBA range which
was witten in stepl.
4. Configure theNVMe Host to issue a Format NVM Command withBAF Supported by the DUT,
SES=000kand FFFFFFFFh for the namespéde
5. Configure theNVMe Host to issue a Read commandhe controllespecifying the same LBA range which
was written in stef.
6. Verify that all received responses have all Reserved fields set to 0.

Observable Results:
1. Verify that after the completion of each command,dbetroller posts a completion queue entry to the ap-
propriate Completion Queue indicating the status for the command.
2. Verify that the same data pattern which was writtethe NVMin stepl is readfrom the NVMin step3.
3. Verify that the data pattern written in stéfs not returned by the controller in st&p

Case 2:Valid LBAF, SES=001b(M, OF-FYI)
Test Procedure:
1. Check the OACS field of the Identify Controller Data structure to determine if the DUT supports the Format
NVM command. If the command is not supported this test is not applicable.
2. Configure the NVMe Host to issue a Write command to the controller im trd&ite a known data pattern
to an LBA range.
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3. Configure the NVMe Host to issue a Read command to the controller specifying the same LBA range which
was written in stef.

4. Configure the NVMe Host to issue a Format NVM Commanchwit LBAF Supported by the DUT,
SES901b and FFFFFFFFh for the namespace ID.

5. Configure the NVMe Host to issue a Read command to the controller specifying the same LBA range which
was written in stef.

6. Verify that all received rgmnses have all Reserved fields set to 0.

Observable Results:
1. Verify that after the completion of each command, the controller posts a completion queue entry to the ap-
propriate Completion Queue indicating the status for the command.
2. Verify that the saméata pattern which was written to the NVM in sfieis read from the NVM in step.
3. Verify that the data pattern written in stés not returned by the controller in stép

Case 3:Valid LBAF, SES=010b(M, OF-FYI)

Test Procedure:

1. Check the OACS field of the Identify Controller Data structure to determine if the DUT supports the Format
NVM command. If the command is not supported this test is not applicable.

2. Check Bit 2 of the FNA field of the Identify Controller Data structurelédermine if the DUT supports
cryptographic erase. If the DUT does not support cryptographic erase this test case is not applicable.

3. Configure the NVMe Host to issue a Write command to the controller in order to write a known data pattern
to an LBA range.

4. Configure the NVMe Host to issue a Read command to the controller specifying the same LBA range which
was written in stef.

5. Configure the NVMe Host to issue a Format NVM Command with an LBAF Supported by the DUT,
SES=00b and FFFFFFFh for the namespace ID.

6. Configure the NVMe Host to issue a Read command to the controller specifying the same LBA range which
was written in stef.

7. Verify that all received responses have all Reserved fields set to 0.

Obseavable Results:
1. Verify that after the completion of each command, the controller posts a completion queue entry to the ap-
propriate Completion Queue indicating the status for the command.
2. Verify that the same data pattern which was written to the NVM misieread from the NVM in ste.
3. Verify that the data pattern written in stéfs not returned by the controller in st&p

Case 4:Valid LBAF, SES=111b (reserved valugM, OF-FYI)
Test Procedure:
1. Check the OACS field of the Identify Controller Data structure to determine if the DUT supports the Format
NVM command. If the command is not supported this test is not applicable.
2. Configure the NVMe ldst to issue a Write command to the controller in order to write a known data pattern
to an LBA range.
3. Configure the NVMe Host to issue a Read command to the controller specifying the same LBA range which
was written in stefl.
4. Configure the NVMe Host to issue a Format NVM Command with an LBAF Supported by the DUT,
SES=111b and FFFFFFFFh for the namespace ID.
5. Configure the NVMe Host to issue a Read command to the controller specifying the same LBA range which
was written in stefd.
6. Verify that all received responses have all Reserved fields set to 0.

Observable Results:
1. Verify that after the completion of each command, the controller posts a completion queue entry to the ap-
propriate Completion Queue iiedting the status for the command.
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2. Verify that the same data pattern which was written to the NVM inlstepead from the NVM in step.
3. Verify that the data pattern written in stefs returned by the controller in st&p
4. Verify that the Format NVM command completes with error status code Invalid Field (02h).

Case 5:Invalid LBAF, SES=000b (M, OF-FYI)

Test Procedure:

1. Check the OACS field of the Identify Controller Data structure to determine if the DUT supports the Format
NVM command. If the command is not supported this test is not applicable.

2. Configure the NVMe Host to issue a Write command to the controller im trd&ite a known data pattern
to an LBA range.

3. Configure the NVMe Host to issue a Read command to the controller specifying the same LBA range which
was written in stef.

4. Configure the NVMe Host to issue a Format NVM Commandh ait invalid LBAF.

5. Configure the NVMe Host to issue a Read command to the controller specifying the same LBA range which
was written in stefl.

6. Verify that all received responses have all Reserved fields set to 0.

Observable Resits:
1. Verify that after the completion of each command, the controller posts a completion queue entry to the ap-
propriate Completion Queue indicating the status for the command.
2. Verify that the same data pattern which was written to the NVM inlsiepead from the NVM in step.
3. Verify that the data pattern written in stefs returned by the controllén step5.
4. Verify that the Format NVM command completes with error status code Invalid Format (OAh).

Case 6:Invalid LBAF, SES=111b (reserved valuelM, OF-FYI)

Test Procedure:

1. Check the OACS field of the Identify Controller Data struetio determine if the DUT supports the Format
NVM command. If the command is not supported this test is not applicable.

2. Configure the NVMe Host to issue a Write command to the controller in order to write a known data pattern
to an LBA range.

3. Configure he NVMe Host to issue a Read command to the controller specifying the same LBA range which
was written in stef.

4. Configure the NVMe Host to issue a Format NVM Command with an invalid LBAF and SES=111b.

5. Configure the NVMe Host to issue a Read command to the controller specifying the same LBA range which
was written in stef.

6. Verify that allreceived responses have all Reserved fields set to 0.

Observable Results:
1. Verify that after the completion of each command, the controller posts a completion queue entry to the ap-
propriate Completion Queue indicating the status for the command.
2. Verify that the same data pattern which was written to the NVM inlstepead from the NVM in step.
3. Verify that the data pattern written in stéjs returned by the controller in st&p
4. Verify that the Format NVM command completes with error status code Invalid Field (02h) and not Invalid
Format (OAh).

Case 7:Valid LBAF, SES=000b, Pl is nonzero (M)
Test Procedure:
1. Check the OACS field of the Identify Controller Dataucture to determine if the DUT supports the Format
NVM command. If the command is not supported this test is not applicable.
2. Configure the NVMe Host to issue a Write command to the controller in order to write a known data pattern
to an LBArange.
3. Configure the NVMe Host to issue a Read command to the controller specifying the same LBA range which
was written in stef.
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4. Configure the NVMe Host to issue a Format NVM Command withn LBAF Supported by the DUT,
SES=000b ah FFFFFFFFh for the namespace 1D, and P1=001b.

5. Configure the NVMe Host to issue a Read command to the controller specifying the same LBA range which
was written in stefl.

6. Verify that all received responses have all Reservedsfiggd to 0.

7. Repeat for PI=010b and PI=011b.

Observable Results:
1. If End to End Data Protection is supported:
a. Verify that after the completion of each command, the controller posts a completion queue entry
to the appropriate Completion Queue indicatimg $tatus for the command.
b. Verify that the same data pattern which was written to the NVM inlstepead from the NVM
in step3.
c. Verify that the data pattern written in stéjs not returned by the controller in stép
2. If End to End ta Protection is not supported, verify that the command completed with error status code
Invalid Field (02h).

Possible ProblemsThis isonly Mandatory if thedeviceclaimssupport for the Format NVM commaidcording
to the OACS field of the Identify @troller data structure
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Test 1.7i Asynchronous EventgM, OF)

Purpose: To verify that an NVMeControllercan properly report asynchronous events to the host.

References:
[1] NVMe Specification 5t32

Resource Requirements:
Tools capable ofmonitoring and decoding traffic on the NVMe interface.

Last Modification: August29,-201Movember 20, 2018

Discussion:Asynchronous events are used to notify host software of status, error, and health information as these
events occur. To enable asyrmimus events to be reported by the controller, host software needs to submit one or
more Asynchronous Event Request commands to the controller. The controller specifies an event to the host by
completing an Asynchronous Event Request command. Host sefsivauld expect that the controller may not exe-

cute the command immediately; the command should be completed when there is an event to be reported.

Test Setup:SeeAppendix A

Case 1:Asynchronous Event Request Comman@M)

The Asynchronous Event Request command is submitted by host software to enable the reporting of asynchronous
events from the controller. This command has no timeout. The controller posts a completion queue entry for this
command when there is an asyrwious event to be reported to the host. If Asynchronous Event Request
commands are outstanding when the controller is reset, the commands are aborted.

Host software may submit multiple Asynchronous Event Request commands to reduce event reportingliagenc
total number of simultaneously outstanding Asynchronous Event Request commands is limited by the Asynchronous
Event Request Limit specified in the Identify Controller data structure.

If the controller needs to report an event and there are nawditsy Asynchronous Event Request commands, the
controller should send a single natification of that Asynchronous Event Type when an Asynchronous Event Request
command is received. If a Get Log Page command clears the event prior to receiving theoAsysdBrent

Request command or if a power off condition occurs, then a notification is not sent.

The following event types are defined in the NVMe Specification:
1 Error Event
1 SMART / Health Event
9 Notice Events
1 I/O Command Set Specification (NVM Command)3gtents:
0 Reservation Log Page Available Event
1 Vendor Specific Events

All command specific fields are reserved.

Test Procedure:
1. For each event type described above:
a. Configure the NVMe Host to issue an Asynchronous Event Request command to theQdviMe
troller.
b. Configure the NVMe Host to cause conditions for generating the event for the NVMe Controller as
described in the NVMe Specification.

Observable Results:
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1. Verify that the NVMe Controller does not post a completion queue entry to the Admin Gomi)eieue
for the Asynchronous Event Request command until after the event is generated.

2. Verify that the completion queue entry for the Asynchronous Event Request command is properly formatted
and contains information appropriate for the event in Dwaad @escribed in the NVMe Specification.

3. Verify that all received responses have all Reserved fields set to 0.

4.

Case 2:0utstanding Commands Aborted after Rese(M, OF)
If Asynchronous Event Request commands are outstanding when the controller is reset, the comaiaodscare

Test Procedure:
1. Configure the NVMe Host to issue an Asynchronous Event Request command to the NVMe Controller.
2. Configure the NVMe Host to initta a Controller Level Reset for the NVMe Controller.

Observable Results:

1. Verify that after the Controller Level Reset is initiatéida completion queue entry is posted by the NVMe
Controller to the Admin Completion Queue and the status for the comnindtes-that the-command-was
aberteds 07h Command Abort Requestéftho completion queue entry is posted, then this test is not appli-
cable.

2. Verify that all received responses have all Reserved fields set to 0.

Case 3:Clearing Events(IP)

If the controller needs to report an event and there are no outstanding Asynchronous Event Request commands, the
controller should send a singietification of that Asynchronous Event Type when an Asynchronous Event Request
command is received. If a Get Log Page command clears the event prior to receiving the Asynchronous Event Re-
quest command or if a power off condition occurs, then a notiitasinot sent.

When the controller posts a completion queue entry for an outstanding Asynchronous Event Request command and
thus reports an asynchronous event, subsequent events of that event type are automatically masked by the controller
until the hostlears that event. An event is cleared by reading the log page associated with that event using the Get
Log Page command.

Test Procedure:
1. For each event type associated with a log page:

a. Configure the NVMe Host to cause conditions for generating the &wethe NVMe Controller as
described in the NVMe Specification.

b. Configure the NVMe Host to issue a Get Log Page command to the NVMe Controller for the log
page associated with the event in order to clear that event.

c. Configure the NVMe Host to issue anyi&hronous Event Request command to the NVMe Con-
troller.

d. After a timeout period of 2 seconds, configure the NVMe Host to clear the outstanding Asynchro-
nous Event Request command by initiating a Controller Level Reset for the NVMe Controller.

Observable Rasults:
1. Verify that after the completion of each Get Log Page command, the controller posts a completion queue
entry to the associated Completion Queue indicating the status for the command.
2. Verify that the NVMe Controller does not post a completion quetiy éo the Admin Completion Queue
for the Asynchronous Event Request command until after the Controller Level Reset and that the status in-
dicates that the command was aborted and contains no information about the event in Dword O.
3. Verify that all received responses have all Reserved fields set to 0.
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Case 4:Masking Events(M, OF-F¥})

The Asynchronous Event Configuration feature controls the events that trigger an asynchronous event notification to
the host. This Feature may be usedisalule reporting events in the case of a persistent condition. The attributes
are indicated in Command Dword.11

If a Get Features command is submitted for this Feature, the attributes specified in for Command Dword 11 of the
Set Features command areureed in Dword 0 of the completion queue entry for that command.

Test Procedure:
1. For each event which may be disabled with the Asynchronous Event Configuration feature:

a. Configure the NVMe Host to issue a Set Features command to the NVMe Controllerauitie fe
identifier OBh (Asynchronous Event Configuration) and formatted to disable the event.

b. Configure the NVMe Host to issue an Asynchronous Event Request command to the NVMe Con-
troller.

c. Configure the NVMe Host to cause conditions for generating the arethie NVMe Controller as
described in the NVMe Specification.

d. After a timeout period of 2 seconds, configure the NVMe Host to clear the outstanding Asynchro-
nous Event Request command by initiating a Controller Level Reset for the NVMe Controller.

Obsenvable Results:
1. Verify that after the completion of each Set Features command, the controller posts a completion queue entry
to the associated Completion Queue indicating the status for the command.
2. Verify that the NVMe Controller does not post@mpletion queue entry to the Admin Completion Queue
for the Asynchronous Event Request command until after the Controller Level Reset and that the status in-
dicates that the command was aborted and contains no information about the event in Dword O.
3. Verify that all received responses have all Reserved fields set to 0.

Possible ProblemsSome events are optional as reported by the Optional Asynchronous Events Supported (OAES)
field of the Identify Controller data structuoe by other meanand are thereforenly tested if those features are
supported.
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Test 1.8i Get Feature Selec{M)

Purpose:To verify that an NVMe Controller can properly execute a Get Features command with the Select Field set.

References:
[1] NVMe Specificaton 5.9.1

Resource Requirements:
Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: June 9, 2016

Discussion:A Select field set to 000b (i.e., current) returns the current operating attribute value for thelBeature
tifier specified.
A Select field set to 001b (i.e., default) returns the default attribute value for the Feature Identifier specified.

A Select field set to 010b (i.e., saved) returns the last saved attribute value for the Feature Identifier
specifiel (i .e., the | ast Set Features command completed without error, with t
Feature Identifier specified.)

A Select field set to 011b (i.e., supported capabilities) returns the capabilities supported for this Feature
Identifier. The capabilities supported are returned in Dword O of the completion entry of the Get Features
command.

A completion queue entry is posted to the Admin Completion Queue when the controller has completed returning any
attributes associated with tieature. Depending on the Feature Identifier, Dword O of the completion queue entry
may contain feature information

Test Setup:SeeAppendix A

Test Procedure:
1. For each of the features described @ble 1Fable2 andTable2Fable3 (see Test 1.2):
a. Corfigure the NVMe Host to issue a Get Features command indicating a Select Field of 000b.
b. Configure the NVMe Host to issue a Get Features command indicating a Select Field of 001b.
c. Configure the NVMe Host to issue a Set Features command, to specify a neworatach FID.
Next, configure the NVMe Host to issue a Get Features command indicating a Select Field of 010b.
d. Configure the NVMe Host to issue a Get Features command indicating a Select Field of 011b.

Observable Results:

1. For Step 1a, verify that thell returns the current operating attribute value for the Feature Identifier spec-
ified.

2. For Step 1b, verify that the DUT returns the the default attribute value for the Feature Identifier specified.

3. For Step 1c, verify that the DUT returns the last saviebate value for the Feature Identifier
Specified This must match the value assigned in Step 1c.

4. For Step 1d, verify that the DUT returns returns the capabilities supported for this Feature

Identifier. The capabilities supported are returned in Dwastithe completion entry of the Get Features

command.

Possible ProblemsNone.
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Test 1.97 Feature Saved Across Res¢M)

Purpose: To verify that an NVMe Controller can propedgve a Feature value set by a Host across a reset.

References:

[1] NVMe Specification 7.8

Resource Requirements:
Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: June-9;-201§ovember 20, 2018

Discussionidfbi t 4 is set to 616 in the Optional NVM Command

then for each Feature, there are three settings: default, saveable, and current.

The saveable value is the value that the Feature has after a pooveresat event. The controller may not
a saveable value for a Feature; this is discovered by
in Get Features. If the controller does not support a saveable value for a Feature,db&uthealue is used after a
power on or reset event. The current value is the value actively in use by the controller for a Feature after a Set Features
command completes.

support

This test is only applicable to devices which set the Save(B#d) of the ONCSfield to 1.

Test Setup:SeeAppendix A

Test Procedure:

1. Check bit 4 of the ONCS field. If bit 4 is set to 1, proceed to the next step. If not the test cannot be performed.
2. For each of the features described @ble 1Fable2 andTable2Fable3 (see Test 1.2):

a.

b.

C.

d.
e.

Configure the NVMe Host to issue a Get Features command indicatingca Seld of 000bto

obtain the current operating value of the Feature

Configure the NVMe Host to issue a Set Features commétindthe Savebit set to 1 (SV=1)to

specify a new value for each FID.

Configurethe NVMe Host to issue a Get Features comniaditating a Select Field of00b, to

obtain the current operating value of the Feature.

Perform an NVMe Subsystem Reset (NSSR).

Configure the NVMe Host to issue a Get Features command indicating a Select Field of 000b, to
obtain the current operating uel of the Feature.

Observable Results:
1. For each Feature tested, verify that the value reported in Step 2e, matches the value set by the Host in Step
2b. prior to the reset.

Possible ProblemsNot all devices will support NSSR, and other reset methogsbmaecessary.
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Test 1.10i Device Selftest Short Operation(FYI, OF-FYI)

Purpose: To verify that an NVMe Controller can propepgrform a Device Selest Short Operation

References:
[1] NVMe Specification 58

Resource Requirements:
Tools capable ofmonitoring and decoding traffic on the NVMe interface.

Last Modification: December 14, 2017

Discussion:The Device Selfest command is used to start a devicetsaif operation or abort a device del$t
Operation. The device sekstoperation is performed by the controller that the Devicet8stfcommand was
submitted to.

Test Setup:SeeAppendix A

Case 1:NamespaceTest Action = 00000000h, STC=1h (FYI, OFYI)

Test Procedure:

SS. [ Formatted: Font color: Auto

1. Configure the Testing Station acting as a host to Check Bit 4 of the OACS field in the Identify Controller
Data Structure to determine if the DUT supports the Devicet&€sltommand. If Bit 4 is not skt 1, this
test is not applicable.
2. Ensure that no Device Se#st operation is currently in progress by sending Get Log Page with LID=06h to
the DUT. Check that Current Device S&Hst Operation field in the response is set to 0. If the Current
Device SelfTest Operation field is not set to 0, wait for the Device-Felt Operation to complete, and
send the Get Log Page with LID=06h again. Repeat until the Current Devie€eSel®peration field is

3. Configure the NVMe Host to send a Device Selt command witiNamespaceTest Action set to
00000000h and STC set to 1h (Short devicetsstfoperation).

4. Before the Dewde Selftest operation completes, send a Get Log Page command to LID 06h (Device Self
test).

5. Once a command completion is received for the Devicet8gtitommand, send a Get Log Page command
to LID 06h (Device Sefest).

6. Report to the user the time pked between sending of the Device $&$t command and its associated
completion arriving.

Observable Results:

1. Using the Log Page info returned in response to the first Get Log Page commedfydthat the NVMe
Controllerset the Current Device Sa#st Status field in the Device Sédfst Log to 1h when the operation
was processing.

2. Verify that the Device Selfestcommand completesiccessfully

3. Using the Log Page info returned in response to the second Get Log Page conemifynithat the NVMe
Controllerset the Current Device Sa#st Status field in the Device Sédfst Log to Oh when the operation
was completed.

4. Verify that all received responses have all Reserved fields set to 0.

Case 2:NamespaceTest Action = 00000001H-FFFFFFEh, STC=1h(FYI, OF-FYI)

Test Procedure:
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Configure the Testing Station acting as a host to Check Bit 4 of the OACS field in the Identify Controller

Data Structure to determine if the DUT supports the Devicet&stlitommand. If Bit 4 is not set 19 this
test is not applicable.

1—Ensure that no Device Se#st operation is currently in progress by sending Get Log Page with LID=06h to

the DUT. Check that Current Device S&Hst Operation field in the response is set to 0. If the Current
Device SelfTest Operation field is not set to 0, wait for the Device-Felt Operation to complete, and
send the Get Log Page with LID=06h again. Repeat until the Current DeviegeSteDperation field is

Configure the NVMe Host to send Device Stelét commands with Namespace Test Action set to all value
between 0000W01h and FFFFFFFE that represent a valid Namespace on the DUT, with STC set to 1h
(Short device selfest operation).

Before each Device Seliést operation completes, send a Get Log Page command to LID 06h (Device Self
test).

Once a command completigmreceived for the Device Sakst command, send a Get Log Page command

to LID 06h (Device Selfest).

Report to the user the time elapsed between sending of the DevidesBeldmmand and its associated
completion arriving.

Observable Results:

1.

4.

Usingthe Log Page info returned in response to the first Get Log Page commsifidthat the NVMe
Controllerset the Current Device Sa#st Status field in the Device Sédfst Log to 1h when the operation
was processing.

Verify that the Device Selfestcommand completesiccessfully

Using the Log Page info returned in response to the second Get Log Page conemifynithat the NVMe
Controllerset the Current Device Sa#st Status field in the Device Sédfst Log to Oh when the operation
was completd.

Verify that all received responses have all Reserved fields set to 0.

Case 3:NamespaceTest Action = FFFFFFFFh, STC=1h (FYI, OFFYI)

Test Procedure:

1.

Configure the Testing Station acting as a host to Check Bit 4 of the OACS field in the |@mnitfpller

Data Structure to determine if the DUT supports the Devicet&stlicommand. If Bit 4 is not set to 1, this
test is not applicable.

1—Ensure that no Device Se#st operation is currently in progress by sending Get Log Page with LID=06h to

the DUT. Check that Current Device Sdlést Operation field in the response is set to 0. If the Current
Device SelfTest Operation field is not set to 0, wait for the Device-Felt Operation to complete, and
send the Get Log Page with LID=06h again. Repedit the Current Device Selfest Operation field is

QE%M&PH@D&W%%WMW@%SS.

Corfigure the NVMe Host to send Device Swbt commands with Namespace Test Action set to
FFFFFFFFh, with STC set to 1h (Short device-tdf operation).

Before the Device SetEst operation completes, send a Get Log Page command to LID 06h (Device Self
test).

Once a command completion is received for the Devicet&gltommand, send a Get Log Page command
to LID 06h (Device Selfest).

Report to the user the time elapsed between sending of the DevigesBeldmmand and its associated
completion ariving.

Observable Results:
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1. Using the Log Page info returned in response to the first Get Log Page comedfiydthat the NVMe
Controllerset the Current Device Sa#st Status field in the Device Sédfst Log to 1h when the operation
was processing.

2. Verify that the Device Selfestcommand completesiccessfully

3. Using the Log Page info returned in response to the second Get Log Page conemignithat the NVMe
Controllerset the Current Device Sa#st Status field in the Device Sé#fst Log b Oh when the operation
was completed.

4. Verify that all received responses have all Reserved fields set to 0.

Case 4:NamespaceTest Action =Invalid Namespace STC=1h (FYI, OF-FYI)

Test Procedure:

1. Configure the Testing Station acting as a host to Check 8iittde OACS field in the Identify Controller
Data Structure to determine if the DUT supports the Devicet&€sltommand. If Bit 4 is not set to 1, this
test is not applicable.

4—Ensure that no Device Sd#st operation is currently in progress by sen@eg Log Page with LID=06h to
the DUT. Check that Current Device S&Hst Operation field in the response is set to 0. If the Current
Device SelfTest Operation field is not set to 0, wait for the Device-Felt Operation to complete, and
send the Get Lg Page with LID=06h again. Repeat until the Current Device Badf Operation field is

gEnsurema{—ne—Deweesgﬁstfepe%n—g&emqﬂy—m—pmgress.

3. Configure the NVMe Host to send Device Stelft commands with Namespace Test Action sahtimvalid
Namespacewith STC set to 1h (Short device sadft operation).

4. Once a command completion is received for the Devidkt&st command, send a Get Log Page command
to LID 06h (DeviceSelf-test).

Observable Results:
1. Verify that the Device Seffest commandeturns status Invalilamespace or Fornféieldin Command.
2. Using the Log Page info returned in response tséoend Get Log Page command, verify that the NVMe
Controller set the Current Device Stdft Status field in the &ice Seltest Log to Oh when the operation
wascompleted.

Case 5:NamespaceTest Action = Inactive Namespace, STC=1h (FYI, OfFYI)

Test Procedue:

1. Configure the Testing Station acting as a host to Check Bit 4 of the OACS field in the Identify Controller
Data Structure to determine if the DUT supports the Devicet&slicommand. If Bit 4 is not set to 1, this
test is not applicable.

1—Ensure that m Device Seltest operation is currently in progress by sending Get Log Page with LID=06h to
the DUT. Check that Current Device S€Hst Operation field in the response is set to 0. If the Current
Device SelfTest Operation field is not set to 0, wait fhhe Device Selflest Operation to complete, and
send the Get Log Page with LID=06h again. Repeat until the Current Devie€eSelDperation field is
0.Ensure-that-no-Device-SdHst-operation-is-currently-in-progress.

2. e 5‘! “9‘-’3‘3' Ae e--v-e- ollerData d

3. Configure the NVMe Host to send Device Stelét commands with Namespace Test Action sethtmactive
Namespacewith STC set to 1h (Short device sedft operation).

4. Once a command completion is received for the Devicet&gltommand, send a Get Log Page command
to LID 06h (Device Selfest).

Observable Results:
1. Verify that the Device Selfest command returns status Invalid Field in Command.
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2. Using the Log Page info returned in response to the second Get Log Page command, verify that the NVMe
Contrdler set the Current Device Se#st Status field in the Device Sédfst Log to Oh when the operation
was completed.

Case 6:Test in Progress, Namespace Test Action = 00000000h, STC=tid 1h (FYI, OF-FYI)

Test Procedure:

1. Configure the Testing Station acting as a host to Check Bit 4 of the OACS field in the Identify Controller
Data Structure to determine if the DUT supportseeice Sektest command. If Bit 4 is not set to 1, this
test is not applicable.

1—Ensure that no Device SdHst operation is currently in progress by sendingnitial Get Log Page with
LID=06h to the DUT. Check that Current Device SB#fstOperation field in the response is set to 0. If the
Current Device SelTest Operation field is not set to 0, wait for the Device-Febt Operation to complete,
and send the Get Log Paqe with LID= 06h aqaln Repeat until the Current DevideSdlpertion field

3. Configure the NVMe Host to sendh anitial Device Selitest command with Namespace Test Action set to
00000000h and STC set to 1h (Short devicetsstf operation)Wait for a Completion to be receidewith
status .ASuccesso

3.4. Determine that thaitial Device Seltest command is in progress bgndinga secondset Log Page with
LID=06h to the DUT. Check that Current Device SEdfst Operation field in the response is set (Short
device seltest operation in progresdj the Current Device Selfest Operation field is set @ the Device
SelfTest Operatioms competing too quickly for the test to be performed and this test is not applicable.

4.5. Before thefirst Device Selftest operation completes, send a second Devicetédelftommand with
Namespace Test Action set to 000000@&nd STC set to 1h (Short device $elt operation)Wait for a
Completion to be recelved

end athird Get Log Page

command to LID 06h (Dewce Setlést) Repeat untll theurrentDewce Selﬂ'est operation field is set to O
in the Log Paqe that is returned

tated

Observable Results:

1. Using the Log Page info returned in response tditktesecondGet Log Page commandhich followed the
initial Device Seltest commangdverify that the NVMe Controlleset the Current Device Se#st Status
field in the Device Selfest Log to 1h whethe operation was processing.

2. Verify that thecompletion for thefirst-initial Device Seltest commandeerpletesindicates statusue-
eesfiS u c chellg. s O

3. Verify that thecompletion for thesecondattemptedevice Sekltestcommandsermpletesvithindicatesstatus
ADevi eeeesSelifn. Progressao

4. Using the Log Page info returned in response tadlsencthird or laterGet Log Page commandenfy that
the NVMe Controllerset the Current Device Se#st Status field in the Device Sédfst Log to Otwhen the
operation was completed.

5. Verify that all received responses have all Reserved fields set to 0.

Case 7:Test in Progress, Namespace Test Action = 0000006BRFFFFFEh, STC=1hand 1h(FYI, OF-FYI)

Test Procedure:

1. Configure the Testing Statiaacting as a host to Check Bit 4 of the OACS field in the Identify Controller
Data Structure to determine if the DUT supports the Devicet&€sltommand. If Bit 4 is not set to 1, this
test is not applicable.

4—Ensure that no Device Sd#st operation iswrrently in progress by sending Get Log Page with LID=06h to
the DUT. Check that Current Device S&Hst Operation field in the response is set to 0. If the Current
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Device SelfTest Operation field is not set to 0, wait for the Device-$eBt Operatiorito complete, and

send the Get Log Paqe with LID= 06h aqam Repeat until the Current DeviegeSel®peration field is

3. Configure the NVMe Host to send an initial Device Se#t command with Namespace Test Action set to a
value between 00000001h and FFFFFFFEh and STC set to 1h (Shortsaéiest operation). Wait for a
Completion to be received with status fASuccessao.

4. Determine that the initial Device SaHst command is in progress bgndinga secondset Log Page with
LID=06h to the DUT. Check that Current Device SEdfst Operation éld in the response is settdShort
device selitest operation in progressj the Current Device Selfest Operation field is set ) the Device
SelfTest Operatioiis competing too quickly for the test to be performed and this test is not apglicabl

5. Before the first Device Seifst operation completes, send a second Devicetéstlicommand with
Namespace Test Action set to a value between 000000® FFFFFFFEh (use the same value as in the
previous Device Self Test commarat)d STC set to 1iShort device selfest operation). Wait for a Com-
pletion to be received.

3—Send a third Get Log Page command to LID 06h (Devicet&gf. Repeat until the current Device Skdfst
operation f|eId is set to0in the Loq Paqe that is retu@mr«#tgerethe—hNMeHest—te—send—Dewee—Setst

Observable Results:

1. Using the Log Page info returnedriésponse to the second Get Log Page command, which followed the
initial Device Selftest command, erify that the NVMe Controlleset the Current Device Se#st Status
field in the Device Selfest Log to 1h when the operation was processing.

2. Verify tha the completion for the initial Device Sefstcommand ndi cat es st atus fASuccesso

3. Verify that the completion for the second attempted Devicet€gifommand ndi cat es st-at us fADevice Self
test in Progresso

4. Using the Log Page info returned in respots the third or later Get Log Page commaretify that the
NVMe Controllerset the Current Device SeHst Status field in the Device Seiést Log to Oh when the
operation was completed.

1—Ver|fy that aII recelved responses have aII Reserved fields sdthst%heLI:egﬁageme&retumedrm re-

Case 8:Test in Progress, Namespace Test Action = FFFFFFFFh, STC=1h (FYI, @FY1)

Test Procedure:
1. Configure the Testing Station acting as a host to Check Bit 4 of the GialdSn the Identify Controller
Data Structure to determine if the DUT supports the Devicet&€sltommand. If Bit 4 is not set to 1, this

test is not applicable.
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1—Ensure that no Device Se#st operation is currently in progress by sending GetRamge with LID=06h to
the DUT. Check that Current Device S&Hst Operation field in the response is set to 0. If the Current
Device SelfTest Operation field is not set to 0, wait for the Device-Felt Operation to complete, and
send the Get Log Paqetw LID=06h aqam Repeat untll the Current Device Selét Operation field is

3. Configure the NVMe Host to send an initial Device Selt command with Namespace Test Action set to
FFFFFFFR and STC set to 1h (Short device gebt operation). Wait for a Completion to be received with
status ASuccesso.

4. Deternine that the initial Device Setést command is in progress bgndinga secondset Log Page with
LID=06h to the DUT. Check that Current Device SEdfst Operation field in the response is set {Short
device selitest operation in progressj the Curent Device Selif est Operation field is set ) the Device
SelfTest Operatioiis competing too quickly for the test to be performed and this test is not applicable.

5. Before the first Device Seifst operation completes, send a second Devicetéstlfommand with
Namespace Test Action setREFFFFFHR and STC set to 1h (Short device $eBt operation). Wait for a
Completion to be received.

3—Send a third Get Log Page command to LID 06h (Devicet&gtf. Repeat until the current Device Skdfst

opea@tion f|e|d is set to O in the Loq Paqe that is retun@edﬂgwethe%#MH#esHesend@eweeSe\ﬁt

Observable Results:

1. Using the Log Page info returned in resgerno the second Get Log Page command, which followed the
initial Device Selftest command, erify that the NVMe Controlleset the Current Device SdaHst Status
field in the Device Selfest Log to 1h when the operation was processing.

2. Verify that thecompletion for the initial Device Seféstcommand ndi cat es st atus fiSuccesso

3. Verify that the completion for the second attempted Devicet8gifommand ndi cat es st-atus fADevice Self
test in Progresso

4. Using the Log Page info returned in responsehéothird or later Get Log Page commanekify that the
NVMe Controllerset the Current Device SeHst Status field in the Device Sédfst Log to Oh when the
operation was completed.

1—Ver|fv that aII recelved responses have aII Reserved fields seitJeﬁmQ—the—l:eg—Page—u#e—petumed—m re-

Possible ProblemsNone known.
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Test 1.11i Device Selftest Extended Operation(FYI, OF-FYI)

Purpose: To verify that an NVMe Controller can propeggrform a Device SelestExtendedOperation

References:
[1] NVMe Specification 58

Resource Requirements:
Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: December 14, 2017

Discussion:The Device Selfest command is used to start a devicetsaif operation or abort a device del$t
Operation. The device sekst operation is performed by the controller that the Devicet&stlEomrand was
submitted to.

Test Setup:SeeAppendix A

Case 1:Namespace Test Action = 00000000h, STC=2h (FYI, €¥YI)

Test Procedure:

1. Configure the Testing Station acting as a host to Check Bit 4 of the OACS fieldldetitdy Controller
Data Structure to determine if the DUT supports the Devicet&slicommand. If Bit 4 is not set to 1, this
test is not applicable.

1—Ensure that no Device Sa#st operation is currently in progress by sending Get Log Page with LIRg06h
the DUT. Check that Current Device S€Hst Operation field in the response is set to 0. If the Current
Device SelfTest Operation field is not set to 0, wait for the Device-$ebt Operation to complete, and
send the Get Log Page with LID=06h agdRepeat until the Current Device S&ist Operation field is

QEnsaFe_&hameDeweeégéswperamm&eu#enﬂwnﬁmg#ess.

3. Configure the NVMe Host to send a Device Selt command with Namespace Test Action set to
00000000h and STC set to 2h (Extended devicetestibperation).

4. Before the Device Setkst operation completes, send a Get Log Page command to LIID&%ke Sek
test).

5. Once a command completion is received for the Devicet8gtitommand, send a Get Log Page command
to LID 06h (Device Sefest).

6. Report to the user the time elapsed between sending of the DevidesBeldbmmand and its associated
completion arriving.

Observable Results:

1. Using the Log Page info returned in response to the first Get Log Page commedfydthat the NVMe
Controllerset the Current Device Sa#st Status field in the Dice Selftest Log to & when the operation
was processing.

2. Verify that the Device Selfestcommand completesiccessfully

3. Using the Log Page info returned in response to the second Get Log Page conemifynithat the NVMe
Controllerset the Current Device Sa#st Statudield in the Device Selfest Log to Oh when the operation
was completed.

4. Verify that all received responses have all Reserved fields set to 0.

Case 2:NamespaceTest Action = 00000001H-FFFFFFEh, STC=2h (FYI, OF-FYI)

Test Procedure:
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1. Configure the Testing Sian acting as a host to Check Bit 4 of the OACS field in the Identify Controller
Data Structure to determine if the DUT supports the Devicet&stlicommand. If Bit 4 is not set to 1, this
test is not applicable.

1—Ensure that no Device Se#st operatiolis currently in progress by sending Get Log Page with LID=06h to
the DUT. Check that Current Device S&Hst Operation field in the response is set to 0. If the Current
Device SelfTest Operation field is not set to 0, wait for the Device-Felt Opertion to complete, and
send the Get Log Page with LID=06h again. Repeat until the Current DeviegeSteDperation field is

gEnsurema{—ne—Deweesgﬁstfepe%n—g&emqﬂy—m—pmgress.

3. Configure the NVMe Host to send Device Stelt commands with Namespace Test Action set to all value
between 00000001h and FFFFFFFEh that represent a valid NamespaceDaiTtheith STC set to 2h
(Extended device setést operation

4. Before each Device Selést operation completes, send a Get Log Page command to LID 06h (Device Self
test).

5. Once a command completion is received for the Devicet&&tltommand, send a Getd Bage command
to LID 06h (Device Selfest).

6. Report to the user the time elapsed between sending of the DevigesBellmmand and its associated
completion arriving.

Observable Results:

1. Using the Log Page info returned in response to the first.GgtPage command evify that the NVMe
Controllerset the Current Device Se#st Status field in the DiEe Selftest Log to & when the operation
was processing.

2. Verify that the Device Selfestcommand completesiccessfully

3. Using the Log Page infeeturned in response to the second Get Log Page comneify that the NVMe
Controllerset the Current Device Sa#st Status field in the Device Sédfst Log to Oh when the operation
was completed.

4. Verify that all received responses have all Resefiedds set to 0.

Case 3:NamespaceTest Action = FFFFFFFFh, STC=2h (FYI, OFFYI)

Test Procedure:

1. Configure the Testing Station acting as a host to Check Bit 4 of the OACS field in the Identify Controller
Data Structure to determine if the DUT supports the &efelftest command. If Bit 4 is not set to 1, this
test is not applicable.

+—Ensure that no Device Se#st operation is currently in progress by sending Get Log Page with LID=06h to
the DUT. Check that Current Device S&Hst Operation field in the respse is set to 0. If the Current
Device SelfTest Operation field is not set to 0, wait for the Device-Felt Operation to complete, and
send the Get Log Page with LID=06h again. Repeat until the Current DeviegeSeDperation field is

QEnsure&hane@ewee%e}tesgepe&aﬂemsewrenﬂweg#ess.

apphicable

3. Configure the NVMe Host to send Device Stel§t commands with Namesga Test Action set to
FFFFFFFFh, with STC set to 2h (Extended devicetssifoperation).

4. Before the Device Setkst operation completes, send a Get Log Page command to LID 06h (Device Self
test).

5. Once a command completion is received for the Devitfet&& command, send a Get Log Page command
to LID 06h (Device Selfest).

6. Report to the user the time elapsed between sending of the DevidesBeldmmand and its associated
completion arriving.

Observable Results:
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1. Using the Log Page infeeturned in response to the first Get Log Page commaniy ¥hat the NVMe
Controllerset the Current Device Sa#st Status field in the Dice Selftest Log to & when the operation
was processing.

2. Verify that the Device Selfestcommand completesiccessfully

3. Using the Log Page info returned in response to the second Get Log Page conemignithat the NVMe
Controllerset the Current Device Sa#st Status field in the Device S#ifst Log to Oh when the operation
was completed.

4. Verify that al received responses have all Reserved fields set to 0.

Case 4:NamespaceTest Action =Invalid Namespace STC=2h (FYI, OF-FYI)

Test Procedure:

1. Configure the Testing Station acting as a host to Check Bit 4 of the OACS field in the Identify Controller
Data Struture to determine if the DUT supports the Device -8sidf command. If Bit 4 is not set to 1, this
test is not applicable.

4—Ensure that no Device Sé#st operation is currently in progress by sending Get Log Page with LID=06h to
the DUT. Check that Curremevice SeKTest Operation field in the response is set to 0. If the Current
Device SelfTest Operation field is not set to 0, wait for the Device-Felt Operation to complete, and
send the Get Log Page with LID=06h again. Repeat until the CurremteD8elfTest Operation field is

gEnsurema{—ne—Deweesgﬁstfepe%n—g&emqﬂy—m—pmgress.

3. Configure the NVMeHost to send Device Setést commands with Namespace Test Action set to an Invalid
Namespacewith STC set t@h (Short device selest operation).

4. Once a command completion is received for the Devicet&gltommand, send a Get Log Page command
to LID 06h (Device Selfest).

Observable Results:
1. Verify that the Device Seffest command returns status Invatield-Namespace or Format Command.
2. Using the Log Page info returned in response to the second Get Log Page command, verify that the NVMe
Cortroller set the Current Dvice Selftest Status field in the Device Sédfst Log to Oh when the operation
was completed.

Case 5:NamespaceTest Action = Inactive Namespace, STCh (FYI, OF-FYI)

Test Procedure:

1. Configure the Testing Station acting as a hostheck Bit 4 of the OACS field in the Identify Controller
Data Structure to determine if the DUT supports the Devicet&slicommand. If Bit 4 is not set to 1, this
test is not applicable.

1—Ensure that no Device Sa#st operation is currently progress by sending Get Log Page with LID=06h to
the DUT. Check that Current Device S€Hst Operation field in the response is set to 0. If the Current
Device SelfTest Operation field is not set to 0, wait for the Device-Felt Operation to completand
send the Get Log Page with LID=06h again. Repeat until the Current Devie€eSelDperation field is

0.Ensure that no Device SdHst operation is currently in progress.

3. Configure the NVMe Host to send Device Selft commands with Namespace Test Action set to an Inactive
Namespace, with STC set2b (Extendeddevice sektest operation).

4. Once a command completion iseéved for the Device Setést command, send a Get Log Page command
to LID 06h (Device Selfest).

Observable Results:
1. Verify that the Device Selfest command returns status Invalid Field in Command.
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2. Using the Log Page info returned in response teséwend Get Log Page command, verify that the NVMe
Contrdler set the Current Device Se#st Status field in the Device Sédfst Log to Oh when the operation
was completed.

Case 6:Test in Progress, Namespace Test Action = 00000000h, STC=2h and 2h (FY ;)

Test Procedure:

1. Configure the Testing Station acting as a host to Check Bit 4 of the OACS field in the Identify Controller
Data Structure to determine if the DUT supports the Devicet&slicommand. If Bit 4 is not set to 1, this
test is not applicdb.

1—Ensure that no Device Sa#st operation is currently in progress by sending Get Log Page with LID=06h to
the DUT. Check that Current Device S€Hst Operation field in the response is set to 0. If the Current
Device SelfTest Operation field igot set to 0, wait for the Device Sdlést Operation to complete, and
send the Get Log Paqe with LID= 06h aqam Repeat until the Current Devie€eSelDperation field is

3. Configure the NVMe Host to send an initial Device Selt command with Namespace Test Action set to
00000000h and STC set to 2h (Extendedice seHtest operation). Wait for a Completion to be received
with status fASuccesso.

4. Determine that the initial Device Safst command is in progress bgndinga secondset Log Page with
LID=06h to the DUT. Check that Current Device SEffst Opeation field in the response is set2qEx-
tended device setkst operation in progresdj the Current Device Selfest Operation field is set @ the
Device SelfTest Operatiolis competing too quickly for the test to be performed and this test &pptica-
ble.

5. Before the first Device Setkst operation completes, send a second Devicetestlicommand with
Namespace Test Action set to 00000000h and STC set fExmfleddevice seltest operation). Wait for
a Completion to be received.

3—Send a third Get Log Page command to LID 06h (Devicet&stlf. Repeat until theurrentDevice SeKTest

operatlon f|eld is set to 0in the Loq Paqe that is retur@edﬁgere—the—N#MeHest—te—send—a—Qewee—Self

Observable Results:

1. Using the Log Page info returned in response to the second Get Log Page command, which followed the
initial Device Selftest command, erify that the NVMe Controlleset the Current Device SeaHst Status
field in the Device Selfest Log to 1h when the operation was processing.

2. Verify that the completion for the initial Device Sédfstcommand ndi cat es st atus fiSuccesso

3. Verify that the completion for the second attempted Devicet8gifommanli ndi cat es st-atus fADevice Self
test in Progresso

4. Using the Log Page info returned in response to the third or later Get Log Page conerignthat the
NVMe Controllerset the Current Device SdHst Status field in the Device Sédfst Log to Oh whethe
operation was completed.

1—Ver|fy that aII recelved responses have aII Reserved fields deQ%h&l:eg—Pag&w#ew re-

vhcBr 8gt e€sso
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Case 7:Test in Progress, Namespace Test Action = 0000006BRFFFFFEh, STC=1h and 1h (FYI, OFFYI)

Test Procedure:

1. Configure the Testing Station acting as a host to Check Bit 4 of the OACS field in the Identifgli€ontr
Data Structure to determine if the DUT supports the Devicet&sltommand. If Bit 4 is not set to 1, this
test is not applicable.

4—Ensure that no Device Sé#st operation is currently in progress by sending Get Log Page with LID=06h to
the DUT. (heck that Current Device Seélest Operation field in the response is set to 0. If the Current
Device SelfTest Operation field is not set to 0, wait for the Device-Felt Operation to complete, and
send the Get Log Page with LID=06h again. Repeat th@ilCurrent Device Selfest Operation field is

0.Ensure-that-no-Device-Salst-operation-is-currently-in-progress.

3. Configure the NVMe Host to send an initial Device Se#ft command with Namespace Test Action set to a
value between 00000001h and FFFFFFFEh and STC set to 2h (Extended devest epkration). Wait
for a Completion to be.received with status @ASuccess
4. Determine that the initial Device Se#st command is in progress bgndinga secondset Log Page with
LID=06h to the DUT. Check that Current Device SE#fst Operation field in the response is se2 {&x-
tendeddevice seHtest operation in progressj the Current Device Selfest Operation field is set &) the
Device SelfTest Opeationis competing too quickly for the test to be performed and this test is not applica-
ble.
5. Before the first Device Setkest operation completes, send a second Devicetestlicommand with
Namespace Test Action set to a value between 00000001h anéFHEH (use the same value as in the
previous Device Self Test command) and STC seht@Extendeddevice seltest operation). Wait for a
Completion to be received.
6. Send a third Get Log Page command to LID 06h (Devicet8&llf. Repeat until the curreDevice SelTest
operation field is set to 0 in the Log Page that is returned.
il a e Shplé

o-a value

Observable Results:

1. Using the Log Page info returned in response to the second Get Log Page command, which followed the
initial Device Selftest command, erify that the NVMe Controlleset the Current Device SeHst Status
field in the Device Selfest Log to 1h when the operation was processing.

2. Verify that the completion for the initial Device Sédfstcommand ndi cat es st atus fiSuccesso

3. Verify that the completion for the second attempted Devicet€sifommanli ndi cat es st-atus fADevice Self
test in Progresso

4. Using the Log Page info returned in response to the third or later Get Log Page conerignthat the
NVMe Controllerset the Current Device SdHst Status field in the Device Sédfst Log to Oh whethe
operation was completed.
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1—Verify that aII recelved responses have aII Reserved fields sude@me—heg—Page—w#e—Fethed—m re-

Case 8:Test in Progress, Namespace Test Action = FFFFFFFFh, STC=1h (FYI, @FY1)

Test Procedure:

1. Configure the Testing Station acting as a host to Check Bit 4 of the OACS field in the Identify Controller
Data Structure taletermine if the DUT supports the Device Selt command. If Bit 4 is not set to 1, this
test is not applicable.

1—Ensure that no Device Sa#st operation is currently in progress by sending Get Log Page with LID=06h to
the DUT. Check that Current Devi&elfTest Operation field in the response is set to 0. If the Current
Device SelfTest Operation field is not set to 0, wait for the Device-$ebt Operation to complete, and
send the Get Log Paqe with LID= 06h aqam Repeat until the Current Devie€eSelDperation field is

3. Configure the NVMe Host to serah initial Device Seest command with Namespace Test Action set to
FFFFFFFFh and STC set to 2h (Extended devicetasstifoperation). Wait for a Completion to be received
with status fASuccesso.

4. Determine that the initial Device Sé#st command is iprogress bysendinga secondset Log Page with
LID=06h to the DUT. Check that Current Device SEffst Operation field in the response is se? {&x-
tended device setest operation in progressj the Current Device Selfest Operation field is set @) the
Device SelTest Operatiotis competing too quickly for the test to be performed and this test is not applica-
ble.

5. Before the first Device Setkst operation completes, send a second Devicetestlicommand with
Namespace Test Action set to FFFFFR and STC set to 2h (Extended devicetgsif operation). Wait for
a Completion to be received.

3—Send a third Get Log Page command to LID 06h (Devicet&stlf. Repeat until the current Device Skdfst

operation fleld is set to O in the Log Paqe tbaeturnecGeﬂﬂgure#te—N\#MeHest—te—seﬂd—De\ﬁee—Sdﬂ

Observable Results:
1. Using the Log Page info returned in response to the second Get Log Page command, lhiet fhe
initial Device Selftest command, erify that the NVMe Controlleset the Current Device Se#st Status
field in the Device Selfest Log to 1h when the operation was processing.
2. Verify that the completion for the initial Device Séffstcommandi ndi cat es st atus fASuccesso
3. Verify that the completion for the second attempted Devicet€sifommand ndi cat es st-atus ADevice Self
test in Progresso
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4. Using the Log Page info returned in response to the third or later Get Log Page conerifinthat the
NVMe Controllerset the Current Device SdHst Status field in the Device Sé#fst Log to Oh when the
operation was completed.

+—Verify that all received responses have all Reserved fields sétsie@the-Log-Page-info-returned-in

Possible ProblemsNone known.
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Test 1.12i Abort Device Selftest Short Operation (FYI, OF-FYI)

Purpose: To verify that an NVMe Controller can propeggrform a abort on ®evice Selftest Short Operation

References:
[1] NVMe Specification 58, 8.11

Resource Requirements:
Toolscapable of monitoring and decoding traffic on the NVMe interface.

Last Modification: December 14, 2017

Discussion:The Device Selfest command is used to start a devicetsaif operation or abort a device del$t
Operation. The device sekst opeation is performed by the controller that the Device-&edf command was
submitted to.

Test Setup:SeeAppendix A

Case 1:Namespace Test Action = 00000000h, STC=1h (FYI, €¥Y1)

Test Procedure:

1. Configure theTesting Station acting as a host to Check Bit 4 of the OACS field in the Identify Controller
Data Structure to determine if the DUT supports the Devicet&slicommand. If Bit 4 is not set to 1, this
test is not applicable.

1—Ensure that no Device SaHg operation is currently in progress by sending Get Log Page with LID=06h to
the DUT. Check that Current Device S€Hst Operation field in the response is set to 0. If the Current
Device SelfTest Operation field is not set to 0, wait for the Device-$ebt Operation to complete, and
send the Get Log Page with LID=06h again. Repeat until the Current Devie€eSelDperation field is

QEnsaFe_&hameDeweeégéswperamm&eu#enﬂwnﬁmg#ess.

applicable

3. Configure the NVMe Host send a Get Log Page command to LID 06h (Deviee SgIf

4. Configure the NVMe Host to send a Device Selt command with Namespace Test Action set to
00000000h and STC set to 1h (Short devicetssif operation).

5. Before the Device Setkest operation completes, senddavice Selftest command with Namespace Test
Action set to 00000000h and STC set to Fh (Abort devicaes)if to the same controll@s in the previous
test.

6. Once a command completion is received for the Devicet&gltommand, send a Get Log Page command
to LID 06h (Device Seffest).

Observable Results:

1. Verify that thefirst Device Selitestcommand, with STC=1lcompletesvith status Abort

2. Verify that the second Device Sé#fstcommandwith STC=Fhcompletesuccessfully

3. Compare the Device Self Test Log received in steps 3 and 6 and verify that that the second received Device
Self Test log contains a new log entry in the Newest 83t Results Data Structure in the Device -8Bt
Log.

4. Verify that the second received Device SeHt Log has the Current Device Selét Status field set to Oh.

5. Verify that all received responses halleReserved fields set to 0.

Case 2:Test Action = 00000001HFFFFFFEh, STC=1h (FYI, OF-FYI)

Test Procedure:
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Configure the Testing Station acting as a host to Check Bit 4 of the OACS field in the Identify Controller

Data Structure to determine if the DUT suggdhe Device Selfest command. If Bit 4 is not set to 1, this
test is not applicable.

1—Ensure that no Device Se#st operation is currently in progress by sending Get Log Page with LID=06h to

the DUT. Check that Current Device S&Hst Operation field in the response is set to 0. If the Current
Device SelfTest Operation field is not set to 0, wait for the Device-Felt Operation to complete, and
send the Get Log Page with LID=06h again. Repeat until the Current DeviegeSeperton field is

QEnsurema{—ne—Deweesgﬁstfepera%@n—g&emnﬁy—m—pmgress.

applicable

Configure the NVMe Host send a Get LBgge command to LID 06h (Device Stft).

Configure the NVMe Host to send Device Stelét commands witNamespace Test Action set tovalue

between 00000001h and FFFFFFFEh that represent a valid Namespace on the DUT, with STC set to 1h
(Short device dé-test operation).

Before the Device Setest operation completes, send a Device-f&slf command with Namespace Test
Action set the same value as the previous step, and STC set to Fh (Abort devest)sédf the same con-

troller as in the previouest.

Once a command completion is received for the Devicet&gltommand, send a Get Log Page command

to LID 06h (Device Selfest).

Observable Results:

1.
2.
3.

4.
5.

Verify that the first Device Sellest command, with STC=1bpmpletesith status Abort

Verify that the second Device S¢#fstcommandwith STC=Fhcompletesuccessfully

Compare the Device Self Test Log received in steps 3 and 6 and verify that that the second received Device
Self Test Log contains a new log entry in the Newestt8stfResult Data Structure in the Device Stdft

Log.

Verify that the second received Device Sebt Log has the Current Device St Status field set to Oh.

Verify that all received responses have all Reserved fields set to 0.

Case 3:Test Action = FFFFFFFFh, STC=1h (FYI, OF-FYI)

Test Procedure:

1.

Configure the Testing Station acting as a host to Check Bit 4 of the OACS field in the Identify Controller

Data Structure to determine if the DUT supports the Devicet&slicommand. If Bit 4 is not set to 1, this
test is not applicable.

1—Ensure that no Device Sa#st operation is currently in progress by sending Get Log Page with LID=06h to

the DUT. Check that Current Device S€Hst Operation field in the response is set to 0. If the Current
Device SelfTest Opeation field is not set to 0, wait for the Device SEést Operation to complete, and
send the Get Log Page with LID=06h again. Repeat until the Current Devie€eSelDperation field is

applicable

Configure the NVMe Host send a Get Log Page command to LID 06h (Devieee Sglf

Configure the NVMe Host to send Devicel&test commands with Namespace Test Action set to a value of
FFFFFFFFh, with STC set to 1h (Short device-tdf operation).

Before the Device Setest operation completes, send a Device-fslf command with Namespace Test
Action set the same value as the previous step, and STC set to Fh (Abort devest)sédf the same con-
troller as in the previous test.

Once a commandompletion is received for the Device Sedét command, send a Get Log Page command
to LID 06h (Device Selfest).

Observable Results:

1. Verify that the first Device Seliest command, with STC=1bompletesvith status Abort
2. Verify that the second Desg Selftestcommandwith STC=Fh completessuccessfully
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3. Compare the Device Self Test Log received in steps 3 and 6 and verify that that the second received Device
Self Test Log contains a new log entry in the Newesti8stfResults Data Structure hetDevice Selfest
Log.

4. Verify that the second received Device SeHt Log has the Current Device Stelét Status field set to Oh.

5. Verify that all received responses have all Reserved fields set to 0.

Case 4:Aborted by Format NVM Command

TestProcedure:

1. Configure the Testing Station acting as a host to Check Bit 4 of the OACS field in the Identify Controller
Data Structure to determine if the DUT supports the Devicet&slitommand. If Bit 4 is not set to 1, this
test is not applicable.

1—Ensue that no Device Setest operation is currently in progress by sending Get Log Page with LID=06h to
the DUT. Check that Current Device S€Hst Operation field in the response is set to 0. If the Current
Device SelfTest Operation field is not set to Wait for the Device Selfest Operation to complete, and
send the Get Log Page with LID=06h again. Repeat until the Current Devie€eSelDperation field is

L e e

applicable

3. Configure the NVMe Host send a Get Log Page command to LID 06h (Deviee Sglf

4. Configure the NVMe Host to send Device Stelft commands with Namespe Test Action set to a valid
Namespace ID value, with STC set to 1h (Short deviceestioperation).

5. Before the Device Setest operation completes, send a Format NVM command with the name Namepace
ID as in the previous step.

6. Once a command completi is received for the Device Séffst command, send a Get Log Page command
to LID 06h (Device Selfest).

Observable Results:

1. Verify that the first Device Seliest command, with STC=1bpmpletesvith status Abort

2. Verify that the Format NVMcommandcompletesuccessfully

3. Compare the Device Self Test Log received in steps 3 and 6 and verify that that the second received Device
Self Test Log contains a new log entry in the Newesti8stfResults Data Structure hetDevice Selfest
Log.

4. Verify that the second received Device Selt Log has the Current Device Slét Status field set to Oh.

5. Verify that all received responses have all Reserved fields set to 0.

Case 5:Aborted by Controller Level Reset

Test Proceduse:

1. Configure the Testing Station acting as a host to Check Bit 4 of the OACS field in the Identify Controller
Data Structure to determine if the DUT supports the Devicet&€sltommand. If Bit 4 is not set to 1, this
test is not applicable.

+—Ensure that @ Device Selfest operation is currently in progress by sending Get Log Page with LID=06h to
the DUT. Check that Current Device S&Hst Operation field in the response is set to 0. If the Current
Device SelTest Operation field is not set to 0, wait fie Device SelfTest Operation to complete, and
send the Get Log Page with LID=06h again. Repeat until the Current DeviegeSeDperation field is

QEHSHFQ%ha{—ne—De%eée&speperaﬂem&eu#enﬂy—m—pFegress.

apphicable

3. Configure the NVMe Host send a Get Log Page command to LID 06h (DevieeSgIf

4. Configure the NVMe Host to send Device Stelét commands with Namesspe Test Action set to a valid
Namespace ID value, with STC set to 1h (Short deviceestioperation).

5. Configure the NVMe Host to perform a Controller Level Reset.
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6. Once a command completion is received for the Devicet&gltommand, send a Get LBgge command
to LID 06h (Device Sefest).

Observable Results:

1. Verify that the first Device Seliest command, with STC=1bpmpletewith status Abort

2. Verify that the Controller Level Resedmpletesuccessfully

3. Compare the Device Self Test Log reeel in steps 3 and 6 and verify that that the second received Device
Self Test Log contains a new log entry in the Newesti8stfResults Data Structure in the Device -8Bt
Log.

4. Verify that the second received Device Selt Log has the Currentebice Seltest Status field set to Oh.

5. Verify that all received responses have all Reserved fields set to 0.

Possible ProblemsNone known.
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Test 1.13i Abort Device Selftest Extended Operation(FYI, OF-FYI)

Purpose:To verify that an NVMe Controller can propegdgrform an abort on a Device S&dst Extended Operation

References:

[1] NVMe Specification 58, 8.11

Resource Requirements:

Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: December 14, 2017

Discussion:The Device Selfest command is used to start a devicetsaif operation or abort a device del$t
Operation. The device sekst operation is performed by the controller that the Devicet&tlEommanavas
submitted to.

Test Setup:SeeAppendix A

Case 1:Namespace Test Action = 00000000h, STC=2h (FYI, €¥YI)

Test Procedure:

1.

Configure the Testing Station acting as a host to Check Bit 4 of the OACS fieldlaetiidy Controller

Data Structure to determine if the DUT supports the Devicet&slicommand. If Bit 4 is not set to 1, this
test is not applicable.

1—Ensure that no Device Sa#st operation is currently in progress by sending Get Log Pagé \it6h to

the DUT. Check that Current Device S€Hst Operation field in the response is set to 0. If the Current
Device SelfTest Operation field is not set to 0, wait for the Device-$ebt Operation to complete, and
send the Get Log Page with LID=0&gain. Repeat until the Current Device Sadft Operation field is

QEnsaFe_&hameDeweeégéswperamm&eu#enﬂwnﬁmg#ess.

applicable

Configure the NVMe Host send a Get Log Page command to LID 06h (Deviee Sklf

Configure the NVMe Host to send a Device Selt command with Namespace Test Action set to
00000000h and STC set to 2h (Extended deviceestbperation).

Before the Device Setest operation completes, send a Device-f&slf command with Namespace Test
Action set to 00000000h and STC set to Fh (Abort deviceeslf, to the same controller as in the previous
test.

Once a command completion is receifedthe Device Selfest command, send a Get Log Page command
to LID 06h (Device Seffest).

Observable Results:

1.
2.
3.

4.
5.

Verify that the first Device Selest command, with STC=2bpmpletewith status Abort

Verify that the second Device Seistcommand with STC=Fh completessuccessfully

Compare the Device Self Test Log received in steps 3 and 6 and verify that that the second received Device
Self Test Log contains a new log entry in the Newestt8stfResults Data Structure in the Device -8Bt

Log.

Verify that the second received Device Selt Log has the Current Device Stelt Status field set to Oh.

Verify that all received responses have all Reserved fields set to 0.

Case 2:Test Action = 00000001HFFFFFFEh, STC=22h (FYI, OFFYI)

Test Procedue:
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1. Configure the Testing Station acting as a host to Check Bit 4 of the OACS field in the Identify Controller
Data Structure to determine if the DUT supports the Devicet&stlicommand. If Bit 4 is not set to 1, this
test is not applicable.

1—Ensurethat no Device Selfest operation is currently in progress by sending Get Log Page with LID=06h to
the DUT. Check that Current Device S&Hst Operation field in the response is set to 0. If the Current
Device SelfTest Operation field is not set to Oaivfor the Device Sellest Operation to complete, and
send the Get Log Page with LID=06h again. Repeat until the Current DeviegeSteDperation field is

QEnsurema{—ne—Deweesgl&epera%@ﬁ—nsremnﬁy—m—pmgress.

is not

applicable

3. Configure the NVMe Host send a Get Log Page command to LID 06h (Devieee SgIf

4. Configure the NVMe Host to send Device Selét commands with Namesjga€est Action set to a value
between 00000001h and FFFFFFFEh that represent a valid Namespace on the DUT, with STC set to 2h
(Extended device setést operation).

5. Before the Device Selst operation completes, send a Device-®@slf command with Nampace Test
Action set the same value as the previous step, and STC set to Fh (Abort devest)sédf the same con-
troller as in the previous test.

6. Once a command completion is received for the Devicet&gltommand, send a Get Log Page command
to LID 06h (Device Selfest).

Observable Results:

1. Verify that the first Device Seliest command, with STC=2bpmpletesvith status Abort

2. Verify that the second Device S¢dfstcommandwith STC=Fh completesuccessfully

3. Compare the Device Self Test Logreived in steps 3 and 6 and verify that that the second received Device
Self Test Log contains a new log entry in the Newestt8stfResults Data Structure in the Device Bt
Log.

4. Verify that the second received Device SeHt Log has the Clent Device Selfest Status field set to Oh.

5. Verify that all received responses have all Reserved fields set to 0.

Case 3:Test Action = FFFFFFFFh, STC=2h (FYI, OFFYI)

Test Procedure:

1. Configure the Testing Station acting as a host to Check Bit 4 @A@S field in the Identify Controller
Data Structure to determine if the DUT supports the Devicet&slicommand. If Bit 4 is not set to 1, this
test is not applicable.

1—Ensure that no Device Se#st operation is currently in progress by sending GetRamge with LID=06h to
the DUT. Check that Current Device S€Hst Operation field in the response is set to 0. If the Current
Device SelfTest Operation field is not set to 0, wait for the Device-Felt Operation to complete, and
send the Get Log Pageth LID=06h again. Repeat until the Current Device Selét Operation field is

0.Ensure that no-Device SaHst operation-is currently in-progress.

applicable

3. Configure the NVMe Host send a Get Log Page command to LID 06h (Deviee SgIf

4. Configure the NVMe Host to send Device Stelft commands with Namespace Test Action set to a value of
FFFFFFFFh, with STC set to 2h (Extended devicetssifoperation).

5. Before the Device Selst operation completes, send a Device-@sif command wh Namespace Test
Action set the same value as the previous step, and STC set to Fh (Abort devest)sédf the same con-
troller as in the previous test.

6. Once a command completion is received for the Devicet&glitommand, send a Get Log Page contma
to LID 06h (Device Selfest).

Observable Results:
1. Verify that the first Device Seliest command, with STC=2bpmpletesvith status Abort
2. Verify that the second Device Sé#fstcommandwith STC=Fh completessuccessfully
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Compare the Device Sélest Log received in steps 3 and 6 and verify that that the second received Device
Self Test Log contains a new log entry in the Newestt8stfResults Data Structure in the Device -8Bt

Log.

Verify that the second received Device Sebt Log hashe Current Device Setést Status field set to Oh.
Verify that all received responses have all Reserved fields set to 0.

Case 4:Aborted by Format NVM Command

Test Procedure:

1.

Configure the Testing Station acting as a host to Check Bit 4 of the OACS fiise Identify Controller

Data Structure to determine if the DUT supports the Devicet&slitommand. If Bit 4 is not set to 1, this
test is not applicable.

1—Ensure that no Device Sa#st operation is currently in progress by sending Get Log Page wittDBIDto

the DUT. Check that Current Device S€Hst Operation field in the response is set to 0. If the Current
Device SelfTest Operation field is not set to 0, wait for the Device-$ebt Operation to complete, and
send the Get Log Page with LID=06baén. Repeat until the Current Device SE#fst Operation field is

L e e

anlenble

Configure the NVMe Host send a Get Log Page command to LID 06h (Deviege Sglf

Configure the NVMe Host to send Device Stelft commands with Namespace Test Action set to a valid
Namespace ID value, with STC set to 2h (Extended devicgesetiperation).

Before the Device Selkst operation completes, send a Format NVM command with the name Namepace
ID as in the previous step.

Once a command completion is received for the Devicet&gltommand, send a Get Log Page command

to LID 06h (Device Selftest).

Observable Results:

1.
2.
3.

4.
5.

Verify that the first Device Seliest command, with STC=1bpmpletesvith status Abort

Verify that the Format NVMcommandcompletessuccessfully

Compare the Device Self Tdsbg received in steps 3 and 6 and verify that that the second received Device
Self Test Log contains a new log entry in the Newesti8stfResults Data Structure in the Device -8t

Log.

Verify that the second received Device Selit Log has th€urrent Device Selfest Status field set to Oh.
Verify that all received responses have all Reserved fields set to 0.

Possible ProblemsNone known.
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Test 1.14i NVMe-MI Send/Receive(FYI, OF-FYI)

Purpose: To verify that an NVMe Controller can propepgrform an NVMeMI Send and Receive operation

References:
[1] NVMe Specification 517, 5.18
[2] NVMe-MI Specification 5.5

Resource Requirements:
Tools capable of monitoring and decoding traffic on thévié interface.

Last Modification: February 5, 2018
Discussion:The NVMeMI Send command is used to transfer an NVMIeRequest Message to the controller.

NVMe-MI Receive command transfers an NVi# Response Message from the controller to the host
that corresponds to an NVMdl Request Message that was previously submitted to the controlle.

Refer to the NVM Express Management Interface (NWWI@ specification for the format and
servicing of the NVMeMI Request and Response Messages.

Test Setup:See Appendix A

Case 1:Request and Response (FYI, OFYI)

Test Procedure:

1. Check Bit 6 of the OACS field in the Identify Controller Data Structure. If Bit 6 is not set to 1, this test is not
applicable.

2. Configure the Testig Station to issuereNVMe-MI Send Command containingpainter to goroperly for-
matted NVMeMI Request folRead NVMeMI Data Structure with DTYP = 00hNVM Subsystem Infor-
mation.

3. Configure the Testing Station to issue an NVVMEReceive Command to rec&the NVMeMI Response
associated with the NVMBII Request in the previous step.

Observable Results:
1. Verify thatfor both the NVMeMI Send and Receive commarttiat a command completion queue entry is
posted to the Admin Completion Queue.
2. Verify that the Controllesent a properly formatted NVME&I Response to the NVM#I Request for Read
NVMe-MI Data Structure with DTYP = 00h NVM Subsystem Informationyith a properly formatted
NVM Subsystem Information data structure

Possible ProblemsNone known.
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Test 1.15 Directive Receiveldentify (FYI, OF-FYI)

Purpose: To verify that an NVMe Controller can propegegrform aDirectivesReceive operatian

References:
[1] NVMe Specification 3, 5.10, 9

Resource Requirements:
Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: November 26, 2018

Discussion:Directives is a mechanism to enable host and NVM subsystemntroller information exchange. The
Directive Receive command is used to transfer data related to a specific Directive Type from the controller to the host.
The Directive Send command is used to transfer data related to a specific Directive Tybe fiost to the controller.

Test Setup:SeeAppendix A

Case 1:Valid Receive(FYIl, OF-FYI)

Test Procedure:
1. Check Bit5 of the OACS field in the Identify Controller Data Structure. If Bi$ not set to 1, this test is ot fFormaned: Not Highlight

applicable.
2. _Configure the Testing Station to issu@uective ReceiveCommandwith Directive Type set to Identify
(00h) and the Directive Operation Ma set to Return parameters (Qldmd a valid NSID valye

Formatted: Numbered + Level: 1 + Numbering Style: 1, 2,
3, é + Start at: 1 + Alignment: Left + Aligned at: 0.25" +
Indent at: 0.5"

Formatted: Not Highlight

Observable Results:
1. Verify thatthe controller sent a Return Parameters [Htacture indicating that the identify Directiveris

Formatted: Not Highlight

support and enabled

(
(
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Case 2:Receivewith NSID=FFFFFFFFh (FYI, OF-FYI)

{ Formatted: Not Highlight
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Test Procedure:
1. Check Bit 5 of the OACS field in the Identify Controller Data Structure. If Bit 5 is not set to 1, this test\i\s\ no

applicable.

2. Configure the Testing Station to issue a Directive Receive Command with Directive Type set to Identiff Formatied: Numbered + Level: 1 + Numbering Style: 1, 2,

3, é + Start at: 1 + Alignment: Left + Aligned at: 0.25" +

(00h) and the Directive Operation Value set to Return parameters (01h), and a NSID value of FFEFFFFF| Indent at. 0.5
Observable Results: ‘ [ Formatted: Font color: Auto
1. Verify thatthe Directive Reeive command completes with status Invalid Field in Command. ha (Formatted: Not Highlight
- [ Formatted: Numbered + Level: 1 + Numbering Style: 1, 2,
Possible ProblemsNone known. 3,é + Start at: 1 + Alignment: Left + Aligned at: 0.25" +
Indent at: 0.5"
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Test 1.16/ Directive SendEnable Directive (FYI, OF-FYI)

Purpose: To verify that an NVMe Controller can propegerform a Directives Send operation

References:
[1] NVMe Specification %, 5.10, 9

Resource Requirements:
Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: November 26, 2018

Discussion:Directives is a mechanism to enable host and N&/iidsystem or controller information exchange. The
Directive Receive command is used to transfer data related to a specific Directive Type from the controller to the host.
The Directive Send command is used to transfer data related to a specific Dinggé\feoh the host to the controller.

Test Setup:SeeAppendix A

Case 1:Valid Send(FYI, OF-FYI)

Test Procedure:

1. Check Bit5 of the OACS field in the Identify Controller Data Structure. If Bit 5 is not set to 1, this teskis not
applicable.

2. Configure the Testing Station to issu®mective ReceiveaCommandwith Directive Type set to Identify
(00h) and the Directive Operation Me set to Return parameters (Qldmd a valid NSID value

3. Check theReturnParameters Data Structure if the Streams Directive is supported. If the Streams Directive
is not supported this test is not applicable.

4. If the Streams Directive is supportehd not enabledhe Testing Station should perform a Directfend
with operaion Enable Directive (01hnd DTYPE set to Streams ()1 and ENDIR set to 1.

5. If the Streams Directive is supported, and enabled, the Testing Station should perform a Directive Send vj Formatted: Numbered + Level: 1 + Numbering Style: 1, 2, ‘

3,é + Start at: 1 + Alignment: Left + Aligned at: 0.25" +
Indent at: 0.5"

Formatted: Numbered + Level: 1 + Numbering Style: 1, 2, ‘

operation Enable Directive (01h) and DTYPE set to Streams (0IhEMDIR set ta). Next, the Testing 3,é + Start at: 1 + Alignment: Left + Aligned at: 0.25" +
Station should perform a Directive Send with operation Enable Directive (01h) and DTYPE set to Strean_Indent at: 0.5"
(01h), and ENDIR set to 1. fFormatted: Font color: Auto ]

Observable Results:
1. Verify that the controller sent a Return Parameters Batacture indicating that the identify Directive is

support and enabled
2. Verify that each of the Directives Send comman

3,é + Start at: 1 + Alignment: Left + Aligned at: 0.25" +
Indent at: 0.5"

Formatted: Numbered + Level: 1 + Numbering Style: 1, 2, ’S

Case 2:Send to Enable Identify(FYI, OF -FYI)

Test Procedure:
1. Check Bit5 of the OACS field in the Identify Controller Data Structure. If Bit 5 is not set to 1, this test is not
applicable.
2. Configure the Testing Station to issu®mective ReceiveaCommandwith Directive Type set to Identify
(00h) and the Directive Operation Me set to Return parameters (Qldmd a valid NSID value
3. Check the Return Parameters Data Structure if the Streams Directive is supported. If the Streams Directive
is not supported this test is not applicable.
4. The Testing Station should perform a Directive Send with operation Enable Directive (01h) and DTYPE se
to Identify (00h), and ENDIR set to 1. {Formatted: Font color: Auto ]

-

{Formatted: Indent: Left: 0.5, No bullets or numbering ]

Case 3:Send to Enable Unsupported Directive (FYI, OFFYI)
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Test Procedure:

1. Check Bit5 of the OACS field in the Identify Controller Data Structure. If Bit 5 is not set to 1, this teskis not
applicable.

2. Configure the Testing Station to issu®gective ReceiveCommandwith Directive Type set to Identify
(00h) and the Directive Operation Ma set to Return parameters (Qldmd a valid NSID value

3. Check the Return Parameters Data Structure if the Streams Directive is supported. If the Streams Directive
is supported this test is not applicable.

4. The Testing Station should perform a Direetend with operation Enable Directive (01h) and DTYPE set
to Streams (01h), and ENDIR set to 1.

3, é + Start at: 1+ Alignment: Left + Aligned at: 0.25" +
Indent at: 0.5"

Formatted: Numbered + Level: 1 + Numbering Style: 1, 2, ‘

Observable Results:
1. Verify that the DirectiveSendcommand completes with status Invalid Field in Command. -«

3, é + Start at: 1 + Alignment: Left + Aligned at: 0.25" +
Indent at: 0.5"

Formatted: Numbered + Level: 1 + Numbering Style: 1, 2, ‘

Possible ProblemsNone known.
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Group 2: NVM Command Set
Overview:

This section describes a method for performing conformance verification for NVMe products implementing the NVM
Command Set.

Notes:

The preliminary draft descriptions for the tests defined in this group are considered complete, and the tests are pending
implementation (during which time additional revisions/modifications are likely to occur).
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Test 2.1i Compare Command (M, OF-FYI)

Purpose: To verify that aa NVMe Controllercan properly execute the Compacenmand.

References:
[1] NVMe Specification 6

Resource Requirements:
Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: November28, 2017

Discussion:The Compare command reads tbgical blocks specified by the command from the medéunch com-
pares the dateadto a comparison data buffeansferred as part of the commatidhe data read from theontroller

and the comparison dabaiffer are equivalent with no miscompares, then the command completes succdésfully.
there is any miscompare, the command completesamitrorof Compare Failurelf metadata is provided, then a
comparison islao performed for the metadata.

The commnd use€€ommand Dword 10, Command Dword 11, Command Dword 12, Command Dword 14, and
Command Dword 18f the command uses PRPs for the data transfer, then the Metadata, FRiRReEntry 1, and

PRP Entry 2 fields are usdfithe command uses SGLs for tthata transfer, then the Metadata SGL Segment Pointer
and SGL Entry 1 fields are usell other commandspecificfields are reserved.

Test Setup:SeeAppendix A

Case 1:Valid SLBA (M, OF-FYI)

Test Procedure:
1. Check the ONCS field of the Identify Controller Data structure to determine if the DUT supports the Compare
command. If the command is not supported this test is not applicable.
2. Configure the NVMe Host to issue a Write comméamthe controllein order b write a known sequende
the LBA 0000
3. Configure the NVMe Host to issieeCompareommandcomparing the known sequence to (tfeA 0000h
written to in Step 1

Observable Results:
1. Verify that after the completion of each command, the controller pasimpletion queue entry to the ap-
propriate Completion Queue indicating the status for the command.
2. Verify that the Compare command complesescessfully

Case 2:SLBA Out of Range(M, OF-FYI)
Test Procedure:
1. Check the ONCS field of the Identify Controller Data structure to determine if the DUT supports the Compare
command. If the command is not supported this test is not applicable.
2. Configure the NVMe Host to issue a Write command to the controller in ardeitea known sequende
the LBA 0000h.
4. Configure the NVMe Host to issue a Compare commtanah SLBA which is out of range of the DUT,
comparing the known sequence to It 0000hwritten to in Step 1

Observable Results:
1. Verify that the Compare command completéth statuscode LBA Out of Range (80h).

Case 3:SLBA In Range, NLB Goes out of rangegM, OF-FY])
Test Procedure:
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1. Check the ONCS field of the Identify Controller Data structure to determine if the DUT supports the Compare
command. If the command is not supported this test is not applicable.
2. Configure the NVMe Host to issue a Write command to the controller in ardeitea known sequende
the LBA 0000h.
3. Configure the NVMe Host to issueGomparecommand to the controller to an SLBA whighin range of
the DUT, but an NLB value that will push the Compare Command pasizthef the namespaoceomparing
the knownsequence to tHeBA 0000hwritten to in Step 1.

Observable Results:
1. Verify that the Compare command completes with status code LBA Out of Range (80h).

Case 4:SLBA Out of Range, NLB > MDTS (M, OF-FY])

Test Procedure:

1. Check the ONCS field of the Identify Controller Data structure to determine if the DUT supports the Compare
command. If the command is not supported this test is not applicable.

2. Configure the NVMe Host to issue a Write command to the controller in ardeitea known sequende
the LBA 0000h.

3. Configure the NVMe Host to issueGomparecommand to the controlleomparing the known sequence to
theLBA 0000hwritten to in Step 1to an SLBA which out of range of the DUT, and an NLB which is greater
than MDTS. If MDTS is set to zer¢unlimited), then this testaseis not applicable.

Observable Results:
1. Verify that the Compare command completes witrerrorstatus cod. The DUT can report any error status
code.

Case 5:SLBA Out of Range, but Lower Dword =0000000QM, OF-FY1)
Test Procedure:
1. Check the ONCS field of the Identify Controller Data structure to determine if the DUT supports the Compare
command. If the command is not supported this test is not applicable.
2. Configure the NVMe Host to issue a Write command to the controller in ardeitea known sequende
the LBA 0000h.
3. Configure the NVMe Host to issueGomparecommand to the controlleomparing the known sequence to
the LBA 0000hwritten to in Step 1with an SLBA of FFFFFFFF00000000h ,which, when read as a 64 bit
value is oubf range of the DUT, and an NLB which is less than MDTS.

Observable Results:
1. Verify that the Compare command completes with status code LBA Out of Range (80h).

Case 6:Invalid Namespace ID(M, OF-FY])
Test Procedure:
1. Check the ONCS field of the Identify Coalier Data structure to determine if the DUT supports the Compare
command. If the command is not supported this test is not applicable.
2. Configure the NVMe Host to issue a Write command to the controller in order tcaviiitewn sequende
the LBA 0000h.
3. Configure the NVMe Host to issueGomparecommand to the controlleomparing the known sequence to
the LBA 0000hwritten to in Step 1 specifying an Invalid NSiDutside of the controller specified range
defined by NN (Number of Namespaces). If NN is the maximum possible value (OXFFFFFFFF) this sub test
cannot be performed

Observable Results:
1. Verify that the Compare command completes with status code IriNaii@space or Formg0Bh).
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Possible ProblemsNone.
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Test 2.2i Dataset Management CommandM, OF-FY])

Purpose To verify that @ NVMe Controllercan properly execute the Dataset Managercemimand.

References:
[1] NVMe Specification 67

ResourceRequirements:
Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: Nevember28-20INovember 26, 2018

Discussion:The Dataset Management command is used by the host to indicate attributes for ranges of logical block
This includes attributes like frequency that data is read or written, access size, and other information that may be used
to optimize performance and reliabilitfhis command is advisory; a compliant controller may choose to take no
action based on infmation provided.

The command useBommand Dword 10 and Command Dword 11 fielfisthe command uses PRPs for the data
transfer, then the PRP Entry 1 and PRP Entry 2 fields are lfiskd.command uses SGLs for the data transfer, the
SGL Entry 1field is used All other command specific fields are reserved.

The data that the Dataset Management command provides is a list of ranges with context aBatiutesige con-
sists of a starting LBA, a length of logical blocks that the ramgesists of and the context attributes to be applied to
that rangeThe definition of the Dataset Management command Range field is specifietdl@bFables. The max-
imum case of 256 ranges is shown.

Table 567 Dataset Management Command Range Definition

03:00 Context Attributes
Range 0 07:04 Length in logical blocks|
15:08 Starting LBA
19:16 ContextAttributes
Range 1 23:20 Length in logical blocks|
31:24 Starting LBA

é

4083:4080 Context Attributes
Range 255| 4087:4084| Length in logical blocks|
4095:4088 Starting LBA

Test Setup:See Appendix A

Case 1:Basic Operation(M, OF-F¥4)

Test Procedure:
1. Check the ONCS field of the Identify Controller Data structure to determine if the DUT supports Dataset
Management. If the command is not supported this testtiapplicable.
2. Configure the NVMe Host to issue the Dataset Management command that indicates attributes for ranges of
logical blocks.

Observable Results:
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1. Verify that after the completion of the command, the controller posts a completionenigu® the asso-
ciated 1/0 Completion Queue indicating the status for the command.

Case 2:Deallocate(M, OF-F¥)

The Dataset Management command may also be used to deallocate ranges of logical blocks by setting the Attribute

i Deallocate (AD) field of CommandWpo r d 1 When the abritréller receives a Dataset Management com-

mand with the AD field set t olfardadqccuistoadeallpcatddeamdelttec at e al | provided ranges.
controller shall return all zeros, all ones, or the last data wiitt¢he associated LBAY. the deallocated or unwrit-

ten logical block error is enabled and a read occurs to a deallocated range, then the read shall fail with the Unwritten

or Deallocated Logical Block status code.

An LBA that has been deallocated usthg Dataset Management command is no longer deallocated when the LBA
is written.Read operations do not affect the deallocation status of an TiAvalue read from a deallocated LBA
shall be deterministic; specifically, the value returned by subsecged of that LBA shall be the same until a

write occurs to that LBA.

Test Procedure:

1. Check the ONCS field of the Identify Controller Data structure to determine if the DUT supports Dataset
Management. If the command is not supported this test is notalpleli

2. Configure the NVMe Host to issue a Write command to write a known data patterrctmttadler.

3. Configure the NVMe Host to issieDataset Management commawih the Attributei Deallocate (AD)
field set to 616 and speci f yiorthgcontrbller same LBA range written to in step

4. Configure the NVMe Host to issue a Read command to read the same LBA range written t@.in step

5. Configure the NVMe Host to issue another Read commatitetoontroller in order toead the same LBA
range written to in step.

6. Configure the NVMe Host to issue a Write command to write a known data p@tterdifferent than the
data pattern used ineft2) to thecontrollerspecifying the same LBA range previously deallocated.

7. Configure the NVMe Host to issue a Read commarttieccontroller in order toead the same LBA range
written to in steg®.

Observable Results:

1. Verify that after the completioof each command, the controller posts a completion queue entry to the asso-
ciated 1/0 Completion Queue indicating the status for the command.

2. Verify that the data returned by the controller from the Read comimastdp4 is either all zeros, all ones,
or the data written to the associated LBA in s2ep

3. Verify that the data returned by the controller from the Read command i% sejplentical to the data
returned by the controller from the Read command intep

4. Verify that the data returned by the controller from the Read command 7 stafthes the data written in
step6.

Case 3:DeallocateOut of Range(M, OF-FY1)
Test Procedure:
1. Check the ONCS field of the Identify Controller Data structure to determine if the DUT supports Dataset
Management. If the command is not supported this test is not applicable.
2. Configure the NVMe Host to issue a Dataset Management command with the Afiribetélocate (AD)
field set to 616 and specifying an out of Range LBA range value.

Observable Results:
1. Verify that after the completion of each command, the controller posts a completion queue entry to the asso-
ciated 1/0O Completion Queue indicating status for the command, and the Dataset Management command
completes with status LBA out of Range (80h).

Case 4:NR Value is Maximum (M, OF-FYI)
Test Procedure:
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1. Check the ONCS field of the Identify Controller Data structure to determine if the DUT supports Dataset
Management. If the command is not supported this test is not applicable.

2. Configure the NVMe Host to issue a Dataset Management command wiNlatfiteerof RangegNR) field
set toall 6 d6s.

Observable Results:
1. Verify thatthe command completes successfully.
Case 5:Correct Range DeallocatedM, OF-F¥4)

Test Procedure:
1. Check the ONCS field of the Identify Controller Data structure to determine if the DUT rsiijmdaset
Management. If the command is not supported this test is not applicable.
2. Write a known data pattern (e.g. OAAAAO) to three consecutive LBAs.
3. Configure the NVMe Host to issue a Dataset Management command with the Aftribatdlocate (AD)
fiel d set t o dhe hiddenRBA ofsthe &RAIWfitten imstep. 1
4. Perform a READ operation to each of the three LBAs.

Observable Results:
1. Verify thatthe Dataset Management command completes successfully.
2. Verify that the data returned ftite READ command to the first and third LBAs is the known data pattern in
step 1
3. Verify that the data returned from the READ operation to the second LBA is either all zeros, all ones, or the
known data pattern from step 1.

b [Formatted: List Paragraph, Indent: Left: 0.5" J

Case 6:DeallocateMultiple Ranges (FY1, OF-FYI)

The Dataset Management command may also be used to deallocate ranges of logical blocks by setting the Attribute

iDeall ocate (AD) field of Command Dword 11 to 616. When the controller re
mand with the AD field sebt 6 1 6 , it may deall ocate all provided ranges. | f a read occur s
controller shall return all zeros, all ones, or the last data written to the associated LBA. If the deallocated or unwrit-

ten logical block error is enabled and adreacurs to a deallocated range, then the read shall fail with the Unwritten

or Deallocated Logical Block status code.

An LBA that has been deallocated using the Dataset Management command is no longer deallocated when the LBA
is written. Readperations do not affect the deallocation status of an LBA. The value read from a deallocated LBA
shall be deterministic; specifically, the value returned by subsequent reads of that LBA shall be the same until a
write occurs to that LBA.

Test Procedure:
1. Check the ONCS field of the Identify Controller Data structure to determine if the DUT supports Datasj Formatted: Numbered + Level: 1 + Numbering Style: 1, 2,

Management. If the command is not supported this test is not applicable. 3,é + Start at: 1+ Alignment: Left + Aligned at: 0.25" +
2. Configure the NVMe Host to issue a Write command to write a known data pat@mange of LBAS in Indent at: 0.5"
the controller.
3. Configure the NVMe Host to issue a Dataset Management command with the AfiriDastlocate (AD)
field set t o3sedade samallelBA nngesiithinythe single larger LBAange written to
in step? to the controllerThe total capacity of the 3 smaller LBA rangbswd be less than the capacity of
the larger LBA range written in step 2, suchttbart of the larger rangs not affected by the Dataset Man-
agement command
4. Configure the NVMe Host to issue a Read command to read the same LBA range written t8.in step
5. Configure the NVMe Host to issue another Read command to the controller in order to read the same LBA
rangewritten to in stef?.
6. Configure the NVMe Host to issue a Write command to write a known data pattern (but different than the
data pattern used in st@pto the controller specifying the same LBA range previously deallocated.
7. Configure the NVMe Host to $sle a Read command to the controller in order to read the same LBA range

written to in stegs.

3 b [Formatted: Normal, No bullets or numbering J

UNHi IOL NVMe Testing Service 90 NVMe Conformance TeSuitev10v110
©2018 UNH IOL



University of New Hampshire InterOperability LaboratdridVMe Conformance Test Suite

Observable Results:

1.

Verify that after the completion of each command, the controller posts a completion gueue entry to the asso-

2.

ciated I/O Completion Quelrdicating the status for the command.
Verify that the data returned by the controller from the Read command i4 ist&jither all zeros, all ones,

3.

or the data written to the associated LBA in fep
Verify that the data returned by the controller frttee Read command in stépis identical to the data

4.

returned by the controller from the Read command in4tep
Verify that the data returned by the controller from the Read command i stafches the data written in

Possible ProblemsFhi

step6.

strueturdlone
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Test 2.3i Read Command(M, OF-FYI)

Purpose To verify that @ NVMe Controllercan properly execute the Reammmand.

References:
[1] NVMe Specification 60, 9.4

Resource Requirements:
Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: Novembe r 14, 2017

Discussion:The Read command reads data and metadata, if applicable, from the NVM controfierlfBAs indi-
cated. The command may specify protection information to be checked as part of the read operation.

The command use8ommand Dword 10, Command Dwotd, Command Dword 12, Command Dword 13, Com-
mand Dword 14, and Command Dword 15 fielfishe command uses PRPs for the data transfer, then the Metadata
Pointer, PRP Entry 1, and PRP Entry 2 fields are u$ale command uses SGLs for the data transfer, then the
Metadata SGL Segment Pointer and SGL Entry 1 fields are usedpported, this & may be performed using 4k
sector sizes.

Regarding the reporting of error status codes, the NVMe specification sta
queue entry should indicate an Internal Error status code (if multiple error condiistighe lowest numerical

value is returned). o

Test Setup:SeeAppendix A

Case 1:Valid Read, LR=0, FUA=0 (M, OF-F¥)
Test Procedure:
1. Configure the NVMe Host tissue a Write command tbe controller in order tarite a known data pattern
to one LBA on théN\VMe Device
2. Configure the NVMe Host tessue a Read command to the controller in ordee&d from the same LBA
which was writterto in stepl, with LR=0, FUA=0.
3. Verify that all received responses have all Reserved fields set to 0.

Observable Results:
1. Verify that after the completion @achcommand, the controller posts a completion queue entry to the asso-
ciated 1/0 Completion Queue indicating the statugfercommand.
2. Verify that the knowrdatapattern was read correctly from the NVMe Device exactly as it was written.

Case 2:SLBA Out of Range(M)

Test Procedure:
1. Configure the NVMe Host to issue an Identify command to the NVMe Controller specifying CN®%alue
in order to retrieve the Identify Controller data structure.
2. Configure the NVMe Host to issue a Read command to the controller to an SLBA which is out of range of
the DUT.

Observable Results:
1. Verify that theREAD command completes with status code LBAt of Range (80h).

Case 3:SLBA In Range, NLB Goes out of rang€M, OF-F¥4)
Test Procedure:

UNHIi IOL NVMe Testing Service 92 NVMe Conformance TeSuitevtov110
©2018 UNH IOL



University of New Hampshire InterOperability LaboratdridVVMe Conformance Test Suite

1. Configure the NVMe Host to issue an Identify command to the NVMe Controller specifying CNS value 01h
in order to retrieve the Identify Controller data structure.

2. Configure the NVMe Host to issue a Read command to the controller to an SLBA which in range of the
DUT, but an NLB value that will push the Read Command past the capacity of the DUT.

Observable Results:
1. Verify that theREAD command completes witltatus code Ivalid Field (02h) when the NLB value specifies
a value that exceeds MDTS.
2. If NLB is out of range and does not exceed MDTS, verify that the READ command completes with status
code LBA Out of Range (0x80).

Case 4:SLBA Out of Range, NLB > MDTS (M, OF-FYI)
Test Procedure:
1. Check the MDTS value reported by the DUT in the Identify Controller Data Structure. If MDTS is set to 0
(i.e. unlimited) then this test is not applicable.
2. Configure the NVMe Host to issue an Identify command to the NVMe Controller spgcii$s value 01h
in order to retrieve the Identify Controller data structure.
3. Configure the NVMe Host to issue a Read command to the controller to an SLBA which is out of range of
the DUT, and an NLB which is greater than MDTS.

Observable Results:
1. Verify that theREAD command completes with status cadeitherinvalid Field (02hpr LBA out of Range
(80h).

Case 5:SLBA Out of Range, but Lower Dword = 0000000QM )

Test Procedure:
1. If an SLBA of FFFFFFFF00000000h is within range of the DUT, then thisstest applicable.
2. Configure the NVMe Host to issue an Identify command to the NVMe Controller specifying CNS value 01h
in order to retrieve the Identify Controller data structure.
3. Configure the NVMe Host to issue a Read command to the controller withBh of FFFFFFFF00000000h
,which, when read as a 64 bit value is out of range of the DUT, and an NLB which is less than MDTS.

Observable Results:
1. Verify that theREAD command completes with status code LBA Out of Range (80h).

Case 6:Invalid Namespace ID(M, OF-FY¥4)

Test Procedure:

1. Check the NN Value in the Identify Controller Data Structure. If NN is set to OXFFFFFFFF, then this test Is
not applicable.

2. Configure the NVMe Host to issue an Identify command to the NVMe Controller specifying CNS value 01h
in order to retrieve the Idefit Controller data structure.

3. Configure the NVMe Host to issue a Read command to the controller to the LBA 0000h.

4. Configure the NVMe Host to issueREAD command to the NVMe Controller specifying an Invalid NSID
outside of the controller specified range defined by NN (Number of Namespaces).

Observable Results:
1. Verify that theREAD command completes with status code InvAlaimespace or ForméBh).

Case 7:Invalid Namespace ID and SLBA Out of Rang€M, OF-F¥4)

TestProcedure:
1. Check the NN field in the Identify Controller Data Structure. If NN is the maximum possible value
(OXFFFFFFFF) this sub test cannot be performed
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2. Configure the NVMe Host to issue an Identify command to the NVMe Controller specifyiny&XsS01h
in order to retrieve the Identify Controller data structure.

3. Configure the NVMe Host to issue a Read command to the controller to the LBA 0000h.

4. Configure the NVMe Host to issue a Read command to an invalid Namespace ID with an SLBA value that
is beyond the capacity of the DUThe READ commando the NVMe Controller specifying an Invalid
NSID outside of the controller specified range defined by NN (Number of Namespaces).

Observable Results:
1. Verify that theREAD command completes with status caxfesitherinvalid Namespace or FormédBh),
or LBA Out of Range (80h)

Case 8:Valid Read, LR=0, FUA=1 (M, OF-F¥#)
Test Procedure:
1. Configure the NVMe Host to issue a Write command to the controller in order to write a katanpattern
to one LBA on the NVMe Device.
2. Configure the NVMe Host to issue a Read command to the controller in order to read from the same LBA
which was written to in step, with LR=0, FUA=1.
3. Verify that all received responses have all Reserved fields set to 0.

Observable Results:
1. Verify that after the completion of each command, the controller posts a completion queue entry to the asso-
ciated 1/0 Completion Queue indicating the status foctimemand.
2. Verify that the known data pattern was read correctly from the NVMe Device exactly as it was written.

Case 9:Valid Read, LR=1, FUA=0(M, OF-F¥)
Test Procedure:
1. Configure the NVMe Host to issue a Write command to the controller in order to write a kiatavpattern
to one LBA on the NVMe Device.
2. Configure the NVMe Host to issue a Read command to the controller in order to read from the same LBA
which was written to in step, with LR=1, FUA=0.
3. Verify that all received responséave all Reserved fields set to 0.

Observable Results:
1. Verify that after the completion of each command, the controller posts a completion queue entry to the asso-
ciated 1/0O Completion Queue indicating the status for the command.
2. Verify that theknown data pattern was read correctly from the NVMe Device exactly as it was written.

Case 10Valid Read, LR=1, FUA=1(M, OF-F¥})
Test Procedure:
1. Configure the NVMe Host to issue a Write command to the controller in order to write a known data pattern
to one LBAon the NVMe Device.
2. Configure the NVMe Host to issue a Read command to the controller in order to read from the same LBA
which was written to in step, with LR=1, FUA=1.
3. Verify that all received responses have all Reserved fegti® 0.

Observable Results:
1. Verify that after the completion of each command, the controller posts a completion queue entry to the asso-
ciated 1/0 Completion Queue indicating the status for the command.
2. Verify that the known data pattern was read ailydrom the NVMe Device exactly as it was written.

Case 11:Valid READ, Invalid PRP Address Offset(M)

Test Procedure:
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1. Configure the NVMe Host to read tRC.MPS register
2. Configure the NVMe Host to issueREAD command to the controller withfiast PRP List Entry that is not
QWord aligned.

Observable Results:
1. Verify that the transmitteBREAD commangcaused the controller to return an errofiRP Offset nv al i d o

Possible ProblemsNone.
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Test 2.4i Write Command (M, OF-FYI)

Purpose To verify that @ NVMe Controllercan properly execute thrite command.

References:
[1] NVMe Specification 614, 9.4

Resource Requirements:
Tools capable of monitoring and decoding traffic on the N\iiMerface.

Last Modification: November 14, 2017

Discussion:The Write command writes data and metadata, if applicable, to the NVM controller for the logical blocks
indicated. The host may also specify protection information to include as part of tagaper

The command use8ommand Dword 10, Command Dwotd, Command Dword 12, Command Dword 13, Com-
mand Dword 14, and Command Dword 15 fielfisthe command uses PRPs for the data transfer, then the Metadata
Pointer, PRP Entry 1, and PRP Entry 2 fields asedIf the command uses SGLs for the data transfer, then the
Metadata SGL Segment Pointer and SGL Entry 1 fields are liseghported, this test may be performed using 4k
sector sizes.

Regarding the reporting of error status codes, the NVMe spexifii on st at es: AThe status
queue entry should indicate an Internal Error status code (if multiple error conditions exist, the lowest numerical
value is returned). o

Test Setup:SeeAppendix A

Case 1:Valid Write, LR=0, FUA=0 (M, OF-F¥)
Test Procedure:
1. Configure the NVMe Host to issue a Write command to the controller in order to write a known data pattern
to one LBA on the NVMe Devicevith LR=0,FUA=0.
2. Configure the NVMe Host to issue a Read command to the controller in order to read from the same LBA
which was written to in step.
3. Verify that all received responses have all Reserved fields set to 0.

Observable Results:
1. Verify that after the completion of each command, the controller posts a completion queue entry to the asso-
ciated 1/0 Completion Queue indicating the status for the command.
2. Verify that the known data pattern was read correctly from the NVMe Device egadtlwas written.

Case 2:SLBA Out of Range(M, OF-FYI)
Test Procedure:
1. Configure the NVMe Host to issue an Identify command to the NVMe Controller specifying CNS value 01h
in order to retrieve the Identify Controller data structure.
2. Configure the NVMe Host to issué/fdrite commandwith a known data patterto an SLBA which is out of
range of the DUT.

Observable Results:
1. Verify that theWrite command completes with status code LBA Out of Range (80h).

Case 3:SLBA In Range, NLB Goes out ofrange (M, OF-FY])
Test Procedure:
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1. Configure the NVMe Host to issue an Identify command to the NVMe Controller specifying CNS value 01h
in order to retrieve the Identify Controller data structure.

2. Configure the NVMe Host to issué/drite command with a known data pattexman SLBA which in range
of the DUT, but an NLB value that will push tii¢rite Command past the capacity of the DUT.

Observable Results:
1. Verify that theWRITE command completesith gatus code Invalid Field (02h) when the NLB value spec-
ifies a value that exceeds MDTS.
2. If NLB is out of range and does not exceed MDTS, verify that the WRITE command completes with status
code LBA Out of Rangedk80) or Capacity Exceeded (0x81).
3.

Case 4:SLBA Out of Range, NLB > MDTS (M, OF-FY])

Test Procedure:
1. Check the MDTS value reported by the DUT in the Identify Controller Data Structure. If MDTS is set to 0
(i.e. unlimited) then this test is not applicable.
2. Configure the NVMe Host to issue an Ideptitbmmand to the NVMe Controller specifying CNS value 01h
in order to retrieve the Identify Controller data structure.
3. Configure the NVMe Host to issué/fdrite command with a known data patteman SLBA which is out of
range of the DUT, and an NLB whichigreater than MDTS.

Observable Results:
Verify that theWrite command completes with status cadeitherinvalid Field (02h)or LBA out of Range (80h)
Case 5:SLBA Out of Range, but Lower Dword = 0000000QM, OF-FY1)

Test Procedure:

1. Configure the NVMe Hago issue an Identify command to the NVMe Controller specifying CNS value 01h
in order to retrieve the Identify Controller data structure.

2. Configure the NVMe Host to issue Write command with a known data pattemith an SLBA of
FFFFFFFFO0000000h ,whictvhen read as a 64 bit value is out of range of the DUT, and an NLB which is
less than MDTS.

3.

Observable Results:
1. Verify that theWrite command completes with status code LBA Out of Range (80h).

Case 6:Invalid Namespace ID(M, OF-FYI)
TestProcedure:
1. Configure the NVMe Host to issue an Identify command to the NVMe Controller specifying CNS value 01h
in order to retrieve the Identify Controller data structure.
2. Configure the NVMe Host to issueVilrite command with a known data pattetm,an nvalid Namespace
ID. The Write commando the NVMe Controlleshouldspecify an Invalid NSIDoutside of the controller
specified range defined by NN (Number of Namespaces). If NN is the maximum possible value
(OXFFFFFFFF) this sub test cannot be performed

Observable Results:
1. Verify that theWrite command completes with status code InvAlamespace or ForméiBh).

Case 7:Invalid Namespace ID and SLBA Out of Rang€M, OF-FYI)

Test Procedure:
1. Check the NN field in the Identify Controller Data Structure. If NiNthe maximum possible value
(OXFFFFFFFF) this sub test cannot be performed
2. Configure the NVMe Host to issue an Identify command to the NVMe Controller specifying CNS value 01h
in order to retrieve the Identify Controller data structure.
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3. Configure the NVMe Host to issueVdrite command with a known data pattetm,an invalid Namespace
ID with an SLBA value that is beyond the capacity of the DUie Write commantb the NVMe Controller
should specify an Invalid NSIDoutside of the contrt@r specified range defined by NN (Number of
Namespaces).

Observable Results:
1. Verify that theWrite command completes with status cadeitherinvalid Namespace or ForméiBh), or
LBA Out of Range (80h).

Case 8:Valid Write, LR=0, FUA=1 (M, OF-F¥)
Test Procedure:
1. Configure the NVMe Host to issuevérite command with a known data patteimthe controller in order to
write a known data pattern to one LBA on the NVMe Dewi¢éh LR=0, FUA=1.
2. Configure the NVMe Host to issue a Read command to the camtinlbrder to read from the same LBA
which was written to in step.
3. Verify that all received responses have all Reserved fields set to 0.

Observable Results:
1. Verify that after the completion of each command, the controlle¢s osompletion queue entry to the asso-
ciated 1/0 Completion Queue indicating the status for the command.
2. Verify that the known data pattern was read correctly from the NVMe Device exactly as it was written.

Case 9:Valid Write, LR=1, FUA=0 (M)
Test Procedure:
1. Configure the NVMe Host to issue\drite command with a known data patteimthe controller in order to
write a known data pattern to one LBA on the NVMe Dewvigigh LR=1, FUA=0.
2. Configure the NVMe Host to issue a Read command to the controller in ordsad from the same LBA
which was written to in step.
3. Verify that all received responses have all Reserved fields set to 0.

Observable Results:
1. Verify that after the completion of each command, the controller posts a camgietue entry to the asso-
ciated 1/0 Completion Queue indicating the status for the command.
2. Verify that the known data pattern was read correctly from the NVMe Device exactly as it was written.

Case 10:valid Write, LR=1, FUA=1 (M, OF-F¥)
TestProcedure:
1. Configure the NVMe Host to issue a Write commauith a known data pattertn the controller in order to
write a known data pattern to one LBA on the NVMe Dewvigigh LR=1, FUA=1.
2. Configure the NVMe Host to issue a Read command to the camtiolbrder to read from the same LBA
which was written to in step.
3. Verify that all received responses have all Reserved fields set to 0.

Observable Results:
1. Verify that after the completion of each command, the controlles osompletion queue entry to the asso-
ciated 1/0 Completion Queue indicating the status for the command.
2. Verify that the known data pattern was read correctly from the NVMe Device exactly as it was written.

Case 11:Write with Invalid PRP Address Offset(M)

TestProcedure:
1. Configure the NVMe Host to read tC.MPS register
2. Configure the NVMe Host to issuevdrite command to the controller withfiast PRP List Entry that is not
QWord aligned.
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Observable Results:
1. Verify that the transmittetiVrite commangcaused the controller to return an errofifdRP Offsel nv al i d o

Possible ProblemsNone.
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Test 2.51 Write Uncorrectable Command (M, OF)

Purpose To verify that @ NVMe Controllercan properly execute thrite Uncorrectableommand.

References:
[1] NVMe Specification 6.5

Resource Requirements:
Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: August 29, 2017

Discussion:The WriteUncorrectable command is used to markrage of logical blockas invalid. When the speci-
fied logical blocks(sgre read after this operation, a failure is returned with Unrecovered Read Error status. To clear
the invalidlogical blockstatus, a write opationis performedor those logical blocks.

The fields used are Command Dword 10, Command Dword 11, and Command Dword 12 fields. Abhrothand
specific fields are reserved

Test Setup:SeeAppendix A

Case 1:SLBA In Range, NLB Valid (M, OF)

Test Procedure:

1. Check the ONCS field to determine if the DUT supports the Write Uncorrectable command. If the DUT does
not support the Write Uncorrectable command this test is not applicable.

2. Configure the NVMe Host tessue aWrite Uncorrectableommando a particulal.BA on the NVMe De-
vice. Both the SLBA and NLB should be valid.

3. Configure the NVMe Host to issueReadcommandfor the LBA on which the Write Uncorrectableom-
mandwas performed.

4. Configure the NVMe Host to issue a Write command for the LBA on which thie Wncorrectable com-
mand was performed in order to clear the invalid logical block status.

5. Repeat stef.

Observable Results:
1. Verify that after thecompletion of the command, the controller posts a completion queue entry to the asso-
ciated 1/0O Completion Queue indicating the status for the command.
2. Verify that thecompletion queue entry returned for first ReadcommandindicatesUnrecovered Read
Error status
3. Verify that thecompletion queue entry returned for gezond Read commairtiicatesSuccess status.

Case 2:SLBA Out of Range, NLB Valid (M, OF)
Test Procedure:
1. Check the ONCS field to determine if the DUT supports the Write Uncorrectable command. If the DUT does
not support the Write Uncorrectable command this test is not applicable.
2. Configure the NVMe Host to issue a Write Uncorrectable command to a partiBfaon the NVMe De-
vice. The SLBA should be for a value out of range for the DUT. NLB should be valid.
3. Configure the NVMe Host to issue a Read command for the LBA on which the Write Uncorrectable com-
mand was performed.

Observable Results:
1. Verify that thatthe Write Uncorrectable Command returns status code LBA Out of Range 80h.
2. Verify that the completion queue entry returned for the first Read command indtates Code LBA out
of Range and does not return status code Unrecovered READ error.
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Case 3:SLBA Out of Range,NSID Invalid (M, OF)

Test Procedure:

1. Check the ONCS field to determine if the DUT supports the Write Uncorrectable command. If the DUT does
not support the Write Uncorrectable command this test is not applicable.

2. Check the NN value reped by the DUT in the Identify Controller Data StructufeNN is the maximum
possible value (OxFFFFFFFF) this sub test cannot be performed.

3. Configure the NVMe Host to issue a Write Uncorrectable command to a particular LBA on the NVMe De-
vice. The SLBA bould be for a value out of range for the DUT, and the NSID should be invagdwrite
Uncorrectable commant the NVMe Controllesshouldspecify an Invalid NSiDoutside of the controller
specified range defined by NN (Number of Namespaces).

4. Configurethe NVMe Host to issue a Read command for the LBA on which the Write Uncorrectable com-
mand was performed.

Observable Results:
1. Verify that theWrite Uncorrectableommand completes with status code Invli@mespace or Format
(0Bh), and not LBA Out of Rareg(80h)
2. Verify that the completion queue entry returned for the first Read commdiuétesStatus Code Invalid
Namespace or Format and does not return status code Unrecovered READ error.

Case 4:SLBA Out of Range, but Lower Dword = 0000000QM, OF)

Test Procedure:

1. Check the ONCS field to determine if the DUT supports the Write Uncorrectable comifitaeddUT does
not support the Write Uncorrectable command this test is not applicable.

2. Configure the NVMe Host to issue a Write Uncorrectable command to a particular LBA on the NVMe De-
vice. The SLBA should be FFFFFFFF00000000h ,which, when readZabiav&lue is out of range of the
DUT, and an NLB which is less than MDTS.

3. Configure the NVMe Host to issue a Read command for the LBA on which the Write Uncorrectable com-
mand was performed.

Observable Results:
1. Verify that theWrite Uncorrectableommandcompletes with status code LBA Out of Range (80h).
2. Verify that the completion queue entry returned for the first Read comimdicatesStatus Code LBA out
of Range and does not return status code Unrecovered READ error.

Case 5:NLB greater than MDTS (M, OF)

Test Procedure:

1. Check the ONCS field to determine if the DUT supports the Write Uncorrectable command. If the DUT does
not support the Write Uncorrectable command this test is not applicable.

2. Check the MDTS value reported by the DUT in the Identify Controller Data Steutit MDTS is set to 0
(unlimited) then this test case is not applicable.

3. Configure the NVMe Host to issue a Write Uncorrectable command to a particular LBA on the NVMe De-
vice. NLB should be greater than MDTS.

4. Configure the NVMe Host to issue Read comdsfor the LBAs on which the Write Uncorrectable com-
mand was performednsure that the NVMe Host issues Read commands to all LBAs affected by the Write
Uncorrectable command.

Observable Results:
1. Verify that after the completion of the command, the algr posts a completion queue entry to the asso-
ciated 1/0 Completion Queue indicating the stattiSuccessfufor the Write Uncorrectableommand The
DUT is expected to ignore the NLB/MDTS conflict since MDTS does not affect the Write Uncorrectable

command.
2. Verify that the completion queue entry returned for the Read consmnadidateUnrecovered Read Error
status.
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Possible Problems:

Case 5 is updated per ECN 003 of NVMe Specification v1.2.1. This ECN alters behavior expected in earlier ver-
sions.
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Test 2.6i Flush Command (M, OF)

Purpose To verify that @ NVMe Controllercan properly execute the Flusbmmand.

References:
[1] NVMe Specification 68

Resource Requirements:
Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: July 7, 2016

Discussion:The Flush commanshall commit data and metadata associated with the spetifieespacsjto nor
volatile media.The flush applies to all commands completed prior to the submission of the Flush corfimand.
controller may also flush additional data and/or metadata from any namespace.

All command specific fields are reserved.
Test Stup: SeeAppendix A

Case 1:Valid Namespace ID(M, OF-F¥})

Test Procedure:
1. For each active namespace, configtime NVMe Host to issue a Flush command to the N\@Gamtroller
specifying the NSID of the specifiedhmespace

Observable Results:
1. Verify that after the completion @achcommand, the controller posts a completion queue entry to the asso-
ciated 1/0 Completion Queue indicating the status for the command.
2. If the VWC field Bit O of the IdentifyController data structure is cleared to 0, verify that the completion
queue entry for each Flush command indicate success.
3. Verify that all received responses have all Reserved fields set to 0.

Case 2:Invalid Namespace ID(M, OF)

Test Procedure:
5. Configure the NWle Host to issue a Flush command to the NVMe Controller specifying an Invalid NSID

outside of the controller specified range defined by NN (Number of Namespaces). If NN is the maximum

possible value (OXFFFFFFFF) this delstcannot be performed

Observable Results:
1. Verify that theFlushcommand completes with status cdaealid Namespace or ForméBh).

Possible ProblemsNone.
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Test 2.7i Write Zeroes Command(M, OF-FY1)

Purpose: To verify that @ NVMe Controllercan properly execute the Write Zer@esnmand.

References:
[1] NVMe Specification 6.6

Resource Requirements:
Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: Nevember28-201November 20, 2018

Discussion:The WriteZeroes command is used to set a range of logical blocks to zero. After successful completion
of this command, the value returned by subsequent reads of logical blocks in this range shall be zeroes until a write
occurs to this LBA rang The metadata for this command shall be all zeroes and the protection information is updated
based on CDW12.PRINFO.

The fields used are Command Dword 10, Command Dword 11, Command Dword 12, Command Dword 14, and
Command Dword 15 fields.

Test Setup:SeeAppendix A

Case 1:SLBA In Range, NLB Valid, LR=0, FUA=0 (M, OF-FYI)
Test Procedure:
1. Check the ONCS field of the Identify Controller Data Structure. If the Write Zeroes Command is not support
then this test is not applicable.
2. Configure the NVMe Host to issue a Write command to the controller specifying a particular LBA on the
NVMe DeviceThe written data should be either all 16s, or an alternating
3. Configure the NVMe Host to issue a Write Zeroes command to the controller specifying the same LBA on
the NVMe Device which was previously written to.
4. Configure the NVMeHost to issue a Read command to the controller specifying the same LBA for which
the Write Zeroes command was performed.

Observable Results:
1. Verify that after the completion of each command, the controller posts a completion queue entry to the asso-
ciatedl/O Completion Queue indicating the status for the command.
2. Verify that the data returned by the controller for the Read command after the Write Zeroes command returns
data of zeroes only.

Case 2:SLBA Out of Range, NLB Valid (M, OF-FYI)
Test Procedure:
1. Check the ONCS field of the Identify Controller Data StructuréndfWrite Zeroes Command is not support
then this test is not applicable.
2. Configure the NVMe Host to issue a Write Zeroes command to the controller specifying SLBA which is out
of range for the DUT.

Observable Results:
1. Verify that that the Writ&ZeroesCommand returns status code LBA Out of Range 80h.

Case 3:SLBA Out of Range, NSID Invalid (M, OF-FYI)
Test Procedure:
1. Check the ONCS field of the Identify Controller Data Structure. If the Write Zeroes Command is not support
then this test is not applicable.

UNHIi IOL NVMe Testing Service 104 NVMe Conformance TeSuitevtov110
©2018 UNH IOL

pa



University of New Hampshire InterOperability LaboratdridVVMe Conformance Test Suite

2. Check the NN value reported by the DUT in the Identify Controller Data Structure. If NN is the maximum
possible value (OxFFFFFFFF) this sub test cannot be performed

3. Configure the NVMe Host to issue a Write Zeroes command to the conspdleifying SLBA which is out
of range for the DUT, and an invalid NSIDhe Write Zeroes commartd the NVMe Controlleishould
specify an Invalid NSIDutside of the controller specified range defined by NN (Number of Namespaces).

Observable Results:
1. Verify that theWrite Zeroescommand completes with status camteeitherinvalid Namespace or Format
(0Bh or LBA Out of Range (80h)

Case 4:SLBA Out of Range, but Lower Dword = 0000000QM, OF-FY1)

Test Procedure:
1. Check the ONCS field of the Identify Controller Data Structure. If the Write Zeroes Command is not support
then this test is not applicable.
2. Configure the NVMe Host to issue a WrEeroescommand to a particular LBA on the NVMe Device. The
SLBA should beFFFFFFFF00000000h ,which, when read as a 64 bit value is out of range of the DUT, and
an NLB which is less than MDTS.

Observable Results:
1. Verify that theWrite Zeroescommand completes with status code LBA Out of Range (80h).

Case 5:NLB greater than MDTS (M, OF-FYI)

Test Procedure:

1. Check the ONCS field of the Identify Controller Data Structure. If the Write Zeroes Command is not support
then this test is not applicable.

2. Check the MDTS value reported in the Identify Controller Data StrudfukdDTS is set to0 (unlimited)
then this test case is not applicable.

3. Configure the NVMe Host to issue a Write command to the controller specifying a particular LBA on the
NVMe Device. The written data should be either all 16s, or an alternat

4. Configure the NVMe Host to issue a Read command to the controller specifying the same LBA for which
the previousWrite command was performed.

5. Configure the NVMe Host to issue a Wriferoescommandthe same.BA on the NVMe Deviceas was
written in Step 1NLB should be greater than MDTS.

6. Configure the NVMe Host to issue Read comnsatacthe controller specifying the same LBfor which
the Write Zeroes command was performedsure that the NVMe Host issues Read commands to all LBAs
affected by the Write Zees command.

Observable Results:
1. Verify that after the completion of the command, the controller posts a completion queue entry to the asso-
ciated 1/0O Completion Queue indicating the status for the command c h s lSoglcé sbel 6
2. Verify that the data returned by the controller for the Read command after the Write commandheturns
data written in Step.1
3. Verify that the data returned by the controller for the Read conswadiied the Write Zeroes command returns
all. 06s

Case 6:SLBA In Range, NLB Valid, LR=0, FUA=1 (M, OF-FYI)
Test Procedure:
1. Check the ONCS field of the Identify Controller Data Structure. If the Write Zeroes Command is not support
then this test is not applicable
2. Configure the NVMe Host to issue a Write command to the controller specifying a particular LBA on the
NVMe Device. The written data should be either all 16s, or an alternat
3. Configure the NVMe Host to issue a Write Zeroes camdhto the controller specifying the same LBA on
the NVMe Device which was previously written to.
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4. Configure the NVMe Host to issue a Read command to the controller specifying the same LBA for which
the Write Zeroes command was performed.

Observable Resuk:
1. Verify that after the completion of each command, the controller posts a completion queue entry to the asso-
ciated 1/0 Completion Queue indicating the status for the command.
2. Verify that the data returned by the controller for the Read command afiéfriteeZeroes command returns
data of zeroes only.

Case 7:SLBA In Range, NLB Valid, LR=1, FUA=0 (M, OF-FYI)
Test Procedure:
1. Check the ONCS field of the Identify Controller Data Structure. If the Write Zeroes Command is not support
then this test is not applickeb
2. Configure the NVMe Host to issue a Write command to the controller specifying a particular LBA on the
NVMe Device. The written data should be either al | 106s, or an alternat
3. Configure the NVMe Host to issue a Write Zeroesomand to the controller specifying the same LBA on
the NVMe Device which was previously written to.
4. Configure the NVMe Host to issue a Read command to the controller specifying the same LBA for which
the Write Zeroes command was performed.

Observable Results:
1. Verify that after the completion of each command, the controller posts a completion queue entry to the asso-
ciated 1/0 Completion Queue indicating the status for the command.
2. Verify that the data returned by the controller for the Remdnsand after the Write Zeroes command returns
data of zeroes only.

Case 8:SLBA In Range, NLB Valid, LR=1, FUA=1 (M, OF-FYI)
Test Procedure:
1. Check the ONCS field of the Identify Controller Data Structure. If the Write Zeroes Command is not support
then this test is not applicable.
2. Configure the NVMe Host to issue a Write command to the controller specifying a particular LBA on the
NVMe DeviceThe wr i tten data should be either all 106s, or an alternating pa
3. Configure the NVMe Host to issue a Write Zeroes command to the controller specifying the same LBA on
the NVMe Device which was previously written to.
4. Configure the NVMeHost to issue a Read command to the controller specifying the same LBA for which
the Write Zeroes command was performed.

Observable Results:
1. Verify that after the completion of each command, the controller posts a completion queue entry to the asso-
ciated!l/O Completion Queue indicating the status for the command.
2. Verify that the data returned by the controller for the Read command after the Write Zeroes command returns
data of zeroes only.

Case 9:PRCHK is Non Zero (M, OF-FYI)
Test Procedure:
1. Check the ONCS fld of the Identify Controller Data Structure. If the Write Zeroes Command is not support
then this test is not applicable.
2. Configure the NVMe Host to issue a Write command to the controller specifying a particular LBA on the
NVMe Device. The writtendatshoul d be ei ther al/l 16s, or an alternating pattern of 1
3. Configure the NVMe Host to issue a Write Zeroes command to the controller specifying the same LBA on
the NVMe Device which was previously written to, but the PRCHK value within the PRifOSs non
zero.
4. Configure the NVMe Host to issue a Read command to the controller specifying the same LBA for which
the Write Zeroes command was performed.
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Observable Results:

1. Verify that after the completion of each command, the controller pastsigletion queue entry to the asso-
ciated I/O Completion Queue indicating the status for the command, and that the Write Zeroes command
completes with Status 02mvalid Fieldor Status 81h Invalid Protection Information

2. Verify that the data returned ltlye controller for the Read command after the Write Zeroes command returns
the data pattern written in step 1.

Possible ProblemsCase 5 is updated per ECN 003 of NVMe Specification v1.2.1. This ECN alters behavior ex-
pected in earlier versions.
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Test 2.8i Atomicity Parameters (M, OF)

Purpose: To verify that an NVMe Controller properly sets the Atomicity Parameters.

References:
[1] NVMe Specification 6.4

Resource Requirements:
Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: November 28, 2017

Discussion:The NVMe specification sets certain restrictions on the Atomicity Parameters relative to one another, as
reported n the Identify Controller and Identify Namespace data structures. This tests seeks to ensuoseha-
strictions are followed. Thesestrictionsapply to the AWUN, AWUPF, ACWU, NAWUN, NAWUPF, NACWU,
NABSN, NABO, NABSPF valuesSupport for Atomic Writes is indicated in the NSFEAT and NAWUN fields. If the
DUT does not support Atomic Writes thistés not applicable and does not need to be performed.

Test Setup:SeeAppendix A

Test Procedure:

1. For each namespace in the NVM subsystem, configure the NVMe Host to issue an Identify cepesand
ifying CNS value 00h to the controller in order to receive back an Identify Namespace data structure for the
specified namespace.

2. Configure the NVMe Host to issue an Identify command specifying CNS value 01h to the controller in order
to receive backraldentify Controller data structure.

3. Parse the received data structures for the AWUN, AWUPF, ACWU, NAWUN, NAWUPF, NACWU,
NABSN, NABO, NABSPF values.

Observable Results:
1. Determine ifNABSN is set to a nofzero value. If not, this test case is applicle.
2. Verify the following:
AWUPF <= AWUN
NAWUN >= AWUN
NAWUPF >= AWUPF
NAWUPF<= NAWUN
NACWU>=ACWU
NABSN>=NAWUN
NABO<=NABSN
NABO<=NABSPF
NABSPF>=NAWUPF

~“S@meaooTse

Possible ProblemsNone.
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Test 2.91 AWUN/NAWUN (M)

Purpose: To verify that an NVMe Controller properly uses its Atomicity Parameters.

References:
[1] NVMe Specification 6.4.1

Resource Requirements:
Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: August 29, 2017

Discussion: AWUN/NAWUN control the atomicity of command execution in relation to other commands. They im-
pose inteicommand serialization of writing of blocks of data to the NVM and prevent blocks of data ending up
on the NVM containing partial data from one nesmmand and partial data from one or more other new commands.

If a write command is submitted with size less than or equal to the AWUN/NAWUN value and the write
command does not cross an atomic boundary, then the host is guaranteed that the write coatmanzito the
NVM with respect to other read or write commands. If a write command is submitted with size greater than the
AWUN/NAWUN value or crosses an atomic boundary, then there is no guarantee of command atomicity.
AWUN/NAWUN does not have any apgability to write errors caused by power failure or other error conditions.

Test Setup:SeeAppendix A

Case 1:Atomic Boundaries Not Supported (NABSN/NABSPF = 0jM)

Test Procedure:

1. Ensurethat bothNABSN andNABSPF are set to 0. If not, this test case is not applicable and Case 2 below
should be performed.

2. Configure the NVMe Host to issue 2 Write Commands, each with a length equal to 4 logical blocks. (i.e. if
the logical block size is 512 bytes, the Writeukebbe 2K in length. If the logical block size is 4K, the length
of the Write would be 16K). The first command (Command A) will write Logical BloeRswith an FFFFh
pattern. The second command (Command B) will write to Logical Blogksaith an AAAAhpattern.

3. Repeat for all supported Namespaces.

Observable Results:
1. Verify that one of the following has occurred, any other outcome is a failure:
a. LBA 0-3 have an FFFFh pattern and LBA 4 has an AAAAh pattern.
b. LBA 0has an FFFFpattern and LBA 4 has an AAAAh pattern.

Case2At omi ¢ Boundaries S@Mported (NABSN i 0)

Test Procedure:

1. Determine ilNABSNisset to a noszero value. If not, this test case is not applicable and Case 1 above should
be performed.

2. Configure the NVMe Hosto issue 2 Write Commands, each with a length of half of NABSN. The first
command (Command A) will write 4x sets of length NABSN, with an FFFFh pattern. The second command
(Command B) will write 4x sets of length NABSN with an AAAAh pattern. Command Bosibffset from
Command A by half of NABSN. In total 5 sets of data with length %2 NABSN will be written.

3. Repeat for all supported Namespaces.

Observable Results:
1. Verify that one of the following has occurred, any other outcome is a failure:
a. The first 4x NABSN of data is a FFFFh pattern and the last 1x NABSN of datahia/& h
pattern.
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b. The first 1x NABSN of data is a FFFFh pattern and the last 4x NABSN of dateA&\AAh
pattern.

Possible ProblemsFor Case 2 above, NABSPF could be set to azeoa value indicating support for Atomic
Boundaries during a Power Failure. However, test capability has not been developed for testing Atomic Writes dur-
ing Power Failure, so only the Normal condition is teste
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Test 2.10i AWUPF/NAWUPF (IP)

Purpose: To verify that an NVMe Controller properly uses its Atomicity Parameters when a power failure occurs.

References:
[1] NVMe Specification 6.4.2

Resource Requirements:
Tools capable of monitoring and decoding traffictbe NVMe interface.

Last Modification: June 13, 2016

Discussion:AWUPF and NAWUPF indicate the behavior of the controller if a power fail or other error condition
interrupts a write operation causing a torn write. A torn write is a write operation where only some of the logical
blocks that are supposed to be writtentiguously are actually stored on the NVM, leaving the target logical

blocks in an indeterminate state in which some logical blocks contain original data and some logical blocks
contain new data from the write operation.

If a write command is submitted witlize less than or equal to the AWUPF/NAWUPF value and the write
command does not cross an atomic boundary the controller guarantees that if the command fails due to a power failure
or other error condition, then subsequent read commands for the logicies bissociated with the write command
shall return one of the following:

9 All old data (i.e. original data on the NVM in the LBA range addressed by the interrupted write), or
9 All new data (i.e. all data to be written to the NVM by thierrupted write)

If a write command is submitted with size greater than the AWUPF/NAWUPF value or crosses an atomic
boundary, then there is no guarantee of the data returned on subsequent reads of the associated logical
blocks.

Test Setup:SeeAppendix A

Test Procedure:

1. Configure the DUT to use AWUPF/NAWUPF values to be greater than the size of 2 logical blocks.

2. Perform a READ operation to Logical Blocks0

3. Configure the NVMe Host to issueWrite Command, vth a length equal t@ logical blocks. (i.e. if the
logical block size is 512 bytes, the Write wouldllkein length. If the logical block size is 4K, the length of
the Write would b&K). The command (Command A) will write Logical Blockdwith anAAAA h pattern.
Before command completion, cause a Power Failure event.

4. Allow the PCle link to reset, and for the NVMe Controller to return to the enabled state.

5. Perform a READ operation to Logical Blocks0

Observable Results:
1. Verify that one of the fowing has occurred, any other outcome is a failure:
a. Contents oLBA 0-1 have an AAAAh pattern.
b. Contents of.BA 0-1 are unchanged.

Possible ProblemsiTools for reliably creating a power failure during a WRITE operation are not available. This
test will remain an FYI test until such tools are available.
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Group 3: NVM Features
Overview:

This section describes a method for performing conformaexiécation for NVMe products implementing NVM
Features.

Notes:

The preliminary draft descriptions for the tests defined in this group are considered complete, and the tests are pending
implementation (during which time additional revisions/modificatiarslikely to occur).
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Test 3.1i Metadata Handling (M)

Purpose To verify that @ NVMe Controllerproperly handles etadata.

References:
[1] NVMe Specification 8.2

Resource Requirements:
Tools capable of monitoring and decoding traffic on the N\iiMerface.

Last Modification: Novembe r 28, 2017

Discussion:Metadata is additional data allocated on a per logical block basis. There is no requirement for how the
host makes use of the metadata area. One of the most common usages for metadateysetodmiiend protection
information. The metadata may be transferred by the controller to or from the host in one of two ways. The mechanism
used is selectedthen the namespace is formatted

One of the transfer mechanisms shall be selected for eaclspeseavhen it is formatted; transferring a portion of
metadata with one mechanism and a portion with the other mechanism is not supported.

Test Setup:SeeAppendix A

Case 1:Extended LBA (M)

The first mechanism for traresting the metadata is as a contiguous part of the logical block thas#tadsiated with.

The metadata is transferred at the end of the associated logical block, forreiigrated logical blockThis mech-
anism is illustrated ifrigure 1Figurel. In this case, both the logical block data and logical block metadata are pointed
to by the PRP1 and PRP2 point@sSGL Entry 1 if SGLs are used)

Figure 17 Contiguous Metadata with LBA Data, Forming Extended LBA

LBAN LBAN+L | ...
LBA n Data Metadata Sl Metadata

Data Buffer (PRP1 & PRP2)

TestProcedure

1. Check the Metadata Size (MS) field in the Identify LBA Format [Htacture, which is within the Identify
Namespace Data Structure. If MS is set to 0, then Metadatasspmorted and this test is not applicable.

2. Configurethe NVMe Host to issue a Write commandttee controller specifyingn LBA in a namespace
which has been formatted to allow metadata via extended bBtAsknown data patterns for both the data
and metadata

3. ConfiguretheNVMe Host to issue a Read commandtte controller specifyinthe LBA which was previ-
ously written to.

Observable Results:
1. Verify that the data and metadata returned by the contreliactly match the data and metadata patterns
which were written.

Case 2:Separate Buffer(M)

The second mechanism for transferring the metadata is as a separate bufferTdiglatachanism is illustrated in
Figure 2Figure2. In this case, the metadata is pointed to with the Metadata Pointer, while the logical block data is
pointed to by th®ata PointerWhen a command uses PRPs for the metadata in the comtrantetadata is required

to be physically contiguous¥hen a commad uses SGLs for the metadata in the command, the metadata is not
required to be physically contiguous.
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Figure 27 Metadata Transferred as Separate Buffer
LBA n+1 LBA n+2

| LBA N | |
Metadata | Metadata | Metadata \
Metadata Buffer (MD)

LBA n Data LBA n+1 Data LBAn+2 Data [KEXQ /

Data Buffer (PRP1 & PRP2)

Host

Test Procedure
1. Check the Metadata Size (MS) field in the Identify LBé&riRat Data Structure, which is within the Identify
Namespace Data Structure. If MS is set to 0, then Metadata is not supported and this test is not applicable.
2. Configurethe NVMe Host to issue a Write commandttee controller specifyingn LBA in a namgzace
which has been formatted to allow metadateavieparate buffevith known data patterns for both the data
and metadata.
3. ConfiguretheNVMe Host to issue a Read commandhe controller specifyinghe LBA which was previ-
ously written to.

Observable Results:
1. Verify that the data and metadata returned by the controller exactly match the data and metadata patterns
which were written.

Possible ProblemsSupport for each metadata transfer mechanism is indicated on a per namespace basig accordi
to the FLBAS field Bit 4 of the Identify Namespace data structure. If there is no matiespacewhich supports a
specific transfer mechanism then tests utilizing that mechanism cannot be performed. If the NVMe Device targets
NVMe Specification reision 1.2 or higher anthe NVMe Controller Under Testupports the Namespace Manage-
ment command, then the NVMe Host may create a new namespace which suppedifiaransfer mechanism in

order to perform procedure steps which require that transferamism.

UNHIi IOL NVMe Testing Service 114 NVMe Conformance TeSuitev10v110
©2018 UNH IOL



University of New Hampshire InterOperability LaboratdridVVMe Conformance Test Suite

Test 3.2i Endi toi end Data Protection(M)

Purpose To verify that @ NVMe Controllercan properlyhandleend toi end data protection.

References:
[1] NVMe Specification 8.3

Resource Requirements:
Tools capable of monitoring and decoding traffictiom NVMe interface.

Last Modification: March 2, 2016

Discussion:To provide robust data protection from the application to the NVM media and back to the application
itself, end toi end data protection may be used. If this optional mechanism is endieleddditional protection in-
formation (e.g. CRC) is added to the LBA that may be evaluated by the controller and/or host software to determine

the integrity of thdogical block

This additional protection information, if present, is either the first digtes of metadata or the

last eight bytes of

metadata, based on the format of the namespacanetadata formats with more than eight bytes, if the protection
information is contained within the first eight bytes of metadata, then the CRC does natrgorretadata bytes. For
metadata formats with more than eight bytes, if the protection information is contained within the last eight bytes of
metadata, then the CRC covers all metadata bytes up to but excluding these last eight bytes.

Test Setup:SeeAppendix A

Case 1:Write Command ProcessingM)

Figure3rigure3illustrates the ptection information processing that may occur as a side effect of a Write command.
If the namespace was formatted with protection information and the PRACT bit is cleared 0 daogicat bloekn
data and metadata containing protection information are transferred from the host tABltHdlogical blockand
metadataass through the controller, the protection information is chetkagrotection information check erris
detected, the command completes with the status code of the error detected {itel e@Bddsuard Check, Entbi

end Application Tag Check or Eih end Reference Tag Check)the namespace was formatted with protection
information and the PRACT hits s et Iogical bldcidata ig tharesfarred from the host to the controller. The
controller inserts protection information and thgical blockdata and metadata containing protection information

are written to NVM.

Test Procedure:

1. Check the [PC field of the Identify Namespace Data Strcuture to determine if the DUT supports End to End

Data Protection Capabilitie§.DPC set to 0, this test is not applicable.
2. Configure the NVMe Host to issue a Write commémthe controllewi t h t he

PRACTand i t

specifyingan LBA in a namespace which has been formatted with protection inforraaticedso specifying

properly formatted protection information Wwia known data pattern.
3. Configure the NVMe Host to issue a Write commémthe controllewvi t h t he

PRACTant i t

specifyingan LBA in a namespace which has been formatted with protection inforraaticeiso specifying

improperly formattegbrotection information.
4. Configure the NVMe Host to issue a Write commaadhe controllewi t h t he

PRAGH bi t

specifyingan LBA in a namespace which has been formatted with protection inforraaticaiso specifying

a known data pattern.

Observable Results:

cl

cl

1. Verify that after the completion of each command, the controller posts a completion queue entry to the asso-

ciated 1/0 Completion Queue indicating the status for the command.

2. For stepd and4, verify that thecompletion queue entry for eacommandndicates Success status
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3. For step3, verify that thecompletion queue entry for ttemmandndicates arappropriate status code (i.e.,
End toi end Guard Check, Entbi end Application Tag Check or Eith end Reference Tag Chedépend-
ing on how the protection information was improperly formatted

Figure 37 Write Command Protection Information Processing

PCle SSD

Controller L5 Dala

—_—

(@) No Protection Information

PCle SSD
Host check I
—_— protection
information

(b) Protection Infromation with PRACT bitcleare d t o 6 06

PCle SSD
Host insert I NVM
—_— protection
information

(c) ProtectionInfo mat i on with PRACT bit

Case 2:Read Command ProcessingM)

FiguredFigure4 illustrates the mtection information processing that may occur as a side effect of a Read command.

The processing parallels Write command processing with the exceptidadicat blockdaa flows in the opposite
direcionWhen t he PRACT bit is cleared to 6006 and logidale
block data and metadata are transferred from NVM to the host and checked by the covthaltethe PRACT bit is

set to 6186 and the namespace logeablotkdatama metaata aveitransferrgdr ot ect i on
from the NVM to the controller. The controller checks the protection information and then removes it from the

metadata before passingthBA to the hostlf the namespace format contains metadata beyond the protection infor-

mation, then the protection information is not stripped regardless of the state of the PRACT bit (i.e., the metadata field

remains the same size in the host as thMN).
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Figure 47 Read Command Protection Information Processing
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Host check & I NVM
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protection
information

(c) ProtectionInfo mat i on with PRACT bit

Test Procedure:

1.

2.

3.

4.

Check the DPC field of the Identify Namespace Data Strcuture to determine if the DUT suppadxt<E&ohd
Data Protection Capabilities. If DPC set to O, this test is not applicable.

Configure the NVMe Host to issue a Read command t
specifying the LBA which was written to in Case 1 step
Configure the NVMe Host to issue a Read command t
specifying the LBA which was written to in Case 1 sfep
Configure the NVMe Host to issue a Write command

specifying the LBA which was written to in Case 1 step

Observable Results:

1.

2.

3.

4.

Verify that after the completion of each command, the controller posts a completion queue entry to the asso-
ciated /0 Completion Queue indicating the stdtughe command.

For stepl, verify thatdata returned by the controller exactly matches the data and metadata which was writ-
ten.

For step3, verify that the data returned by the controller exactly matches the data which was written and
contains additional metadata containing properly formatted and correct protection information.

For step4, verify that the data returned by the controller contains no protection information.

Possible Problems:
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Case 2 requires reading the data which wattemrin Case 1. Therefore these test cases must be performed in suc-
cession or the data must be rewritten as part of the Case 2 test procedure implementation.
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Test 3.3 Powa Management(M, OF)

Purpose To verify that @ NVMe Controllercan properly handlpower management

References:
[1] NVMe Specification 8.4

Resource Requirements:
Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: June 24, 2015

Discussion:The power management capabilitiows the host to manage NVM subsystem power statically or dy-
namically. Static power management consists of the host determining the maximum power that may be allocated to
an NVM subsystem and setting the NVM Express power state to one that consume®this af power or less.
Dynamic power management is illustratedrigure SFigure5 and consists of the host modifying the NVM Express
power state to best satisfy changing power and performance objethigepower management mechanism is meant

to complement and not repautonomous powenanagement performed by a controller.

Figure 57 Dynamic Power Management
Power
Objective NVM Express

- Power Power State
Manager ————| Controller

(Host Software)

Performance
Objective

Performance Statistics

The number of power states implemented by a controller is returned in the Number of Power States Supported
(NPSS) field in thedentify Controller data structuré controller shall support at least one power state and may
optionally support up to a total of 32 power states. Power states are contiguously numbered starting with zero such
that each subsequent power state consurseshan or equal to the maximum power consumed in the previous

state. Thus, power state zero indicates the maximum power that the NVM subsystem is capable of consuming.

Associated with each power state is a Power State Descriptor in the Identify CodatalstructureThe de-
scriptors for all implemented power states may be viewed as forming a table as shewie §able# which con-
tains sample power state values for a controller with seven implemented power states.

Test Setup:SeeAppendix A

Case 1:Relative Write Latency (M, OF)

Relative Write Latency (RWL): This field indicates the tela write latency associated with this power state. The
value in this field shall be less than the number of supported power states (e.g., if the controller supports 16 power
states, then valid values are 0 through 15). A lower value means lower veriteylat
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Table 671 Example Power State Descriptor Table

0 25 5 5 0 0 0 0
1 18 5 7 0 0 1 0
2 18 5 8 1 0 0 0
3 15 20 15 2 0 2 0
4 10 20 30 1 1 3 0
5 8 50 50 2 2 4 0
6 5 20 5000 4 3 5 1

Test Procedure:
1. Configure the NVMe Host to issue an Identiynmand specifying CNS value 01h to the controller in order
to receive back an Identify Controller data structure.
2. For each power state supported by the controller as indicated by the NPSS field, read the RWL field of the
associated Power State Descriptor.

Observable Results:
1. Verify that the relative write latency valsiareall less than the number of supported power states.

Case 2:Relative Write Throughput (M, OF)

Relative Write Throughput (RWT): This field indicates the relative write throughgsaciated with this power state.
The value in this field shall be less than the number of supported power states (e.qg., if the controller supports 16 power
states, then valid values are 0 through 15). A lower value means higher write throughput.

The amoaut of data an application can write to stable storage on the server over a period of time is a measurement of
thewrite throughpubf a distributed file system. Write throughput is therefore an important aspect of performance

Test Procedure:
1. Configure theNVMe Host to issue an Identify command specifying CNS value 01h to the controller in order
to receive back an Identify Controller data structure.
2. For each power state supported by the controller as indicated by the NPSS field, read the RWL field of the
associated Power State Descriptor.

Observable Results:
1. Verify that the relative write throughput values are all less than the number of supported power states.

Case 3:Relative Read Latency(M, OF)

Relative Read Latency (RRL): This field indicatesrative read latency associated with this power state. The value

in this field shall be less than the number of supported power states (e.g., if the controller supports 16 power states,
then valid values are 0 through 15). A lower value means loweratsauty.

Test Procedure:
1. Configure the NVMe Host to issue an Identify command specifying CNS value 01h to the controller in order
to receive back an Identify Controller data structure.
2. For each power state supported by the controller as indicated by 8% ], read the RWL field of the
associated Power State Descriptor.

Observable Results:
1. Verify that the relative read latency values are all less than the number of supported power states.
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Case 4:Relative Read Throughput(M, OF)

Relative Read’hroughput (RRT): This field indicates the relative read throughput associated with this power state.
The value in this field shall be less than the number of supported power states (e.qg., if the controller supports 16 power
states, then valid values ar¢hBough 15) A lower value means higher read throughput.

Test Procedure:
1. Configure the NVMe Host to issue an Identify command specifying CNS value 01h to the controller in order
to receive back an Identify Controller data structure.
2. For each power stagipported by the controller as indicated by the NPSS field, read the RWL field of the
associated Power State Descriptor.

Observable Results:
1. Verify that the relative read throughput values are all less than the number of supported power states.

Case 5:Power Management FeaturgM, OF-F¥+)

The host may dynamically modify the power state using the Set Features command and determine the current power
state using the Get Features command. The host may directly transition between any two supporstateawer

The Entry Latency (ENTLAT) field in the power management descriptor indicates the maximum amount of time in

microseconds that it takes to enter that power state and the Exit Latency (EXLAT) field indicates the maximum

amount of time in microsecordhat it takes to exit that state. The maximum amount of time to transition between

any two power states is equal to the sum of the old stateds exit | atency
not required to wait for a previously submitted gowstate transition to complete before initiating a new transition.

Test Procedure:
1. Configure the NVMe Host to issue a Set Features command for the Power Management Feature for each of
the supported Power State values supported by the NVMe Contootter controller
2. After each Set Features command completes, configure the NVMe Host to issue a Get Features command
for the Power Management Feattoethe controller

Observable Results:
1. Verify that after the completion @achcommand, the controller posts a completion queue entry to the Admin
Completion Queue indicating the status for the command.
2. For each Get Features command, verify that the controller successfully transitioneddtethed power
state.

PossibleProblems None
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Test 3.4i Host Memory Buffer (M)

Purpose: To verify that an NVMe system can properly handle supports host memory buffer.

References:
[1] NVMe Specification 8.9, 5.14.1.13

Resource Requirements:
Toolscapable of monitoring and decoding traffic on the NVMe interface.

Last Modification: December 21, 2017

Discussion: The Host Memory Buffer feature allows the controller to utilize an assigned portion of host memory
exclusively. The use of the host memoegources is vendor specific. Host software may not be able to provide any
or a limited amount of the host memory resources requested by the controller. The controller shall function properly
without host memory resources. Refer to section 5.14.1.13 dbMMe Specification.

During initialization, host software may provide a descriptor list that describes a set of host memory address ranges
for exclusive use by the controller. The host memory resources assigned are for the exclusive use of the controller
(host software should not modify the ranges) until host software requests that the controller release the ranges and the
controller completes the Set Features command. The controller is responsible for initializing the host memory re-
sources. Host softwarshould request that the controller release the assigned ranges prior to a shutdown event, a
Runtime D3 event, or any other event that requires host software to reclaim the assigned ranges. After the controller
acknowledges that it is no longer using theges, host software may reclaim the host memory resources. In the case

of Runtime D3, host software should provide the host memory resources to the controller again and inform the con-
troller that the ranges were in use prior to the RTD3 event and halieeromodified.

Test Setup:SeeAppendix A

Case 1:Proper Structure (M)

Test Procedure:
1. Check theHMPRE field of the Identify Controller data structucedetermine if the DUT supports Host
Memory Buffer. If the HMPRE field is set to O, this test is not applicable.
2. Configure the NVMe Host to issue an Identify command to the NVMe Controller specifying CNS value
01h in order to retrieve the Identify Caoller data structure.

Observable Results:
1. Verify that after the completion of each command, the controller posts a completion queue entry to the
associated Admin Completion Queue indicating the status for the command.
2. Verify that the Host Memory Bfgr Preferred Size (HMPRE) field of the Identify Controller data struc-
ture is larger than or equal to the value indicated by the Host Memory Buffer Minimum Size (HMMIN)
field.

Case 2:Configuration (FYI)

The Host Memory Feature controls the Host Memory Buffer. The attributes are indicated in Command Dword 11,
Command Dword 12, Command Dword 13, Command Dword 14, and Command Dword 15.

The Host Memory Buffer feature provides a mechanism for the hosbtmedla portion of host memory for the
controller to use exclusively. After a successful completion of a Set Features enabling the host memory buffer, the
host shall not write to the associated host memory region, buffer size, or descriptor list tnat#t temory buffer

has been disabled.

After a successful completion of a Set Features command that disables the host memory buffer, the
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controller shall not access any data in the host memory buffer until the host memory buffer has been

enabled. The agroller should retrieve any necessary data from the host memory buffer in use before

posting the completion queue entry for the Set Features command. Posting of the completion queue entry for the Set
Features command acknowledges that it is safe fdidkesoftware to modify the host memory buffer contents.

Refer to section 8.9 of the NVMe Specification.

Test Procedure:

1. Check theHMPRE field of the Identify Controller data structure determine if the DUT supports Host
Memory Buffer. If the HMPRE fial is set to O, this test is not applicable.

2. Configure the NVMe Host to issue a Set Features command for the Host Memory Buffer feature with the
Enable Host Memory (EHM) bit set to '1' to the NVMe Controlle

3. Configure the NVMe Host to issue a Get Featuremmand for the Host Memory Buffer feature to the
NVMe Controller.

4. Configure the NVMe Host to issue a Set Features command for the Host Memory Buffer feature with the
Enable Host Memory (EHM) bit cleared to 'O’ to the NVMe

5. Controller.Configure the NVMe Host to issue a Get Features command for the Host Memory Buffer featu
to the NVMe Controller.

Observable Results:
1. Verify that after the completion of each command, the controller posts a completion queue entry to the
Admin Completion Queue indicating the status for the command.
2. Verify in each case that the value for EHBturned by the controller in response to the Get Feature
command matches what was set by the Host in the Set Feature command.

Case 3:Reset Persisten{FYI)

The host memory resources are not persistent in the controller across a reset event. Host softd/greddetthe
previously allocated host memory resources to the controller after the reset completes. If host software is providing
previously allocated host memory resources (with the same contents) to the controller, the Memory Return bit is set
t o rotle&et Features command. The controller shall ensure that there is no data loss or data corruption in the
event of a surprise removal while the Host Memory Buffer feature is being utilized.

Test Procedure:

1. Check theHMPRE field of the Identify Controdr data structurt® determine if the DUT supports Host
Memory Buffer. If the HMPRE field is set to 0, this test is not applicable.

2. Configure the NVMe Host to issue a Get Features command for the Host Memory Buffer feature to the
NVMe Controller.

3. Configure the NVMe Host to issue a Set Features command for the Host Memory Buffer feature with
the Enable Host Memory (EHM) bit set toahid Save (SV) set to @) the NVMe Controller.

4. Configure the NVMe Host to issue a Get Features command for the Host MBuftety feature to the
NVMe Controller.

5. Configure the NVMe Host to issue a Controller Level Reset to the NVMe Controller.

6. Configure the NVMe Host to issue a Get Features command for the Host Memory Buffer feature to the
NVMe Controller.

Observable Results:
1. Verify that after the completion of each command, the controller posts a completion queue entry to the
Admin Completion Queue indicating the status for the command.
2. Verify that the DUT responds to the Get Features command in step 4 with EHM set to 1
Verify that after the controller rese¢he controller responds to the Get Feature command witi Eg to
0.

Possible ProblemsNone.
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Test 3.51 Replay Protected Memory Block (P)

Purpose: To verify that an NVMe system can properly handle reptayected memory blocks.

References:
[1] NVMe Specification 8.10

Resource Requirements:
Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: April 28, 2016

Discussion:The Replay Protected Memory Block (RPMB) yides a means for the system to store data to a specific
memory area in an authenticated and replay protected manner. This is provided by first programming authentication
key information to the controller that is used as a shared secret. The systeautb@oticated in this phase, therefore

the authentication key programming should be done in a secure environment (e.g., as part of the manufacturing pro-
cess). The authentication key is utilized to sign the read and write accesses made to the reptal/ipestecy area

with a Message Authentication Code (MAC). Use of random number (nonce) generation and a write count register
provide additional protection against replay of messages where messages could be recorded and played back later by
an attacker.

The controller may support multiple RPMB targets. RPMB targets are not contained within a namespace. Security
Send and Security Receive commands for RPMB do not use the namespace ID field; NSID shall be cleared to Oh.
Each RPMB target operates independentiipere may be requests outstanding to multiple RPMB targets at once
(where the requests may be interleaved between RPMB targets). In order to guarantee ordering the host should issue
and wait for completion for one Security Send or Security Receive cothatamtime. Each RPMB target requires
individual authentication and key programming. Each RPMB target may have its own unique Authentication Key.

The message types defined in Figure 223 of the NVMe Specification are used by the host to communiaate with
RPMB target. Request Message Types are sent from the host to the controller. Response Message Types are sent to
the host from the controller.

Test Setup:SeeAppendix A

Case 1:RPMB Operations (IP)

The host sends a Reggst Message Type to the controller to request an operation by the controller or to

deliver data to be written into the RPMB memory block. To deliver a Request Message Type, the host uses the Se-
curity Send command. If the data to be delivered to thealtettis more than reported in Identify Controller data
structure, the host sends multiple Security Send commands to transfer the entire data.

The host sends a Response Message Type to the controller to read the result of a previousregeestioto read

the Write Counter, or to read data from the RPMB memory block. To deliver a Response Message Type, the host
uses the Security Receive command. If the data to be read from the controller is more than reported in Identify Con-
troller data stucture, the host sends multiple Security Receive commands to transfer the entire data.

Test Procedure:
1. Configure the NVMe Host to issue a Security Send command with the feature ID set to Replay Protected
Memory Blocks to the NVMe Controller.
2. Configue the NVMe Host to issue a Security Recieve command with the feature ID set to Replay Pro-
tected Memory Blocks to the NVMe Controller.

Observable Results:
1. Verify that after the completion of the command, the controller posts a completion queue &etry to
Admin Completion Queue indicating the status for the command.
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2. Verify that the data received is correct, and if the data is larger than reported in the Identify Controller
data structure the host sends multiple Security Receive commands to trensietire data.

Case 2:Authentication Key Programming (IP)

Authentication Key programming is initiated by a Security Send command to program the Authentication Key to the
specified RPMB target, followed by a subsequent Security Send command to requesttttandelastly, the host
issues a Security Receive command to retrieve the result.

Test Procedure:
1. Configure the NVMe Host to issue a Security Send command for the Replay Protected Memory Blocks
Feature to the NVMe Controller, with the RPMB targettset target to access, and the Mac/Key field set
to the key to be programmed, and the Request/ Response field set to fAOC
2. Configure the NVMe Host to issue a Security Send command for the Replay Protected Memory Blocks
Feature to the NVMe Controllenith the RPMB target set to a target to access, and the Request/Response
field set to fA00O05ho.
3. Configure the NVMe Host to issue a Security Receive command for the Replay Protected Memory
Blocks Feature to the NVMe Controller.

ObservableResults:
1. Verify that after the completion of each command, the controller posts a completion queue entry to the
Admin Completion Queue indicating the status for the command.
2. Verify the Security Receive command is populated correctly by the NVMedllentr

Case 3:Read Write Counter Value (IP)

The Read Write Counter Value sequence is initiated by a Security Send command to request the Write
Counter valuefollowed by a Security Receive command to retrieve the Write Counter resullt.

Test Procedure:
1. Configure the NVMe Host to issue a Security Send command for the Replay Protected Memory Blocks
Feature to the NVMe Controller, with the RPMB target settiirget to access, and the Nonce field set to a
specific Nonce generated by the host, and the Request/ Response field ¢
2. Configure the NVMe Host to issue a Security Recieve command for the Replay Protected Memory
Blocks Feature to the NVMe @uroller.

Observable Results:
1. Verify that after the completion of each command, the controller posts a completion queue entry to the
Admin Completion Queue indicating the status for the command.
2. Verify the Security Receive command is populated ctiyrby the NVMe Controller.

Case 4:Authenticated Data Write (IP)

The success of programming the data should be checked by the host by reading the result register of the

RPMB.

1. The host initiates the Authenticated Data Write verification process by issBeuety Send command with

delivery of a RPMB data frame containing the Request Message Type = 0005h.

2. The controller returns a successful completion of the Security Send command when the verification result is ready
for retrieval.

3. The host shouldhéen retrieve the verification result by issuing a Security Receive command.

4. The controller returns a successful completion of the Security Receive command and returns the RPMB data
frame containing the Response Message Type = 0300h, the incrementent galue, the data address, the MAC

and result of the data programming operation.

Test Procedure:
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1. Configure the NVMe Host to issue a Security Send command for the Replay Protected Memory Blocks

Feature to the NVMe Controller, with the Mac/Key fiell ® a MAC generated by the host, and the

RPMB target set to a target to access, and the Write Counter field set to the current write counter value, and

the Address field set to the RPMB address, and the Sector Count field set the to the number of 512B

bloc k s, and the Request/ Response field set to A0003ho, and the Data fie
2. Configure the NVMe Host to issue a Security Send command for the Replay Protected Memory Blocks

Feature to the NVMe Controller, with the RPMB target get target to access, and the Request/Response

field set to A0005ho

3. Configure the NVMe Host to issue a Security Receive command for the Replay Protected Memory

Blocks Feature to the NVMe Controller.

Observable Results:
1. Verify that after the completh of each command, the controller posts a completion queue entry to the
Admin Completion Queue indicating the status for the command.
2. Verify the Security Receive command is populated correctly by the NVMe Controller.

Case 5:Authenticated Data Read(IP)

The Authenticated Data Read sequence is initiated by a Security Send command. The RPMB data frame delivered
from the host to the controller includes the Request Message Type = 0004h, Nonce, Address, and the Sector Count.

When the controller receives tiR®MB Data Frame, it first checks the Address. If there is an error in the Address
then the result is set to 0004h (address failure) and the data read is not valid. When the host receives a successful
completion of the Security Send command from the cdetrat should send a Security Receive command to the
controller to retrieve the data. The controller returns an RPMB Data Frame with Response Message Type (0400h),
the Sector Count, a copy of the Nonce received in the request, the Address, the Datdrdher calculated MAC,

and the Result. Note: It is the responsibility of the host to verify the MAC returned on an Authenticated Data Read
Request.

If the data transfer from the addressed location in the controller fails, the returned Result is€@aD6ilure). If
the Address provided in the Security Send command is not valid, then the returned Result is 0004h (address failure).
If another error occurs during the read procedure then the returned Result is 0001h (general failure).

Test Procedure:
1. Configure the NVMe Host to issue a Security Send command for the Replay Protected Memory Blocks
Feature to the NVMe Controller, with the RPMB target set to a target to access, and the Nonce field set to a
Nonce generated by the host, and the Addreks $et to the RPMB address, and the Sector Count set to
the number of 512B blocks, and the Request/ Response field set to fA00O:¢
be written.
2. Configure the NVMe Host to issue a Security Receive command for the Replegt&d Memory
Blocks Feature to the NVMe Controller.

Observable Results:
1. Verify that after the completion of each command, the controller posts a completion queue entry to the
Admin Completion Queue indicating the status for the command.
2. Verify the Security Receive command is populated correctly by the NVMe Controller.

Possible ProblemsThis is aMandatory if Supportetest, depending on device feature support according to the Re-
play Protected Memory Block Support (RPMBS) field of the Identifpt@wdler data structure.
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Group 4: Controller Registers
Overview:

This section describes a method for performing conformance verification for NVMe products implementing the
NVMe Controller Registers.

Notes:

The preliminary draft descriptions for the tedédined in this group are considered complete, and the tests are pending
implementation (during which time additional revisions/modifications are likely to occur).
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Test 4.1 Offset 00h: CAPT Memory Page Size Maximum (MPSMAX)(M, OF)

Purpose: To validate the MPSMKX field of the Controller Capabilities (CARggisterof an NVMe Controller

References:
[1] NVMe Specification 3.1.1

Resource Requirements:
Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: June 24, 2015

Discussion: This field indicates the maximum host memory page size that the controller supports. The maximum
memory page size is (2 » (12 + MPSMAX))e. 212*MPSMAY) Therefore, the maximum memory page size which a
controller may support is 128MBhe hos shall not configure a memory page size in CC.MPS that is larger than this
value.

Test Setup:SeeAppendix A

Test Procedure:
1. Configure the NVMe Host toead the CAP.MPSMAXegisterfield (bits 55:59 of theNVMe Controller.

Observable Results:
1. Verify that the value othe CAP.MPSMAX register fieldis greater than orgeal to the value ofhe
CAP.MPSMiINregister field

Possible ProblemsNone
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Test 4.2 Offset 00h: CAPT Memory Page Size Minimum (MPSMIN) (M, OF)

Purpose: To validate the MPSMINield of the Controller Capabilities (CARggisterof an NVMe Controller

References:
[1] NVMe Specification 3.1.1

Resource Requirements:
Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: June 24, 2015

Discussion: This field indicates the minimum host memory page size that the controller supports. The minimum
memory page size is (2 * (12 + MPSMIN))e. 22*MPSMIN) Therefore, the minimum memory page size which a
controllermay support is 4KBThe host shall not configure a memory page size in CC.MPS that is smaller than this
value.

Test Setup:SeeAppendix A

Test Procedure:
1. Configure the NVMe Host toeadthe CAP.MPSMINregisterfield (bits 51:4§ of theNVMe Controller.

Observable Results:
1. Verify that the value othe CAP.MPSMAX register fieldis greater than or equal to the valuetioé
CAP.MPSMiINregister field

Possible ProblemsNone
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Test 4.3i Offset 00h: CAPT Command SetsSupported (CSS (M, OF)

Purpose: To validate the Command Sets Supported (G®8&) of the Controller Capabilities (CAREgisterof an

NVMe Controller

References:

[1] NVMe Specification 3.1.

Resource Requirements:

1

Tools capable ofmonitoring and decoding traffic on the NVMe interface.

Last Modification: December 16, 2013

Discussion:This field indicates the 1/0 Command Set(s) that the controller supports. A minimum of one command
set shall be supported. The field is bit significgoit definitions can be found ifieble 7Fable8). I f a bit

then the corresponding

Set is not supported.

I/ O Command

Table 787 Command Sets Supported Bit Definitions

Test Setup: SeeAppendix A

Test Procedure:

37 NVM command set
38 Reserved
39 Reserved
40 Reserved
41 Reserved
42 Reserved
43 Reserved
44 Reserved

1. Configure the NVMe Host toeadthe CAP.CSSregisterfield (bits 37:44) of theNVMe Controller.

Observable Results:
1. Verify thatBi t 37
supported by the controller

Possible ProblemsNone.

of

t

he CAP.CSS

regi st &vM GomreandiSets s

UNHIi IOL NVMe Testing Service
©2018 UNH IOL

130

NVMe Conformance TeSuitevd0v11.0

is

S et ondiry I/G Qopnmand t e d .

set

I f

616

t

o

ndi cat e



University of New Hampshire InterOperability LaboratdridVVMe Conformance Test Suite

Test 4.4i Offset 00h: CAPT Doorbell Stride (DSTRD) (M, OF)

Purpose: To validate the Doorbell Stride (DSTRE¢Id of the Controller Capabilities (CAREgisterof an NVMe
Controller.

References:
[1] NVMe Specification 3.1.1

Resource Requirements:
Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: March 2, 2016

Discussion:Each Submission Queue and Completion Queue Doorbell registébissia size. This register indicates

the stride between doorbell registers. The stride is specified as (2 » (2 + DSTRIFPS™RD) in bytes. A value of

Oh indicates a stride of 4 bytes, where the doorbell registers are packed without reserved space between each register.

Since there is no means to validate the value stored in this register field, this test is designed purely to thetermine
value the NVMe Controller returns when the register is read, and is therefore considered an informative test.

Test Setup:SeeAppendix A

Test Procedure:
1. Configure the NVMe Host toeadthe CAP.DSTRDregisterfield (bits 35:39 of theNVMe Controller.
2. Report the value of the CAP.DSTRD register field.

Observable ResultsNone.

Possible ProblemsThere are no required values for the CAP.DSTRD register field at any given time and so this
test is run agformative with no pass/fail criteria.
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Test 4.51 Offset 00h: CAPT Timeout (TO) (M, OF-F¥)
Purpose: To validate the TimeoyfTO) field of the Controller Capabilities (CARggisterof an NVMe Controller

References:
[1] NVMe Specification 3.1.1

Resource Requirements:
Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: June 24, 2015

Discussion:i This is the worst case time that host software shall wait for CSTS.RDY to transition from:
a) 606 to O0NO6tafhnei tCEG8nNE from 606 to 616; or
b) 616 to 606 after CC.EN transitions from 616 to 6060

This worst caséime may be experienced after events such as an abrupt shutdown or activation of a new firmware
image; typical times are expected to be much shdfrtes.field is in 500 millisecond units.

Test Setup:SeeAppendix A

Test Procedure:

1. Configure the NVMe Host to read the CAP.Té&isterfield (bits 31:24)of the NVMe Controller.

2. Configure the NVMe Host telearthe CC.EN registerfield of the NVMe Controllet o 606 to initiate a
controller reset

3. Configure tle NVMe Host to query the STSRDY registerfield every 100 rilli seonds until it transitions
from 616 to 606

4. Configure the NVMe Host to set the CC.Edbisterf i el d of t he NVMeiengbtenher ol l er to 616 to r
controller(be sure to set required registéeld prior to reenabling the controller)

5. Configure the NVMe Host to query the CSTS.RiBgisterfield every 100 milliseconds until it transitions
from 606 to 0616.

Observable Results:
1. Determine theslapsedime it takes forthe CSTSRDY register fieldvalueto transition after toggling the
value of the CC.EN fieldVerify that this valuésless than or equal to the timeout value calculated from the
CAP.TOregisterfield read fromthe NVMe Controller

Possible ProblemsNone
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Test 4.6 Offset 00t CAP i Arbitration Mechanism Supported (AMS) (M, OF)

Purpose:To validate the Arbitration Mechanism Supported (AM8Id of the Controller Capabilities (CARggister
of an NVMe Controller

References:
[1] NVMe Specification 3.1.1

ResourceRequirements:
Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: June 24, 2015

Discussion:This field is bit significant(bit definitions can be found ifiable 8Fable9) and indicates the optional

arbitration mechani sms supported by the controller.

is supported by the controller. Refer sxton 411 of the NVMe Specificatioffor arbitration details.

Table 897 CAP.AMS Bit Definitions

17 | Weighted Round Robin with Urgent Priority Clag
18 | Vendor Specific

The round robin arbitratiomechanism is not listed since all controller shall support this arbitration mechanism.
Test Setup:SeeAppendix A

Test Procedure:
1. Configure theNVMe Hostto readthe CAP.AMS registerfield (bits 18:17 of theNVMe Controller.
2. For each arbitration mechanism supported by the NVMe Controller as indicated by the CARAMS
field, configure the NVMe Host to set the CC.AMSisterfield to the corresponding value.

Observable Results:
1. For each supportiarbitration mechanism, verify that the NVMe Host is able to successfully set the CC.AMS
registerfield to the corresponding value.

Possible ProblemsThe weighted Round Robin with Urgent and Vendor Speaifiitrationmechanisms are optional
to supportTherefore, it is valid for both bits of the CAP.AMS field todiearedto A&
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Test 4.7 Offset 00h: CAPT Contiguous Queues Required (CQRJM, OF)

Purpose: To validate the Contiguous Queues Required (CfR) of the Controller Capabilities (CARggisterof
an NVMe Controller

References:
[1] NVMe Specification 3.1.1

Resource Requirements:
Tools capable of monitoring and decoding traffic onNMMe interface.

Last Modification: March 2, 2016

DiscussionnThi s field is set to 616 if the controller requires that |/ O Submiss
are required to be physically contsupgat®I®OSubmidsion Gueuesi el d i s cleared to 6006 if
and |/ O Completion Queues that are not physically contiguous. | f this fiel
bit (CDW11.PC) in the Create /O Submission Queue and Create I/O Completion Queue commandseth! be s

616.

Since there is no means to validate the value stored in this register field, this test is designed purely to determine the
value the NVMe Controller returns when the register is read, and is therefore considered an informative test.

Test Setup SeeAppendix A

Test Procedure:
1. Configure the NVMe Host toeadthe CAP.CQRregisterfield (bit 16) of theNVMe Controller.
2. Report the value of the CAP.CQR register field.

Observable ResultsNone.

Possible ProblemsThere are no required vakir the CAP.CQRegister fieldat any given time and so this test is
run as informative with no pass/fail criteria.
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Test 4.8i Offset 00h: CAPT Maximum Queue Entries Supported (MQES)(M, OF-FY¥4)

Purpose: To validate the Maximum Queue Entries Supported (MQEER) of the Controller Capabilities (CAP)
registerof an NVMe Controller

References:
[1] NVMe Specification 3.1.1

Resource Requirements:
Tools capable of monitoring and decoding traffic on theMé\interface.

Last Modification: June 24, 2015

Discussion:This field indicates the maximum individual queue size that the controller supports. This value applies to

each of the I/O Submission Queues and 1/0 Completion Queues that host software reay crethi s i s a 06s based
value. The minimum value is 1h, indicating two entries.

Test Setup:SeeAppendix A

Test Procedure:
1. Configure theNVMe Hostto readthe CAP.MQESregisterfield (bits 15:0Q of theNVMe Controller.

Observable Results:
1. Verify that thevalue of theCAP MQESregisterfield is 1h or greater indicatir@ior morequeueentries.

Possible ProblemsNone.
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Test 4.9 Offset OCHi 10h: INTM ST Interrupt Mask Set and INTMC 1 Interrupt Mask Clear (M, OF)

Purpose: To validatethe Interrupt Mask SefINTMS) and Interrupt Mask Clear (INTMQ)gisterof an NVMe
Controller.

References:
[1] NVMe Specification 3.1.33.1.4

Resource Requirements:
Tools capable ofmonitoring and decoding traffic on the NVMe interface.

Last Modification: June 24, 2015

Discussion:The INTMSregister is used to mask interrupts when usinghgsed interrupts, single message MSI, or
multiple message MSI. When using M| the interrup mask table defined as part of MSIshould be used to mask
interrupts. Host software shall not access this register when configured foXM@ly accesses when configured for
MSIi X is undefined

The INTMC register is used to unmask interrupts whengugiri based interrupts, single message MSI, or multiple
message MSI. When using M, then interrupt mask table defined as part of MSshould be used to unmask
interrupts. Host software shall not access this register when configure foXM8ly accesss when configured for
MSIi X is undefined.

The INTMS and INTMQOregistersboth have a single field each: the Interrupt Vector Mask Set (IVMS) and Interrupt

Vector Mask Clea(IVMC) fieldsrespectivelyBoth fields are bit significant. f  a wriitein do a ibisin the IVMS

field, then the corresponding interrupt vector is masked from generating an interrupt or reporting a pending interrupt

in the MSI Capability Structuré. f a 616 i s written to a bit riuptvettdre | VMC fi el d, then the cor
isunmaskedWr i t i ng a 600 Whenreadhhese fiellsraturnthe cuerdntinteoupt. mask value within

the controller (not the value of tingegister) f a bit has a valwue of 616, then the corresponding ir
maskedl f a bit has a value of 606, then the corresponding interrupt vector i

Test Setup:SeeAppendix A

Test Procedure:
1. Configure the NVMe Host teeadthe INTMS and INTMC registers of the NVMe Cunller.
2. Configure the NVMe Host to write all zeros to both the INTMS and INTMC registers of the NVMe Control-
ler.
3. Configure the NVMe Host to read the INTMS and INTMC registers of the NVMe Controller once again.

Observable Results:
1. Verify that the values returned by the registers do not chamgabsequent read#ter writing zeres to their
bits.

Possible ProblemsNone
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Test 4.10i Offset 14h CC 1 I/O Completions Queue Entry Size (IOCQES)YM, OF)

Purpose: To validatethe I/O Completion Queue Entry Size (IOCQEfId of the Controller Configuratior{(CC)
registerof an NVMe Controller

References:
[1] NVMe Specification 3.1.5.

Resource Requirements:
Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: June 24, 2015

Discussion:This field defines the 1/0 Completion Queue entry size that is used for the selected I/O Command Set.
The required and maximum values for this field are specified in the Identify Controller data structure for each 1/0
Command Set. The value is in bytesl anspecified as a power of two (@fi.e. 2.

Test Setup:SeeAppendix A

Test Procedure:
1. Configure the NVMe Host toeadthe CC.IOCQESregisterfield (bits 23:2Q of theNVMe Controller.

ObservableResults:
1. Verify that the size of I/O completion queue emds are equal to 2 to the power the value of the
CC.IOCQESregister field

Possible ProblemsNone
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Test 4.11i Offset 14h CC 1 I/O Submission Queue Entry Size (IOSQES{M, OF)

Purpose: To validatethe I/O Submission Queue Entry Size (IOCQH®)d of the Controller Configuratio(CC)
registerof an NVMe Controller

References:
[1] NVMe Specification 3.1.5.

Resource Requirements:
Tools capable of monitoring and decoding traffictiom NVMe interface.

Last Modification: June 24, 2015

Discussion:This field defines the I1/O Submission Queue entry size that is used for the selected /O Command Set.
The required and maximum values for this field are specified in the Identify Conttatkeistructurdor each 1/0
Command Set. The value is in bytes and is specified as a power of wyd¢i.@"2").

Test Setup:See Appendix A

Test Procedure:
1. Configure the NVMe Host toeadthe CC.IOSQESield (bits 19:16 of theNVMe Controller.

Observable Results:
1. Verify that the size of I/O submission queue ergs are equal to 2 to the power the value of the
CC.IOSQESregister field

Possible ProblemsNone.
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Test 4.12i Offset 14h: CCi Shutdown Notification (SHN) (M, OF)

Purpose: To validatethe Shutdown Notification(SHN) field of the Controller ConfigurationCC) registerof an

NVMe Controller

References:

[1] NVMe Specification 3.1.5.

Resource Requirements:

Tools capable of monitoring drdecoding traffic on the NVMe interface.

Last Modification: Mareh-2-2018lovember 26, 2018

Discussion: This field is used to initiate shutdown processing when a shutdown is occurring, (i.e., a power down
condition is expected}or a normal shutdown notification, it is expected that the controller is given time to process

the shutdown notification. For abrupt shutdown notification, the host may not wait for shutdown processing to

complete before power is lost. The shutdown notification values are defifietile 9Fable10.

Table 9107 CC.SHN Field Values

00b No notification; no effect.

01lb Normal shutdown notification.
10b Abrupt shutdown notification.
11b Reserved.

This field should be written by host software prior to poyer down condition and prior to any change of the PCI
power management stateis recommended thé#his field also be writteprior to a warm reboot. To determine when

shutdown processing is complete, refer to CSTS.SHST.

It is recommended that the hagait a minimum of the RTD3 Entry Latency reported in the Identify Controller data

structure for the shutdown operations to complete; if the value reported in RTD3 Entry Latency is Oh, then the host
should wait for a minimum of one secottidis not recormended to disable the controller via the CC.EN fighis
causes a Controller Reset which may impact the time required to complete shutdown processes.

It is safe to power off the controller when CSTS.SHST indicates shutdown processing is cdtmplegens safe to

power off the control |l er uTotstarlexeCtihg @Mmands amtheicantiolkenagter f r om 606 t o
a shutdown operation, a Controller Reset is requiFaik initializat5ion sequence should then be executed.

Test Setup:SeeAppendix A

Test Procedure:

1. Stop submitting any new I/O commands to the DUT and allow any outstanding commands to complete.

2. Perform a Delete 1/0 Submission Queue command to all exigfin§ubmission queues.

3. Perform a Delete 1/0 Completion Queue command to all existing I/O Completion queues.

14. Configure the NVMe Host teeadthe CC.SHNregisterfield (bits 15:19 of theNVMe Controller.

2.5. Configure the NVMe Host to write a value of 01b to the CC.SHN registerifigbrder to initiate shutdown

processing with a normal shutdown notification.

3.6. After theCSTS.SHSTegister field valugransitions back to a value d®b (shutdown processing complgte

configure the NVMe Host to performfall Controller Reset.

4-.7. Configure the NVMe Host to issue an Identify command to the NVMe Contspiérifying CNS value 01h

[ Formatted: Font color: Auto

5.8. Configure the NVMe Host to write a value of 10b to the CC.SHN register field in order to initiate shutdown
processing with an abrupt shutdown notification

6-9. After the CSTS.SHSTegister field valuéransitions back to a value d®b (shutdown processing complete)

configure the NVMe Host to performfall Controller Reset.
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710. Configure the NVMe Host to issue an Identify command to the NVMe ContsgiifyingCNS
value 01h

Observable Results:
1. Verify that the value of the CC.SHiégisterfield is set to its default value of O@ho notification)after a
Controller Level Reset.
2. After the NVMe Host sets the value of the CC.Skgisterfield, verify that the controller sets the
CSTS.SHSTregisterfield to its appropriate valuas indicated imable12Fablel3.
3. Verify that, after the NVMe Host performs a ContenllReset while CSTS.SHST indicates normal operation,
the NVMe Host is able to issue commands to the NVMe Controller.

Possible ProblemsNone
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Test 4.13i Offset 14h: CCi Arbitration Mechanism Selected (AMS)(M, OF)

Purpose: To validatethe Arbitration Mechanism Selected (AM8gld of the Controller ConfiguratiofCC) register
of an NVMe Controller

References:
[1] NVMe Specification 3.1.5.

Resource Requirements:
Tools capable of monitoring and decoding traffic on the NVMe interface.

L ast Modification: February 1, 2018

Discussion:This field selects the arbitration mechanism to be used. This value shall only be changed when EN is

cleared to 60606. Host software shalll only set this field to supported arbi

this field is set to an unsupportediwe, the behavior is undefinethe arbitration mechanism values are defined in
TablelOFablell

Table 10+17 CC.AMS Field Values

000b Round Robin

001b Weighted Round Robin with Urgent
010bi 110b | Reserved
111b Vendor Specific.

Test Setup:SeeAppendix A

Test Procedure:
1. Configure the NVMe Host teet CC.EN to 0.
2. Configure the NVMe Host to read the CC.AMS register field of the NVMe Controller.
3. Configure the NVMe Host to read théAR.AMS register field of the NVMe Controller.
4. For each optional arbitration mechanism reported to be supported by the CARgisterfield:
a. Configure the NVMe Host to set the CC.AM&jister fieldto the appropriate value for that mech-
anism.
b. Configure the NVMe Host to read the CC.AMSyisterfield of the NVMe Controller.

Observable Results:
1. Verify that the value of the CC.AMfegisterfield is set to its default value of 000@hen CC.EN is set to 0.
2. Verify that the NVMe Controller properly allows the NVMe Host to set supported values @QHEVS

registerfield.
Possible ProblemsThe weighed Round Robin with Urgent and Vendor Specific arbitration mechanisms are op-
tional to support. Therefore, it is valid for both bits of the CAP. AMS
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Test 4.14i Offset 14h: CCi /O Command Set Selected (CSSM, OF)

Purpose: To validatethel/O Command set Selected (CS®)d of the Controller Configuratio{CC) registerof an
NVMe Controller

References:
[1] NVMe Specification 3.1.5.

Resource Requirements:
Tools capable of monitoring and decoding traffic on the N\iiMerface.

Last Modification: March 2, 2016

Discussion:This field specifies the I/O0 Command Set that is selected for use for the 1/0O Submission Queues. Host

software shall only select a supported 1/0O Command Set, as indicated in CAP.CSS. This fieldysbal changed

when the controller is disabled (CC.EN is cleared to 6006) . The 1/ 0 Comma
Submission QueueThe command set values are definedéable11Fablel2

Table 11327 CC.CSS Field Values

000b NVM Command Set
001bi 111b | Reserved

Test Setup:SeeAppendix A

Test Procedure:
1. Configure the NVMe Host toeadthe CC.CSSregisterfield (bits 06:09 of theNVMe Controller.
2. Foreach I/0 Command Set supported by the NVMe Controller as indicated by the CAEgB&Sield:
a. Configure the NVMe Host to set the CC.C8&Sjister fieldto the appropriate value for that 1/0O
Command Set.
b. Configure the NVMe Host to read the CC.C®8isterfield of the NVMe Controller.

Observable Results:
1. Verify that the value of the CC.CS8gisterfield is set to its default value of 000b aftee NVMe Host
clears the CC.EN register field to 606 in order to initiate a Control
field to a valid value prior to renabling the controller)
2. Verify that the NVMe Controller properly allows the NVMe Host to setpsufed values in the CC.CSS
field.

Possible ProblemsNone
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Test 4.151 Offset 14h: CCi Enable (EN)(M, OF)

Purpose: To validatethe Enable (ENYield of the Controller ConfiguratiofCC) registeiof an NVMe Controller

References:
[1] NVMe Specification 3.1.5.

Resource Requirements:
Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: June 21, 2012

DiscussionWh en set to 610, the controller shall process commands based on Subm
When c¢cl eared to 606, the controller shall not process commands nor post
Queues. When this field transitionsframlL. 6 t o 6 06, the controller is reset (referred to as a Con

deletes all /O Submission Queues and I/0O Completion Queues, resets the Admin Submission Queue and Completion
Queue, and brings the hardware to an idle state. The resetal@dfect PCI Express registers nor the Admin Queue
registers (AQA, ASQ, or ACQ). All other controller registers defined in se@iofithe NVMe specificatiormnd

internal controller state (e.g., Feature values defined in sestafrthe NVMespecificationthat are not persistent

across power stateae reseto their default values he controller shall ensure that there is no data loss for commands
that have had corresponding completion queue entries posted to an I/0 Completion Quenthprieset operation.

Refer to section 7.3 for reset details

When this field is cleared to 06006, ohchtbecanBolleBisiRddy bit i s cleared to 606 by
berédenabled When this field is s&tt to 616, whlee contisorkadysebspESTESR commands
CSTS. RDY may be set to Olobedeeedselr e namespace(s) are ready

Setting this field from a 606 to a 616 when CSTS. RDY is a 6106, or setting
i s a Odefined heautsThe Admin Queue registers (AQA, ASQ, and ACQ) shall only be modified wien
fieldi s cl eared to 606.

Test Setup:SeeAppendix A

Test Procedure:
1. Configure the NVMe Host toeadthe CC.ENregiste field (bit 00) of theNVMe Controller.

Observable Results:
1. Verify thatwhenBit O of the CC.EN register field s s e, the dordrollér firécesscommands based on
Submission Queue Tail doorbell writes.
2. Verify thatwhenBit 0 of the CC.EN register fieltclearedt o , the@dntrolledoesnot process commands
nor post completion queue entries to Completion Queues.

Possible ProblemsNone
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Test 4.16i Offset 1Ch: CSTSi Shutdown Status (SHST)M, OF)

Purpose: To validatethe ShutdownStatus (SHST) fielaf the ControllerStatus (CSTS) registef an NVMe Con-
troller.

References:
[1] NVMe Specification 3.1.6.

Resource Requirements:
Tools capable ofmonitoring and decoding traffic on the NVMe interface.

Last Modification: March 2, 2016

Discussion:This field indicates the status of shutdown processing that is initiated by the host setting the CC.SHN
registerfield. The shutdown status values areimadin Table12Fablel3.

Table 12437 CSTS.SHST Field Values

00b Normal operation (no shutdown has been requestg
01b Shutdown processing occurring

10b Shutdown processing complete

11b Reserved

To start executing commands on the controller after a shutdown operation (CSTS.SHST set to 10b), a reset (CC.EN
cleared to 606) i submitscgmmandsddhe cohtrollernitheut isssimg fa teses theebehavior
is undefined.

Test Setup:SeeAppendix A

Test Procedure:

1. Configure the NVMe Host toeadthe CSTS.SHSTegisterfield (bits 03:09 of theNVMe Controller.

2. Configure the NVMe Host to write a value of 01b to the CC.SHN register field in order to initiate shutdown
processing with a normal shutdown notification.

3. Configure the NVMe Host to read the CSTS.SH&qisterfield of the NVMe Controller.

4. After theCSTS.SHSTegister field valugransitions back to a value of 10b (shutdown processing complete),
configure the NVMe Host to performfall Controller Reset.

5. Configure the NVMe Host to read the CSTS.SHE&{isterfield of the NVMeController.

6. Configure the NVMe Host to issue an Identify command to the NVMe Contsplérifying CNS value 01h

7. Configure the NVMe Host to write a value of 10b to the CC.SHN register field in order to initiate shutdown
processing with an abrupt shutdonatification.

8. Configure the NVMe Host to read the CSTS.SHE&Gisterfield of the NVMe Controller.

9. After theCSTS.SHSTegister field valuéransitions back to a value of 10b (shutdown processing complete),
configure the NVMe Host to perform a Controllezdet.

10. Configure the NVMe Host to read the CSTS.SHEGisterfield of the NVMe Controller.

11. Configure the NVMe Host to issue an Identify command to the NVMe Contspléifying CNS value 01h

Observable Results:
1. Verify that the value of the CSTS.SHSdgster field is set to its default value of O@hormal operation)
after a Controller Level Reset.
2. After the NVMe Host sets the value of the CC.SidWisterfield to either 01b or 1Qtverify that theNVMe
Controller sets the CSTS.SHSdgisterfield to 01bto indicate that shutdown processing is edog.
3. Record the time it takes for the NVMe Controller to transition the valubed€STS.SHSTregister field
from 01b to 10b (i.e. the shutdown processing time) for both normal and abrupt shutdown nasficatio
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4. Verify that, after the NVMe Host performs a Controller Reset whigedlCSTS.SHSTregister fieldindicates
normal operation, the NVMe Host is able to issue commands to the NVMe Controller.

Possible ProblemsNone
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Test 4.17i Offset 1Ch: CSTSi Controller Fatal Status (CFS)(M, OF)

Purpose: To validatethe Controller Fatal Status (CF&gld of the Controller Status (CSTS) registaf an NVMe
Controller.

References:
[1] NVMe Specification 3.1.6.

Resource Requirements:
Tools capable of monitoring amtcoding traffic on the NVMe interface.

Last Modification: March 2, 2016

DiscussionnThi s field is set to 616 when a fatal controller error occurred that
propriate Compl eti on Qu e u eatal cdntrdlles errbrihas hotlocdursed. Réfeetaseetion t o 606 when a f
9.5.

The reset value of this field is 616 when a fatal controller error is det

Since there is no means for a host to trigger a controller fatal statusisthereneans to validate the value stored in
this register fieldand sothis test is designed purely to determine the value the NVMe Controller returns when the
register is read, and is therefore considered an informative test.

Test Setup:See Appendix A

Test Procedure:
1. Configure the NVMe Host toeadthe CSTS.CFS field (i 01) of theNVMe Controller.
2. Report the value of the CSTS.CFS field.

Observable ResultsNone.
Possible ProblemsThere are no explicit conditions for which the NVMe Host can generate a controller fatal status.
Therefore this test is run as informative with no pass/fail criteria.

UNHIi IOL NVMe Testing Service 146 NVMe Conformance TeSuitevtov110
©2018 UNH IOL



University of New Hampshire InterOperability LaboratdridVVMe Conformance Test Suite

Test 4.18i Offset-08h: CAPi Version (VS)(M, OF)

Purpose: To validate the Version (VSjeld of the Capabilities (CAP) register of an NVMe Controller.

References:
[1] NVMe Specification 3.1.2

Resource Requirements:
Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: November 14, 2017

Discussion:This register indicates the major and minor version of the NVM Express specification that the controller
implementation supports. Valid versions of the specification are: 1.0, 1.1, and 1.2.

Test Setup:See Appendix A

Test Procedure:
1. Configure the NVMe Host to read the VS.CAP field of the NVMe Controller.
2. Report the value of the VS.CAP field.
3. Configure the NVMe Host to issue an Identify command to the NVMe Controller specifying CNS value 01h
in order to retrieve thielentify Controller data structure.
Report the value of rthe VER field in the Identify Controller data structure returned by the DUT.
Observable Results:
1. Verify that the DUTreportsa valid value for VS. Valid values are 1.0, 1.1, 1.3
2. Verify that the version reported in the Identify Controller data structure matches the value reported in
the VS. CAP field.
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Group 5: System Memory Structure
Overview:

This section describes a method for performing conformance verification for NVMe praapitsnenting the
NVMe System Memory Structure.

NotesThe preliminary draft descriptions for the tests defined in this group are considered complete, and the tests are
pending implementation (during which time additional revisions/modifications are tikelgcur).
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Test 5.1i Page Base Address and Offset (PBAQM, OF)

Purpose: To validate thePageBaseAddress an®ffsetfield of PRP entriesssued to an NVMe Controller

References:
NVMe Specification 4.3

Resource Requirements:
Tools capable of monitoringnd decoding traffic on the NVMe interface.

Last Modification: February 1, 2018

Discussion:A physical region page (PRP) entry is a point to a physical memoryRB&s.are used as a scatter/gather
mechanism for data transfers betweendtwetroller and memorylo enable efficient out of order data transfers be-
tween the controller and the host, PRP entries are a fixed size.

The size of the physical memory page is configured by host software in CCEMB& 6Figure6 shows the layout
of a PRP entry that consists of a Page Base Address and an Oitssize of the Offset field is determined by the
physical memory page size configured in CC.MPS.

The Page BasAddress and Offset (PBAGigld indicates the 64it physical memory page address. The lower bits
(n:2) of this field indicate the offset within the memory page. If the memory page size is 4KB, then bits 11:02 form
the Offset; if the memory page sizeBisB, then bits 12:02 form the Offset, dte. n = CC.MPS + 11)f this entry
is not the first PRP entry in the commandad?RP Listpointer in a commandhen the Offset portion of this field
shall be cleared to Oh.

Figure 61 PRP Entry Layout
63 n+1{n

Page Base Address Offset 0|0

Test Setup:SeeAppendix A

Test Procedure:
1. Configure the NVMe Host to issua édentify command with properly formatted PRP entries to the NVMe
Controller.

Observable Results:
1. Verify that after the completion of the command, the controller posts a completion queue entry to the asso-
ciated 1/0 Completion Queue indicating the status for ¢imenscand.

Possible ProblemsNone.

UNHIi IOL NVMe Testing Service 149 NVMe Conformance TeSuitevtov110
©2018 UNH IOL



University of New Hampshire InterOperability LaboratdridVVMe Conformance Test Suite

Test 5.2i Completion Queue Entry(M)

Purpose: To verify that an NVMeControllercan properlypost acompletion queue entry the proper Completion
Queue

References:
NVMe Specification 46

Resource Requirements:
Toolscapable of monitoring and decoding traffic on the NVMe interface.

Last Modification: March 16, 2016

Discussion:An entry in the Completion Queue is 16 bytes in diigure 7Figure? describes the layout of the Com-
pletion Queue Entry data structufidie contents of Dword &recommand specific. If a command uses Dworthén

the definition of this Dword is contained within the associated command definition. If a commarnebtiase Dword

0, then the field is reserved. Dword 1 is reserved. Dword 2 is defined in Ri§arel Dword 3 is defined in Figure

27 of the NVMe specification Any additional /O Command Set defined in the future may use an alternate Comple-
tion Queue Btry size or format.

Figure 77 Completion Queue Entry Layouti Admin and NVM Command Set

31 23 |15 7 0
DWO Command Specific
DW1 Reserved
Dw2 SQ Identifier SQ Head Pointer
DW3 Status Field |P Command Identifier

The Status Field (SF) of Dword 3 is tested @st 5.3/ Status Field Definition
Test Setup:SeeAppendix A

Test Procedure:
1. Configure the NVMe Host to setup and create two 1/O Submission Queues paired with a single /0 Comple-
tion Queue.
2. Configure the NVMeHostto issue aWrite command to the NVMe Controll¢hrough the first I0SQ
3. Configure the NVMe Host to issuevdrite command to the NVMe Controller through the second 10SQ.
4. Configure the NVMe Host to issue Write commands to the NVMe Controller through the first I0SQ until
the 10SQ size number of commands have been issued.

Observable Results:

1. Verify that after the completion @fachcommand, the controller posts a completion queue entry éQhe
Completion Queue indicating the status for the command.

2. Verify that theSubmission Queue IdentifieBQID) field (bits 31:16)of Dword 20f each comigtion queue
entryisthe SQID of theSubmissionQueue used to issue the command

3. Verify that the Phase Tag (P) field (bit 16) D#ord 3is setto 1 for the first round of completion queue
entries arriving at the IOCQ and cleared to O for the second miucdmpletion queue entries after the
controller had wrapped around the top of the Completion Queue

4. Verify that the Command Identifier (CID) field (bits 15:00) of Dwordo8 each completion queue entry
matches the command ID assigned to the commartally¥Me Host when it was issued to the Submission
Queue.
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Possible ProblemsNone.
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Test 5.3i Status Field Definition (M, OF-FY4)

Purpose: To verify that an NVMeControllercan properly return the status in the completion queue fmteycom-
mand

References:
NVMe Specification 4.1

Resource Requirements:
Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: June 24, 2015

Discussion:The Status Fiel§SF)defines the status for the commandicated in the completion queue entfithe
SCT and SC fields are clearediq then thisndicates a successful command completion, with no fatal drfatah
error conditions.

The Status Field is bits 31:17 of Dword 3 of all completion queue entrie
The SCT and SC fields are further tested in subsequent tests.
Test Setup:SeeAppendix A

Test Procedure:
1. Configure the NVMe Host to issue an Identify command to the NVMe Controller.
2. After the NVMeController has processed the command, configure the NVMe Host to reap the completion
queue entry for the Identify command from the Admin Completion Queue.

Observable Results:
1. Verify that after the completion of the command, the controller posts a caonpigieue entry to the Admin
Completion Queue indicating the status for the command.
2. Verify that the Status Code Type (SCT) field of the Status Field is Oh to indicate a Generic Command Status.
Verify that the Status Code (SC) field of the Status Fielthit indicate successful completion of the com-
mand.

Possible ProblemsNone.
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Test 5.4i Generic Command Status Definition(M)

Purpose:To verify that an NVMeControllercan properly returStatus Code values for the Generic Command Status
type.

References:
NVMe Specification 46.1.2.1

Resource Requirements:
Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: June 24, 2015

Discussion: Completion queue entries with a Status Code type of Generic Command (SBhgtunslicate a status
valueassociated with the command that is generic a@bsemmandypes. The Status Code values for the Generic
Command Status type are defined @ble 14Fablel5 andTable13Fablel4.

Table 131471 Generic Command Status Values, NVM Command Set

80h LBA Out of Range: The command references an LBA that exceeds the size of the namespa
81h Capacity ExceededExecution of the command has caused the capacity of the namespace td
ceededThis error occurs when the Namespace Utilization exceeds the Namespace Capacity,
a2h Namespace Not ReadyThe namespace is not ready to be acce3$eiDo Not Retry bit indicate
whether réissuing the command at a later time may succeed.
83h Reservation Conflict: The command was aborted due to a conflict with a reservation held on
accessed namespace.
Format In Progress. The namespace is currently being formatiéte Do Not Retry bit shall be
84h A A . .
cleared to 6006 to indicate that the comma
85hi BFh | Reserved

Test Setup:SeeAppendix A

Test Procedure:
1. For each of the Status Code values definethine 13Tablel4 andTable14Fablels, configure the NVMe
Hostto issue a command to the NVMe Controller which will cause tmeroller toreturn theStatus Code
in the completion queue entry for the command

Observable Results:
1. Verify that after the completion of the command, the controller posts a completion queue entaptirdhe
priateCompletion Queue indicating the status for the command.
2. Verify that the SCT field of the Status Field is cleared to\Qérify that the SC filel of the Status field
matches the expected Status Code.

Possible ProblemsThe NVMe specification does not expligistate the exact conditions fathen an NVMe Con-
troller should use some of the defined Status Cdiash status codes cannot be tested.
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Table 14151 Generic Command Status Values

[ Value [Descripon
00h Successful CompletionThe command completesiccessfully.
01h Invalid Command Opcode: The associated command opcode field is not valid.
02h Invalid Field in Command: An invalid field in the command parameters.
03h Command ID Conflict: The command identifier is already in ubkate: It is implementation spe-
cific how many commands asearched for a conflict.
04h Data Transfer Error: Transferring the data or metadata associated with a command had an
05h Commands Aborted du_e_to Power Loss Notificationtndicates that the command was aborted
due to a power loss notification.
06h Internal Error:  The command was not completed successfully due to an internalRetails on
the internal device error are returned as an asynchronous Regstto section 5.2.
Command Abort Requested:The command was aborted due to a Command Abort command
07h ing received that specified the Submission Queue Identifier and Command Identifier of this c|
mand.
0sh Command Aborted due to SQ DeletionThe command was aborted due to a Delete 1/0 Subm
sion Qeue request received for the Submission Queue to which the command was submitte
09h Command_Aborted due to Eailed_Eused CommandThe command was aborted due to the oth
command in a fused operation failing.
Command Aborted due to Missing Fused Comand: The command was aborted due to the c
0Ah - - s
panion fused command not being found as the subsequent Submission Queue entry.
0Bh Invalid Namespace or Format:The namespace or the format of that namespace is invalid.
Command Sequence Error:The commandvas aborted due to a protocol violation in a riulti
0Ch command sequence (e.g. a violation of the Security Send and Security Receive sequencing
the TCG Storage Synchronous Interface Communications protocol).
Invalid SGL Last SegmentDescriptor: The command includes an invalid SGL Last Segment.
This may occur when the SGL segment pointed to by an SGL Last Se4gment descriptor con|
0Dh SGL Segment descriptor or an SGL Last Segment descriftiermay occur when an SGL Last
Segment decriptor contains an invalid length (i.e., a length of zero or one that is not a multipl
16).
OEh Inv_alid Nt_meer of SGL Desx_:riptors: The number of SGL descriptors or SGL Last Segment d
scriptors in a SGL segment is greater than one.
OFh Data SGL Lengh Invalid: The length of a Data SGL is too short or too long.
10h Metadata SGL Length Invalid: The length of a Metadata SGL is too short or too long.
11h SGIt_ D”escriptor Type Invalid: The type of an SGL Descriptor is a type that is not supported b
controller.
12h Invalid Use of Controller Memory Buffer: The attempted use of the Controller Memory Buffer
not supported by the controller.
13h PRP Offset Invalid: The Offset field for a PRP entry is invalithis may occur when there is a
PRP entry with a ndrzero offset after the first entry.
14h Atomic Write Unit Exceeded: The length specified exceeds the atomic write unit size.
15H 7Fh | Reserved
80H BFh | I/O Command Set Specific
COH FFh | Vendor Specific
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Test 5.51 Command Specific Errors Definition (M)

Purpose: To verify that an NVMeControllercan properly return th8tatusCodevalues for the ®mmandSpecific
Status type

References#4.6.1.2.2 Figure 33, 5.21.1.9 (Case 7)

Resource Requirements:
Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: July-17-201Rovember 26, 2018

Discussion:Completion queue entries with a Status Code Type of Command Specific @ftbymdicate an error
that is specific to a particular command opcotieese status values may indicate additional fasing is required.
The Status Code values for the Command Specific Status Type are defitrearirReference source not found.
andTablel15Fablel6.

For each of the Status Code values definethinle 15Fable16 and 17configure the NVMe Host to issue a
command to the NVMe Controller which will cause the controller to return the Status Code in the completion queue
entry for the command.

Table 15167 Command Specific Status Values, NVM Command Set

Test Coverage

80h | Conflicting Attributes \?V"’r‘itf‘eset Management, Read,
81lh Invalid Protection Information Compare, Read, Write, Write

Zeroes

Dataset Management, Write,
82h Attempted Write to Read Only Range Write Uncorrectable, Write

Zeroes
83hi
BEh Reserved N/A

Table 16177 Command Specific Status Values
TestCoverage

00h Completion Queue Invalid Create 1/0 Submission Queuq Test 1.4 Cas@&

Create 1/0 Submission Queuq Test 1.4 Case 2 and 7

. - Create 1/0 Completion Queug

01lh Invalid Queue Identifier Delete /O Submission Queug

Delete I/O Completion Queug

. . Create 1/0 Submission Queuq Test 1.4 Case 4 and 5
0zh Invalid Queue Size Create 1/0 Completion Queug
03h Abort Command Limit Exceeded Abort Test5.5 Case 1
04h Reserved N/A N/A
05h ?:élgggronous Event Request Limit E: Asynchronous EverRequest Test 5.5 Case 2
06h Invalid Firmware Slot Firmware Commit Test 5.5 Case 3
07h Invalid Firmware Image Firmware Commit Not Implemented
08h Invalid Interrupt Vector Create 1/0O Completion Queug Test 1.4 Case 8
09h Invalid Log Page Get Log Page Test 1.3 Case 2 and 3
0Ah Invalid Format Format NVM Test 1.6 Case 5
0Bh Flrmware Activation Requires Conver| Firmware Commit Not Implemented
tional Reset
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0Ch Invalid Queue Deletion Delete I/O Completion Queud Test 1.4 Case 3
0Dh Feature Identifier Not Saveable Set Features Test 5.5 Case 4
OEh Feature Not Changeable Set Features Test 5.5 Case 5
OFh Feature Not Namespace Specific Set Features Test 5.5 Case 6 and 7
10h Firmware Activation Required NVM Firmware Commit Not Implemented
Subsystem Reset
11h Firmware Activation Requires Reset | Firmware Commit Not Implemented
12h Firmware Act.ivati_on Requires Maxi- Firmware Commit Not Implemented
mum Time Violation
13h Firmware Activation Prohibited Firmware Commit Not Implemented
. Firmware Commit, Firmware | Test 5.5 Case 8
14h Overlapping Range Image Download, Set Featur:
15h Namespace Insufficient Capacity Namespace Management Test 9.2 Case 3
16h Namespace Identifier Unavailable Namespace Management Test 9.2 Cas@
17h Reserved N/A N/A
18h Namespace Already Attached Namespace Attachment Test 9.3 Case 1
19h Namespace Is Private Namespace Attachment Not Implemented
1Ah Namespace Not Attached Namespace Attachment Test 9.3 Case 2
1Bh Thin Provisioning Not Supported Namespace Management Not Implemented
1Ch Controller List Invalid Namespace Attachment Not Implemented
1Dh Device Seltest In Progress Device SeHtest Not Implemented
1Eh Boot Partition Write Prohibited Firmware Commit Not Implemented
1Fh Invalid Controller Identifier Virtualization Management | Not Implemented
20h Invalid Secondary Controller State Virtualization Management | Not Implemented
21h Invalid Number of Controller Re- Vi - Not Implemented
sources irtualization Management
22h Invalid Resource Ildentifier Virtualization Management | Not Implemented
zggr: Reserved N/A N/A
70h7Fh | Directive Specific
8;2% 1/0 Command Set Specific Not Implemented
CFO;}: Vendor Specific N/A N/A
Test Setup:SeeAppendix A

Case 1:Abort Command Limit Exceeded (M)

Test Procedure:

1. Determine the Abort Command Limit Exceeded vatyéy examining the Identify Controll&ata Strucutre

of the DUT.
2. Configure the NVMe Host to issuet1l Abortcommandto the NVMe Controller.

Observable Results:

1. Verify that after the completion of the command, the controller posts a completion queue entry to the appro-

priate Completion Queue indicating the status for the command.

2. Verify that the SCT field of the Status Field is sefbmrt Command Limit Exceeded, B%r one command

only.

Case 2:Asynchronous Event Request Limit Exceede@M)
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Test Procedure:
1. Determine the Asynchronous Event Request Limit valpby examining the Identify Controll&ata Struc-
ture of the DUT.
2. Configure the NVMe Host to issuet1l Asynchronous Event Requestimmandto the NVMe Controller.

Observable Results:
1. Verify that afte the completion of the command, the controller posts a completion queue entry to the appro-
priate Completion Queue indicating the status for the command.
2. Verify that the SCT field of the Status Field is set to mdyonous Event Request Limit Exceeded) fafs
one command only.

Case 3:Invalid Firmware Slot (M)

Test Procedure:
1. Determine the number of firmware slots the DUT supports by examining the Firmware Update field in the
Identifier Controller Data Structure.
2. Configure the NVMe Host to issue Eirmware Commit with a Slot ID of one greater than the number of
slots supportedly the DUT.
a. |If the DUT supports the maximum number of slots, determine if Slot 1 is-&#gdIf Slot 1 is
readonly, issue a Firmware Commit to Slot 1. If Slot 1 is not realy, then this tess not appli-
cable

Observable Results:
1. Verify thatafter the completion of the command, the controller posts a completion queue entry to the appro-
priate Completion Queue indicating the status for the command.
2. Verify that the SCT field of the Status Field is setrtealid Firmware Slqt06h.

Case 4:Feature Identifier Not Saveable(M)

Test Procedure:
1. Configure the NVMe Host to issue @et Featureecommand to the NVMe Controlldor eachsupported
Feature ID
2. For each Feature indicated as Not Saveatdeie a Set Feature Command to save that feature.

Observable Results:
1. Verify that after the completion of the command, the controller posts a completion queue entry to the appro-
priate Completion Queue indicating the status for the command.
2. Verify thatthe SCT field of the Status Field is set to Feature Identifier Not Say&¥lie

Case 5:Feature Not ChangeabldM)

Test Procedure:
4.3. Configure the NVMe Host to issue a Get Featooenmand to the NVMe Controlldor each supported
Feature ID.
2:4. For each Feature ifchted as NoChangeableissue a Set Feature Command to change/ahe of thatat
featureto a value different than the current value

Observable Results:
1. Verify that after the completion of the command, the controller posts a completionespigut the appro-
priate Completion Queue indicating the status for the command.
2. Verify if the DUT indicates that certain supported features are unchangbablihe SCT field of the Status
Field is set to Feature N@hangeable, OEh when the DUT respotalSet Features commands sent for that
Feature. If no features are indicated as Notnghable, then this test case is Not Applicable.
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Case 6:Feature Not Namespace Specifitv=1 (M)

Test Procedure:
1. Configure the NVMe Host to issueSet Featuré Interrupt Vector Configuratioscommand to the NVMe
Controllerwith IV=1 and CD=0

Observable Results:
1. Verify that after the completion of the command, the controller posts a completion queue entry to the appro-
priate Completion Queue indicating the status for the command.
2. Verify that the SCT field of the Status Field is set to FedtiaeNamespace SpecifioFh.

Case 7:Overlapping Range(M)

Test Procedure:
1. Configure the NVMe Host to issue $et Featureommand to the NVMe Controllevith an overlapping
LBA range.

Observable Results:
1. Verify that after the completion of the command, the controller posts a completion queue entry to the appro-
priate Completion Quewindicating the status for the command.
2. Verify that the SCT field of the Status Field is seOwerlapping Rangel4h.

Possible ProblemsThe NVMe specification does not explicitly state the exact conditions for when an NVMe Con-
troller should use some the defined Status Codes. Such status codes cannot be Agstitihnally, some of the
Status Codes can only be used for optional commands which the NVMe controller may or may not support.

For case 5some instances had been observed wherEéb#ure was not changeable, and the Host tried to change
the feature value, but the value offered was the same as the culuenthe controller accepted the Set Feature
command. If this occurs, the result may be dependent on the order of field chibekithg controller uses, which is
beyond thescopeof the NVMe specification. The test case has been updated to avoid this condition.
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Test 5.61 Media and DataIntegrity Errors Definition (M)

Purpose:To verify that an NVMeControllercan properlyeturn the status for the command in the completion queue
entry.

References:
NVMe Specification 4.5.1.2.3

Resource Requirements:
Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: June 24, 2015
Discussion:Comgetion queue entries with a Status Code Type of Med@ Data Integritfrrors(02h)indicate a
media specifierrorthat occurred in the NVM or data integrity type errdiise Status Code values for the Media and

Data Integrity Errors Status Type are definedaiblel7Fablei8 andTable18Fablel9.

Table 17487 Media and Data Integrity Error Values

00hi 7Fh | Reserved
80hi BFh | /O Command Set Specific
COhi FFh | Vendor Specific

Table 18197 Media and Data Integrity Error Values, NVM Command Set

80h Write Fault: The write data could not be committed to the media.

81h Unrecovered Read Error: The read data could not be recovered from the media.

82h Endi toi end Guard Check Error: The command was aborted due to ari &icend guard check
failure.

Endi toi end Application Tag Check Error: The command was aborted due to ari &sicend

83h L .
application tag check failure

84h Endi toi end Reference Tag Check ErrorThe command was aborted due to ari &sicend ref-
erence tag check failure.

85h Compare Failure: The command failed due to a miscompargrdya Compare command.

86h Access DeniedAccess to the namespace and/or LBA range is denied due to lack of access
Refer to TCG SIIS.

87h Deallocated or Unwritten Logical Block: The command failed due to an attempt to read from

LBA range containing a deallocated or unwritten logical block.
88hi BFh | Reserved

Test Setup:SeeAppendix A

Test Procedure:
1. For each of the Status Code values definethine 1 7ablel8 andTable18Fable19, configure the NVMe
Host to issue a command to the NVMe Controller which will cause the controller to return the Status Code
in the completion queue entry for the command.

Observable Results:
1. Verify that after the completion of the command, the contrpliets a completion queue entry to the appro-
priate Completion Queue indicating the status for the command.
2. Verify that the SCT field of the Status Field is set to\2xify that the SC field of the Status field matches
the expected Status Code.
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Possible Poblems: The NVMe specification does not explicitly state the exact conditions for when an NVMe Con-
troller should use some of the defined Status Codes. Such status codes cannot Beltétsteslly, some of the
Status Codes can only be used for opti@oahmands which the NVMe controller may or may not support.
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Group 6: Controller Architecture
Overview:

This section describes a method for performing conformance verification for NVMe products implementing the
NVMe Controller Architecture.

Notes:

Thepreliminary draft descriptions for the tests defined in this group are considered complete, and the tests are pending
implementation (during which time additional revisions/modifications are likely to occur).
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Test 6.1i Controller Level Reseti Conventional Reset(+RPEY1)

Purpose: To verify that an NVMeControllerperforms the proper actions whe@anventionaReset occurs.

References:
NVMe Specification 7.2

Resource Requirements:
Tools capable of monitoring and decoding traffic on the N\iiMerface.

Last Modification: June-24.-2019ovember 26, 2018

Discussion:When aController Level Reset occurs, the Host and Controller arpineed to take specific action.
Test Setup:SeeAppendix A

Test Procedure:
1. Configure the NVMe Device togsform aConventionalController Level ReseRepeat thisdr each of the
following cases:
a. PCI Expres®¥armHot reset{ifthere-is-a-means-provided-by-thendor)
: et
2. When the reset is completggnfigure the NVMe Hosto issuea Write andthena Read commantb the
NVMe Controllet

Observable Results:
1. Verify thattheNVMe Controlleris able to properly execute NVMe Write and Read conuteafter the reset

is complete.
2. Verify that the NVMeControllerperforms the followingictions whereach reset case defined aboviniti-

ated
a. The controller stops processing any outstanding Admin or 1/O commands
b. All /O Submission Queues aceleted.
c. All /O Completion Queues are deleted.
d The controller is brought to an I dle state.
e. All controller registers defined in sectioro8the NVMe Specificatiomnd internal controller state

are reset.

heould not
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Test 6.2i Controller Level Reseti Function Level Reset(M)

Purpose: To verify that an NVMeControllerperforms the proper actions whefanction level Reset occurs.

References:
NVMe Specification 7.2

Resource Requirements:
Tools capable of monitoring and decoding traffic ca\/Me interface.

Last Modification: March 16, 2016
Discussion:When aController Level Reset occurs, the Host and Controller are required to take specific action.

Support for the Function Level Reset mechanismis indicated in the Function Level &eseiliy (FLRC) field (bit
28) of the PCI Express Device Capabilities (PXDCAP) (offset PXCAP + 4h) PCI Express RégiistéfMe Con-
trollers must support Function Level Reset and so this register value sho

AFunction Level Reset is initiated by the NVMe Host by writing a value of
field (bit 15) of the PCI Express Device Control (PXDC) (offset PXCAP + 8h) PCI Express Rebistealue read
by software from this field shal al ways be 060606.

Test Setup:SeeAppendix A

Test Procedure:
1. Configure the NVMe Host to read thXBCAP.FLRC PCI Express register field.
2. Configure the NVMe Host to read the Initiate Function Level Reset fieldedPXDC PCI Express register.
3. Configure the NVMe Host to write a value of 616 to the Initiate Functi
Express register in order to initisde-unction Level Reset.
4. When the reset is completsmnfigurethe NVMe Host to ssuea Write commando the NVMe Controller

Observable Results:
1. Verify that the value read fromthexBP CAP. FLRC PClI Express register field is 616 to indicat
the Function Level Reset mechanism.
2. Verify that the value read from theitiate Function Level Reset field of the PXDC PCI Express register
@o .
3. Verify thatthe NVMe Controlleris able to properly executee Write command after the reset is complete.
4. Verify that the NVMeControllerperforms the followingictions when the Function el Reset is initiated
a. The controller stops processing any outstanding Admin or 1/0O commands.
b. All /O Submission Queues are deleted.
c. All /O Completion Queues are deleted.
d. The controller is brought to an Idle state. When this is complete, CSTS.RDYriseclda t o 6 0 0 .
e. All controller registers defined in sectioro8the NVMe Specificatiomnd internal controller state
are reset.

Possible ProblemsA reliable means gberforming thigest has not been determined. Therefore, this test should not
be included irany industry approved determinatiohconformance.
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Test 6.3i Controller Level Reseti Controller Reset(M, OF-EYI{R)

Purpose: To verify that an NVMeControllerperforms the proper actis when &ontroller Reset occurs.

References:
NVMe Specification 7.2

Resource Requirements:
Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: June 24, 2015

Discussion:When aController Level Resetoccurs, the Host and Controller are required to take specific action.

A Controller Reset is initiated when t heThid<peroedcontr ol | er
by the NVMe Host by writing C.\EaNl e edfd G 6 stea tthbe 6AG..EN whi |l e

Test Setup:SeeAppendix A

Test Procedure
1. Configure the NVMe Host to write a value of 606
2. When the reset is completggnfigurethe NVMe Host toissuea Write andthena Read commantb the
NVMe Controllet

Observable Results:
1. Verify thattheNVMe Controlleris able to properly execute NVMe Write and Read conuteafter the reset
is complete.
2. Verify that the NVMeControllerperforms the followingctions when the Controller Reset is initiated
The controller stops processing any outstanding Admin or I/O commands.
All I/O Submission Queues are deleted.
All I/O Completion Queues are deleted.

®Po0 TR

The Admin Queue registers (AQA, AS@;, ACQ) are not reset as part of a controller reA#t.
othercontroller registers defined in sectionfthe NVMe Specificatiomnd internal controlletate
are reset.

Possible ProblemsNone.
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Test 6.4 Controller Level Reseti NVM Subsystem ResetM)

Purpose: To verify that an NVMeControllerperforms the proper actions whemMVM SubsystenfReset occurs.

References:
NVMe Specification 7.3.and 7.3.2

Resource Requirements:
Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: June 27, 2016
Discussion:When aController Level Reseatccurs, the Host and Controller are required to take specific action.

An NVM Subsystem Reset is initiated when:
1. Power is applied to the NVM System,
2. A value of 4E564D65h (fiNVMeo) is written to the NSSR. NSSRC controller
3. A vendor specific event occurs.

When an NVM Subsystem Reset occurs, the entire [SuUbystem is resefhis includes the initiation of a Controller
Level Reset on all controllers that make up the NVM subsystem and a transition to the Detect LTSSM state by all PCI
Express ports of the NVM subsystem.

The occurrence of an NVM Subsystem &eshile power is applied to the NVM subsystem is reported by the initial
value of the CSTS.NSSRO field following the NVM Subsystem R&ses field may be used by host software to
determine if the sudden loss of communication with a controller was dureNYM Subsystem Reset or some other
condition.

Thistest is only applicable ifth e APNSSRS fieldisseild t o i ndi cwaitingto thelNSPRONSSRC flieddr
Test Setup:SeeAppendix A

Test Procedure:
1. Configure the NVMe Host to reatie CAPNSSRS field to determine if the DUT supportsting to the
NSSR.NSSRC fieldIf the NSSRS field islearedto @4 the test is not applicable. IfelCAP NSSRS field
is set todl§ continue to ste.
2. Configure the NVMe host to read the CSTS.NSSRO register value, and record the value. If the value is not
zero,perform a power cycle of the DUT and restart the test.
3. Configure theNVMe hosttowr i t e a value of 4E564D65h .(AiINVMed) to the NSSR. NSSRC fi el
4. When the reset is completée PCle link is reestablished, the NVMe controller is enabled and an Identify is
performed.

Observable Results:
1. Verify that the NVMe Controlleris able to properly execute NVMedentify command after the reset is
complete.
2. Read the CSTS.NSSRO register value and ensure that it is set to 1.
3. Verify that the NVMeControllerperforms the followingctions when the NVM Subsystem Reset is initiated

a. The controller stops processing any outstanding Admin or 1/0O commands.
b. All /O Submission Queues are deleted.
c. All /O Completion Queues are deleted.
d The controller is brought to an | dle state. When this is complete,
e. All controller registers defined in sectioro8the NVMe Specificatiomnd internal controller state
are reset.

Possible ProblemsThe DUTmay ormay not support NVM Subsystem Reset it isan optional NVMe feature.
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Group 7: Reservations
Overview:

This section describes a method for perfornéogformance verification for NVMe products implementing NVMe
ReservationsThese tests are not applicable to devices that dodaiat to support reservations.

Notes:

The preliminary draft descriptions for the tests defined in this group are considengléten and the tests are pending
implementation (during which time additional revisions/modifications are likely to occur).
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Test 7.1i ReservationReport Command (M)

Purpose: To determine if an NVMe Controller propenigports the status of a reservationen processing a Reser-
vation Report command

References:
NVMe Specification 8.85.14.1.15, 6.13

Resource Requirements:
Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: Mareh-15;,201Blovember 26, 2018

Discussion:A host may determine the current reservation status associated with a namespace by executing a Reser-
vation Report command.

The Reservation Report command returns a Reservation Status data structure to memory that describes the registration
andreservation status of a namespace.

The size of the Reservation Status data structure is a function of the number of controllers in the NVM Subsystem that
are associated with hosts that are registrants of the namespace (i.e., there is a Registerled dztatstiucture for

each such controller).

The command uses Command Dword 10. If the command uses PRPs for the data transfer, then PRP Entry 1 and PRP
Entry 2 fields are used. If the command uses SGLs for the data transfer, then the SGL Entiy dsield All other

command specific fields are reserved.

Test Setup:SeeAppendix A

Case 1:No Registrants (M)

Test Procedure:

+ b [Formaned: Normal, No bullets or numbering

1. Check the ONCS field to determine of the controller supports reservations. If theleodimek not support
reservations then this test is not applicable.
2. For each NVMe Controller in the NVM Subsystem:
a. Configure the NVMe Host to issue a Set Features command with the Host Identifier feature to the
NVMe Controller in order to set its Holstentifier for that controller.
b. For each active namespace attached to the NVMe Controller:
i. Configure the NVMe Host to issue a Reservation Report command to the NVMe Control-
ler.
ii._Configure the NVMe Host to issue a Get Features command with the Reservasish Pe

tence feature to the NVMe Controller.

#-3. Perform a Reservation Release command thi¢hRRELA field set to 001b (Clear) for all existing resefva-——{ Formatted: Numbered + Level: 1 + Numbering Style: 1, 2,
tions. 3,€é + Start at: 1 + Alignment: Left + Aligned at: 0.25" +
Indent at: 0.5"

Observable Results:
1. Verify that after the completion of each command, the controller pastsigletion queue entry to the asso-
ciated Completion Queue indicating the status for the command.
2. Verify that the Reservation Type (RTYPE) field of the Reservation Status data structure is set to 0 to indicate
that no reservation is held on the namespace.
3. Verify that the Number of Registered Controllers (REGCTL) field of the Reservation Status data structure is
set to 0 to indicate that no hosts are registrants of the namespace.
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4—Verify that the Persist Through Power Loss State (PTPLS) field of the Reser@atitus data structure is
set to the same value of the Persist Through Power Loss (PTPL) field of Command Dword 0 of the completion

queue entry for the Get Features command with Reservation Persistence feature.
4 b Formatted: List Paragraph, Numbered + Level: 1 +

Case 2:Host is a Registrant(FYI) Numbering Style: 1, 2, 3, é + Start at: 1 + Alignment: Left +
Aligned at: 0.25" + Indent at: 0.5"

Test Procedure
1. Check the ONCS field to determine of the controller supports reservations. If the controller does not support
reservations then this test is not applicable.
2. For each NVMe Controller in the NVM Subsystem:
a. Configure the NVMe Host to issue a $atatures command with the Host Identifier feature to the
NVMe Controller in order to set its Host Identifier for that controller.
b. For each active namespace attached to the NVMe Controller:
i. Configure the NVMe Host to issue a Reservation Register commahndheiReservation
Register Action (RREGA) field set to 000b (i.e. Register Reservation Key) and supplying
a reservation key in the New Reservation Key (NRKEY) field to the NVMe Controller for
the namespace in order to make the host a registrant of thespaceand perform a
Reservation Acquire to that namespace.
ii. Configure the NVMe Host to issue a Reservation Report command to the NVMe Control-
ler.
iii. Configure the NVMe Host to issue an Identify command specifying CNS value 01h to the
NVMe Controller in ordeto receive back the Identify Controller data structure for that
controller.

=3, Perform a Reservation Release command with the RRELA field set to 001b (Clear) for allexistin{ Formatted

reservations.

Observable Results:

1. Verify that after the completion of eachmmand, the controller posts a completion queue entry to the asso-
ciated Completion Queue indicating the status for the command.

2. Verify that the Generation (GEN) field of the Reservation Status data structure is incremented for each Res-
ervation Register aamand which the host issues to an NVMe Controller.

3. Verify that the Reservation Type (RTYPE) field of the Reservation Status data structure iscted to
indicate thatreservation is held on the namespace.

4. Verify that the Number of Registered Conteos (REGCTL) field of the Reservation Status data structure is
set to the number of controllers for which the host has set its Host Identifier for to indicate the number of
controllers associated with the host and that the host is a registrant of trepaegne

5. Verify that the number of Registered Controller data structures returned as part of the Reservation Status data
structure is exactly equal to the value stored in the REGCTL field.

6. Verify that the Controller ID (CNTLID) field of the Registered Cofigp data structures matches the
CNTLID field in the Identify Controller data structure for that controller.

7. Verify that the Reservation Status (RCSTS) field of the Registered Controller data structures have bit 0
cleared taot'0' to indicate that the Bbassociated with the controller heldreservation on the namespace.

8. Verify that the Host Identifier (HOSTID) field of the Registered Controller data structures is set to the same
value which the host set for its Host Identifier in the Set Features andim

9. Verify that the Reservation Key (RKEY) field of the Registered Controller data structures is set to the same
value which the host set for its reservation key in the Reservation Register command.

Possible ProblemsA reliable means of performing thisst has not been determined. Therefore, this test should not
be included in any industry approved determination of conformance.
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Test 7.2i Reservation Registration(IP)

Purpose: To determine if an NVMe Controller properly suppo#gistering hosts via the Reservation Register com-
mand

References:
NVMe Specification 8.8 5.14.1.15, 6.11

Resource Requirements:
Tools capable of monitoring and decoding traffic on the NVMerface.

Last Modification: Mareh-15;,201Blovember 26, 2018

Discussion:Prior to establishing a reservation on a namespace, a host shall become a registrant of that namespace by
registering a reservation key. Registering a reservation key wiglmaspace creates an association between a host

and a namespace. A host need only register on a single controller in order to become a registrant of the namespace
on all controllers in the NVM Subsystem that have access to the namespace and are asgbdiagellost.

A host registers a reservation key by executing a Reservation Register command on the namespace with Reservation
Register Action (RREGA) field set to 000b (i.e., Register Reservation Key) and supplying a reservation key in the
New Reservabn Key (NRKEY) field.

The Reservation Register command uses Command Dword 10 and a Reservation Register data structure in memory.
If the command uses PRPs for the data transfer, then the PRP Entry 1 and PRP Entry 2 fields are used. If the command
usesSGLs for the data transfer, then the SGL Entry 1 field is used. All other command specific fields are reserved.

Test Setup:SeeAppendix A

Case 1:Basic Operation(IP)

Test Procedure:
1. Check the ONCS field to determine of the controller supports reservations. If the controller does not support
reservations then this test is not applicable.
2. For each NVMe Controller in the NVM Subsystem:
a. Configure the NVMe Host to issue a Set Featuresnsand with the Host Identifier feature to the
NVMe Controller in order to set its Host Identifier for that controller.
b. For each active namespace attached to the NVMe Controller:
i. Configure the NVMe Host to issue a Reservation Register command with thed@eserv
Register Action (RREGA) field set to 000b (i.e. Register Reservation Key) and supplying
a reservation key in the New Reservation Key (NRKEY) field to the NVMe Controller for
the namespace in order to make the host a registrant of that namespace.
ii._Configure the NVMe Host to issue a Reservation Report command to the NVMe Control-

ler.

#-3. Perform a Reservation Release command with the RRELA field set to 001b (Clear) for all existianeserv[ Formatted

tions.

Observable Results:
1. Verify that after thecompletion of each command, the controller posts a completion queue entry to the asso-
ciated Completion Queue indicating the status for the command.
2. Verify that the Reservation Status data structure returned by the NVMe Controller after completing the Res-
ervation Report command indicates that the host was successfully registered to the namespace.

Case 2:Re-registration (IP)
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Test Procedure:
1. Check the ONCS field to determine of the controller supports reservations. If the controller does not support
reservationstten this test is not applicable.
2. For each NVMe Controller in the NVM Subsystem:
a. Configure the NVMe Host to issue a Set Features command with the Host Identifier feature to the
NVMe Controller in order to set its Host Identifier for that controller.
b. For e@h active namespace attached to the NVMe Controller:
i. Configure the NVMe Host to issue a Reservation Register command with the Reservation
Register Action (RREGA) field set to 000b (i.e. Register Reservation Key) and supplying
a reservation key in the NeweBervation Key (NRKEY) field to the NVMe Controller for
the namespace in order to make the host a registrant of that namespace.
ii. Configure the NVMe Host to issue an additional Reservation Register command with Reg-
ister Reservation Key action and the sansemeation key to the NVMe Controller.
iii. Configure the NVMe Host to issue a Reservation Report command to the NVMe Control-
ler.
iv. Configure the NVMe Host to issue an additional Reservation Register command with Reg-
ister Reservation Key action and a differenereation key to the NVMe Controller.
v. Configure the NVMe Host to issue a Reservation Report command to the NVMe Control-
ler.

v-3. Perform a Reservation Release command with the RRELA field set to 001b (Clear) for all existinq«eserv[ Formatted

tions.

Observable Results:

1. Verify that after the completion of each command, the controller posts a completion queue entry to the asso-
ciated Completion Queue indicating the status for the command.

2. Verify that the Reservation Status data structure returned by the KDdikteoller after completing the Res-
ervation Report command indicates that the host was successfully registered to the namespace.

3. Verify that the completion queue entry for the final Reservation Register command (with the different reser-
vation key) indicats status Reservation Conflict.

4. Verify that the Reservation Status data structure returned by the NVMe Controller after completing the final
Reservation Report command indicates that the reservation key for the host was not changed.

Case 3:ReplaceRegistration Key (IP)

A host that is a registrant of a namespace may replace its existing reservation key by executing a Reservation
Register command on the namespace with the RREGA field set to 010b (i.e., Replace Reservation Key), supplying
the currenteservation key in the Current Reservation Key (CRKEY) field, and the new reservation key in the
NRKEY field. If the contents of the CRKEY field do no match the key currently associated with the host, then the
Reservation Register command shall be aboridustatus of Reservation Conflict. A host may replace its

reservation key without regard to its registration status or current reservation key value by setting the Ignore
Existing Key (IEKEY) bit to '1' in the Reservation Register command. Settin§KIEY bit to '1' causes the

Reservation Register command to succeed regardless of the value of the CRKEY field (i.e., the current reservation
key is not checked).

Replacing a reservation key has no effect on any reservation that may be held on theseamesp

Test Procedure:
1. Check the ONCS field to determine of the controller supports reservations. If the controller does not support
reservations then this test is not applicable.
2. For each NVMe Controller in the NVM Subsystem:
a. Configure the NVMe Host to $sile a Set Features command with the Host Identifier feature to the
NVMe Controller in order to set its Host Identifier for that controller.
b. For each active namespace attached to the NVMe Controller:
Configure the NVMe Host to issue a Reservation Registentand with the Reservation
Register Action (RREGA) field set to 000b (i.e. Register Reservation Key) and supplying
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a reservation key in the New Reservation Key (NRKEY) field to the NVMe Controller for
the namespace in order to make the host a registrémtcnamespace.

ii. Configure the NVMe Host to issue a Reservation Register command with the RREGA field
set to 010b (i.e. Replace Reservation Key), supplying the current reservation key in the
Current Reservation Key (CRKEY) field, and a new reservatiorirklye NRKEY field
to the NVMe Controller for the namespace in order to associate a new reservation key with
the registrant of the namespace.

iii. Configure the NVMe Host to issue a Reservation Report command to the NVMe Control-
ler.

iv. Configure the NVMe Host tissue a Reservation Register command with the Replace Res-
ervation Key action, supplying any key value that isthetcurrent reservation key in the
CRKEY field, and a new reservation key in the NRKEY field to the NVMe Controller.
Also, set the RType to @sing theReservatiorAcquire Command

v. Configure the NVMe Host to issue a Reservation Report command to the NVMe Control-
ler.

vi. Configure the NVMe Host to issue a Reservation Acquire command, setting the Reserva-
tion Acquire Action (RACQA) field to 000b (Acarg), and supplying the current reserva-
tion key associated with the host in the Current Reservation Key (CRKEY) field to the
NVMe Controller in order for the host to acquire a reservation on the namespace.

vii. Configure the NVMe Host to issueReservation Register command with the Register
Reservation Key action, supplying a new reservation key in the New Reservation Key
(NRKEY) field, and setting the IEKEY bit to '1' to the NVMe Controller for the namespace
in order to make the host a registrahthat namespace with a different reservation key.

viii. Configure the NVMe Host to issue a Reservation Report command to the NVMe Control-
ler.

viii-3. Perform a Reservation Release command with the RRELA field set to 001b (Clear) for allexistin{ Formatted

reservations.

Obsevable Results:

1. Verify that after the completion of each command, the controller posts a completion queue entry to the asso-
ciated Completion Queue indicating the status for the command.

2. Verify that the Reservation Status data structure returned by theeNS@vitroller after completing the Res-
ervation Report command after the second Reservation Registration command indicates that the host suc-
cessfully changed its reservation key.

3. Verify that the completion queue entry for the third Reservation Register auh{wih the invalid current
reservation key) indicates status Reservation Conflict.

4. Verify that the Reservation Status data structure returned by the NVMe Controller after completing the Res-
ervation Report command after the third Reservation Register anchindicates that the reservation key
associated with the host did not change.

5. Verify that the Reservation Status data structure returned by the NVMe Controller after completing the Res-
ervation Report command after the fourth Reservation Register con(mithdhe IEKEY set) indicates
that the host successfully changed its reservation key and that it still holds the reservation it previously ac-
quired.

Case 4:Multiple Hosts (IP) Dual Port Devices Only

There are no restrictions on the reservation key value useddbywith different Host Identifiers. For example,
multiple hosts may all register the same reservation key value.

This test requires there to be at least two controllers with a shared namespace in the NVM Subsystem.

Test Procedure:
1. Check the ONCS field to determine of the controller supports reservations. If the controller does not support
reservations then this test is not applicable.
2. Configure NVMe Host 1 to issue a Set Features command with the Host Identifier feature to N\kéé& Con
ler 1 in order to set its Host Identifier for that controller.
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3. Configure NVMe Host 2 to issue a Set Features command with the Host Identifier feature to NVMe Control-
ler 2 with a different Host Identifier than NVMe Host 1.

4. Configure NVMe Host 1 tassue a Reservation Register command with the Reservation Register Action
(RREGA) field set to 000b (i.e. Register Reservation Key) and supplying a reservation key in the New Res-
ervation Key (NRKEY) field to NVMe Controller 1 for the shared namespaceder @0 make the host a
registrant of that namespace.

5. Configure NVMe Host 2 to issue a Reservation Register command with the Register Reservation Key action
and supplying the same reservation key that NVMe Host 1 used in the NRKEY field to NVMe Controller 2
for the shared namespace in order to make the host a registrant of that namespace.

6. Configure NVMe Host 1 to issue a Reservation Report command to NVMe Controller 1.

6.7. Perform a Reservation Release command with the RRELA field set to 001b (Clear) fostmbexiserva-
tions.

Observable Results:
1. Verify that after the completion of each command, the controller posts a completion queue entry to the asso-
ciated Completion Queue indicating the status for the command.
2. Verify that the Reservation Status dataisture returned by the NVMe Controller after completing the Res-
ervation Report command indicates that both hosts were successfully registered to the namespace.

Possible ProblemsA reliable means of performing this test has not been determined. Thetiifotest should not
be included in any industry approved determination of conformance.
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Test 7.3i Unregistering (M)

Purpose: To determine if an NVMe Controller properly supports reservations.

References:

NVMe Specification 8.85.14.1.15, 6.11

Resource Requirements:

Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: August29,-201Movember 26, 2018

Discussion:A host that is a registrant of a namespace may unregister withthespace by executing a Reagion

Register command on the namespace with the Reservation Register Action (RREGA) field set to 0001b (i.e., Unregis-
ter Reservation Key) and supplying its current reservation key in the CRKEY field. If the contentCBKEY

field do not match the key currently associated with the host or if the host is not a registrant, then the command shall
be aborted with a status of Reservation Conflict. A host may unregister without regard to its clereatioaskey

value by stting the IEKEY bit to '1' in the Reservation Register command.

Successful completion of an unregister operation causes the host to no longer be a registrant of that namespace.

Unregistering due to preemption or a registration clear is verified incudsetests.

Test Setup:SeeAppendix A

Case 1:Unregistering with Reservation Register CommandM )

Test Procedure:

1.

2.

Check the ONCS field to determine of the controller supports reservations. If the controller doppart su
reservations then this test is not applicable.
For each NVMe Controller in the NVM Subsystem:
a. Configure the NVMe Host to issue a Set Features command with the Host Identifier feature to the
NVMe Controller in order to set its Host Identifier for tlwantroller.
b. For each active namespace attached to the NVMe Controller:
i. Configure the NVMe Host to issue a Reservation Register command with the Reservation
Register Action (RREGA) field set to 000b (i.e. Register Reservation Key) and supplying
a reservabn key in the New Reservation Key (NRKEY) field to the NVMe Controller for
the namespace in order to make the host a registrant of that namespace.
ii. Configure the NVMe Host to issue a Reservation Register command with the Unregister
Reservation Key actionnd supplying its current reservation key in the CRKEY field to
the NVMe Controller for the namespace in order to unregister the host as a registrant of
that namespace.
iii. Configure the NVMe Host to issue a Reservation Report command to the NVMe Control-
ler.
Perform a Reservation Release command with the RRELA field set to 001b (Clear) for all existing reserva-

tions.

it b [Formaned: Indent: Left: 1.5", No bullets or numbering

Observable Results:

1. Verify that after the completion of each command, the controller posts a completion queue entagto-the
ciated Completion Queue indicating the status for the command.
2. Verify that the Reservation Status data structure returned by the NVMe Controller after completing the Res-
ervation Report command indicates that the host was successfully unregisterdteframespace.
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Case 2:Unregistering due to Preemption(M)Dual Port Devices Only
If a preemption occurs and there is no reservation held on the namespace, then execution of the Reservation Acquire
command with Preempt action causes registrants whose resenatioraich the value of the PRKEY field to be
unregistered.

See the Preempting a Reservation test for more information on reservation preemption.

This test requires there to be at least two controllers with a shared namespace in the NVM Subsystem.

Test Procedure:

1.

2.

3.

7.

Check the ONCS field to determine of the controller supports reservations. If the controller does not support
reservations then this test is not applicable.

Configure NVMe Host 1 to issue a Set Features command with the Host Identifier feddMitdéaControl-

ler 1 in order to set its Host Identifier for that controller.

Configure NVMe Host 2 to issue a Set Features command with the Host Identifier feature to NVMe Control-
ler 2 with a different Host Identifier than NVMe Host 1.

Configure NVMe Host 1o issue a Reservation Register command with the Reservation Register Action
(RREGA) field set to 000b (i.e. Register Reservation Key) and supplying a reservation key in the New Res-
ervation Key (NRKEY) field to NVMe Controller 1 for the shared namespaa#der to make the host a
registrant of that namespace.

Configure NVMe Host 2 to issue a Reservation Register command with the Register Reservation Key action
and supplying a reservation key in the NRKEY field to NVMe Controller 2 for the shared namespales

to make the host a registrant of that namespace.

Configure NVMe Host 2 to issue a Reservation Acquire command, setting the RACQA field to 001b
(Preempt), and supplying the current reservation key associated with the NVMe Host 2 in the CRKEY field
and setting the Preempt Reservation Key (PRKEY) field to the current reservation key associated with NVMe
Host 1 to NVMe Controller 2 in order to preempt the NVMe Host 1's reservation.

7. Configure NVMe Host 2 to issue a Reservation Report command to NVMieoler 2.

7-8. Perform a Reservation Release command with the RRELA field set to 001b (Clear) for all existing reserva-

tions.

Observable Results:

1.

2.

Verify that after the completion of each command, the controller posts a completion queue entagdo-the
ciated Completion Queue indicating the status for the command.

Verify that the Reservation Status data structure returned by the NVMe Controller after completing the Res-
ervation Report command indicates that NVMe Host 2 was not unregistered fronmigspaae and NVMe

Host 1 was successfully unregistered from the namespace.

Possible ProblemsA reliable means of performing this test has not been determined. Therefore, this test should not
be included in any industry approved determination of conforenanc

UNHIi IOL NVMe Testing Service 176 NVMe Conformance TeSuitevtov110
©2018 UNH IOL



University of New Hampshire InterOperability LaboratdridVVMe Conformance Test Suite

Test 7.41 Acquiring a Reservation(M)

Purpose: To determine if an NVMe Controller propedjlows acquisition ofeservationsia the Reservation Regis-
ter command

References:
NVMe Specification 8.85.14.1.15, 6.10

Resource Requirements:
Tools capabl®f monitoring and decoding traffic on the NVMe interface.

Last Modification: Aprili-2018November 26, 2018

Discussion:In orde for a host to obtain a reservation on a namespace, it shall be a registrant of that namespace. A
registrant obtains a reservation by executing a Reservation Acquire command, setting the Reservation Acquire Action
(RACQA) field to 000b (Acquire), and supplygrthe current reservation key associated with the host to the Current
Reservation Key (CRKEY) field.

The Reservation Acquire command uses Command Dword 10 and a Reservation Acquire data structure in memory.
If the command uses PRPs for the dedasfer, then the PRP Entry 1 and PRP Entry 2 fields are used. If the command
uses SGLs for the data transfer, then the SGL Entry 1 field is used. All other command specific fields are used.

Test Setup:SeeApperdix A.

Case 1:Basic Operation(M)

Test Procedure:
1. Check the ONCS field to determine of the controller supports reservations. If the controller does not support
reservations then this test is not applicable.
2. For each NVMe Controller in the NVM Subsystem:
a. Configure the NVMe Host to issue a Set Features command with the Host Identifier feature to the
NVMe Controller in order to set its Host Identifier for that controller.
b. For each active namespace attached to the NVMe Controller:
i. Configure the NVMe Host to issueReservation Register command with the Reservation
Register Action (RREGA) field set to 000b (i.e. Register Reservation Key) and supplying
a reservation key in the New Reservation Key (NRKEY) field to the NVMe Controller for
the namespace in order to make host a registrant of that namespace.
ii. Configure the NVMe Host to issue an Identify command specifying CNS value 00h to the
NVMe Controller in order to receive back the Identify Namespace data structure for the
namespace.
iii. For each reservation type supigat by the namespace based on the RESCAP field of the
Identify Namespace data structure for the namespace:
1. Configure the NVMe Host to issue a Reservation Acquire command, setting the
Reservation Acquire Action (RACQA) field to 000b (Acquire), supplyingciire
rent reservation key associated with the host in the Current Reservation Key
(CRKEY) field, and setting the Reservation Type (RTYPE) field to the reserva-
tion type to the NVMe Controller in order for the host to acquire a reservation on
the namespace thi the reservation type.
2. Configure the NVMe Host to issue a Reservation Report command to the NVMe
Controller.
3. Configure the NVMe Host to issue a Reservation Release command, setting the
Reservation Release Action (RRELA) field to 000D (i.e. Releasahgstie Res-
ervation Type (RTYPE) field to the type of the reservation being released, and
supplying the current reservation key associated with the host in the Current
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3. Perform a Reservation Release command with the RRELA field set to 001b (Clear) for all existinq«eserv[ Formatted

Reservation Key (CRKEY) field to the NVMe Controller in order to release the
reservatiorheld by the host.

tions.

Observable Results:

1. Verify that after the completion of each command, the controller posts a completion queuetbrtasto-
ciated Completion Queue indicating the status for the command.

2. Verify that the Reservation Status data structure returned by the NVMe Controller after completing the Res-
ervation Report command indicates that the host successfully acquired thatieserith the associated
reservation type.

Case 2:Error Conditions (M)

If the CRKEY value does not match that used by the registrant to register with the namespace or the host is not a
registrant, the command shall be aborted with status Regist@gioflict. A Host may acquire a reservation without
regard to its current reservation key value by setting the Ignore Existing Key (IEKEY) bit to '1' in the command.

If a reservation holder attempts to obtain a reservation of a different type on a namespacahfirisvliready the
reservation holder, then the command shall be aborted with status Reservation Conflict. It is not an error for a
reservation holder to attempt to obtain a reservation of the same type on a namespace for which it is already the

reservéion holder.

Test Procedure:

1. Check the ONCS field to determine of the controller supports reservations. If the controller does not support
reservations then this test is not applicable.
2. For each NVMe Controller in the NVM Subsystem:
a. Configure the NVMe Hst to issue a Set Features command with the Host Identifier feature to the
NVMe Controller in order to set its Host Identifier for that controller.
b. For each active namespace attached to the NVMe Controller:

Vi.

Vii.

viii.

RES_ACQ1: Configure the NVMe Host to issuR@servation Acquire command, setting

the Reservation Acquire Action (RACQA) field to 000b (Acquire), supplying a random
reservation key in the Current Reservation Key (CRKEY) field, and setting the Reservation
Type (RTYPE) field to a reservation type sugpd by the namespace to the NVMe Con-
troller.

RES_REP1: Configure the NVMe Host to issue a Reservation Report command to the
NVMe Controller.

Configure the NVMe Host to issue a Reservation Register command with the Reservation
Register Action (RREGA) fieldet to 000b (i.e. Register Reservation Key) and supplying

a reservation key in the New Reservation Key (NRKEY) field to the NVMe Controller for
the namespace in order to make the host a registrant of that namespace.

RES_ACQ?2: Configure the NVMe Host tesige a Reservation Acquire command, setting
the Acquire action, supplying any reservation key other than the reservation key currently
associated with the host in the CRKEY field, and setting the RTYPE field to a reservation
type supported by the namespéz¢he NVMe Controller.

RES_REP2: Configure the NVMe Host to issue a Reservation Report command to the
NVMe Controller.

RES_ACQ3: Configure the NVMe Host to issue a Reservation Acquire command, setting
the Acquire actionsupplying-any-reservation-key-othban-the-reservationkey-currently
associated-with-the-hestin-the- CRKEY-fietgiting the IEKEY bit to '1', and setting the
RTYPE field to a reservation type supported by the namespace to the NVMe Controller in
order for the host to acquire a resematdn the namespace.

RES_REP3: Configure the NVMe Host to issue a Reservation Report command to the
NVMe Controller.

RES_ACQ4: Configure the NVMe Host to issue a Reservation Acquire command, setting
the Acquire action, supplying the reservation key currently associated with the host in the
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CRKEY field, and setting the RTYPE field to a different reservation type suppmytema
namespace than the one used for the current reservation held by the host to the NVMe
Controller.

ix. RES_REP4: Configure the NVMe Host to issue a Reservation Report command to the
NVMe Controller.

X. RES_ACQ5: Configure the NVMe Host to issue a Resemaizuire command, setting
the Acquire action, supplying the reservation key currently associated with the host in the
CRKEY field, and setting the RTYPE field to the same reservation type used for the current
reservation held by the host to the NVMe Colér.

xi. RES_REP5: Configure the NVMe Host to issue a Reservation Report command to the
NVMe Controller.

x-3.Perform a Reservation Release command with the RRELA field set to 001b (Clear) for all existianeserv[ Formatted

tions.

Observable Results:

1. Verify that after tie completion of each command, the controller posts a completion queue entry to the asso-
ciated Completion Queue indicating the status for the command.

2. Verify that the completion queue entry for RES_ACQL1 indicates status Reservation Conflict.

3. Verify that the Reservation Status data structure returned by the NVMe Controller after completing
RES_REP1 indicates that the host does not hold any reservations.

4. Verify that the completion queue entry for RES_ACQ?2 indicates status Reservation Conflict.

5. Verify that the Reservation Status data structure returned by the NVMe Controller after completing
RES_REP2 indicates that the host does not hold any reservations.

5.6. Verify that the completion queue entry for RES_AXi@dicatesstatu8 | nval i d Fi el d in Command?o

6.7. Verify that the Reservation Status data structure returned by the NVMe Controller after completing
RES_REP3 indicatebat the host does not hold any reservattbasthe-host-sucecessiully-acguired-a-reser-
e e A

7-8. Verify that thecompletion queue entry for RES_ACQ4 indicates status Reservation Conflict.

8—Verify that the Reservation Status data structure returned by the NVMe Controller after completing
RES_REP4 indicates that the host still holds its reservation with the namesplatieevéame reservation
type.

9. Verify that the Reservation Status data structure returned by the NVMe Controller after completing
RES_REPS5 indicates that the host still holds its reservation with the namespace with the same reservation
type.

Case 3:Multiple Hosts (M) Dual Port Devices Only

Only one reservation is allowed at a time on a namespace. If a registrant attempts to obtain a reservation on a
namespace that already has a reservation holder, then the command is aborted with status Reservation Conflict.

This test requires there to be at least two controllers with a shared namespace in the NVM Subsystem.

Test Procedure:

1. Check the ONCS field to determine of the controller supports reservations. If the controller does not support
reservations then this tastnot applicable. If the DUT is a single port device then this test is not applicable.

2. Configure NVMe Host 1 to issue a Set Features command with the Host Identifier feature to NVMe Control-
ler 1 in order to set its Host Identifier for that controller.

3. Configure NVMe Host 2 to issue a Set Features command with the Host Identifier feature to NVMe Control-
ler 2 with a different Host Identifier than NVMe Host 1.

4. Configure NVMe Host 1 to issue a Reservation Register command with the Reservation Register Action
(RREGA) field set to 000b (i.e. Register Reservation Key) and supplying a reservation key in the New Res-
ervation Key (NRKEY) field to NVMe Controller 1 for the shared namespace in order to make the host a
registrant of that namespace.

5. Configure NVMe Host 20 issue a Reservation Register command with the Register Reservation Key action
and supplying a reservation key in the NRKEY field to NVMe Controller 2 for the shared namespace in order
to make the host a registrant of that namespace.
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6. Configure NVMe Hosll to issue a Reservation Acquire command, setting the Reservation Acquire Action
(RACQA) field to 000b (Acquire), supplying the reservation key currently associated with NVMe Host 1 in
the Current Reservation Key (CRKEY) field, and setting the Reserveyjoa (RTYPE) field to a reservation
type supported by the namespace to NVMe Controller 1.

7. Configure NVMe Host 2 to issue a Reservation Acquire command with the Acquire action, supplying the
reservation key currently associated with NVMe Host 2 in the CRK&d, and setting the Reservation
Type (RTYPE) field to a reservation type supported by the namespace to NVMe Controller 2.

8. Configure NVMe Host 2 to issue a Reservation Report command to NVMe Controller 2.

8.9. Perform a Reservation Release command withRIRELA field set to 001b (Clear) for all existing reserva-
tions.

Observable Results:

1. Verify that after the completion of each command, the controller posts a completion queue entry to the asso-
ciated Completion Queue indicating the status focctimamand.

2. Verify that the completion queue entry for the Reservation Acquire command sent by NVMe Host 2 indicates
status Reservation Conflict.

3. Verify that the Reservation Status data structure returned by the NVMe Controller after completing the Res-
ervation Report command indicates that NVMe Host 1 holds a reservation on the namespace and that NVMe
Host 2 does not.

ould not
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Test 7.51 Releasing a ReservatiofM)

Purpose: To determine if an NVMe Controller propemrgleaseseservations.

References:
NVMe Specification 8.8 5.14.1.15, 6.12

Resource Requirements:
Tools capable ofmonitoring and decoding traffic on the NVMe interface.

Last Modification: Apriti2018November 26, 2018

Discussion:A host releases a reservation by executing a Reservation Release commandhed®ésgrvation Re-

lease Action (RRELA) field to 000b (i.e. Release), setting the Reservation Type (RTYPE) field to the type of the
reservation being released, and supplyhggdurrent reservation key associated with the host in the Current Reserva-
tion Key (CRKEY) field.

The Reservation Release command uses Command Dword 10 and a Reservation Release data structure in memory.
If the command uses PRPs for the data transfen,ttie PRP Entry 1 and PRP Entry 2 fields are used. If the command
uses SGLs for the data transfer, then the SGL Entry 1 field is used. All other command specific fields are reserved.

Reservation release due to preemption or a registration clearfisd/arisubsequent tests.
Test Setup:SeeAppendix A

Case 1:Release with Reservation Release CommaieY1)

Test Procedure:
1. Check the ONCS field to determine of the controller supports reservations. If the controller does not support
reservations then this test is not applicable.
2. For each NVMe Controller in the NVM Subsystem:
a. Configure the NVMe Host to issue a Set Featuresncand with the Host Identifier feature to the
NVMe Controller in order to set its Host Identifier for that controller.
b. For each active namespace attached to the NVMe Controller:

i. Configure the NVMe Host to issue a Reservation Register command with thed®ieserv
Register Action (RREGA) field set to 000b (i.e. Register Reservation Key) and supplying
a reservation key in the New Reservation Key (NRKEY) field to the NVMe Controller for
the namespace in order to make the host a registrant of that namespace.

ii. Configure the NVMe Host to issue a Reservation Acquire command, setting the Reserva-
tion Acquire Action (RACQA) field to 000b (Acquire), supplying the current reservation
key associated with the host in the Current Reservation Key (CRKEY) field, and setting
the Reservation Type (RTYPE) field to a reservation type supported by the namespace to
the NVMe Controller in order for the host to acquire a reservation on the namespace with
the reservation type.

iii. Configure the NVMe Host to issue a Reservation Release codhrsetting the Reserva-
tion Release Action (RRELA) field to 000b (i.e. Release), setting the Reservation Type
(RTYPE) field to the type of the reservation being released, and supplying the current res-
ervation key associated with the host in the CurrentrRatsen Key (CRKEY) field to the
NVMe Controller in order to release the reservation held by the host.

iv. Configure the NVMe Host to issue a Reservation Report command to the NVMe Control-

ler.
iv-3.Perform a Reservation Release command with the RRELA field séflin(Clear) for all existing reserva- [Formaned
tions.
UNHIi IOL NVMe Testing Service 181 NVMe Conformance TeSuitevtov110

©2018 UNH IOL



University of New Hampshire InterOperability LaboratdridVVMe Conformance Test Suite

Observable Results:
1. Verify that after the completion of each command, the controller posts a completion queue entry to the asso-
ciated Completion Queue indicating the status for the command.
2. Verify that the Reswation Status data structure returned by the NVMe Controller after completing the Res-
ervation Report command indicates that the host successfully released the reservation.

Case 2:Reservation Relege Command Error Conditions(FY1)

If the CRKEY value does nahatch that used by the registrant to register with the namespace, the command shall be
aborted with status Registration Conflict. A host may release a reservation without odgaoditrent reservation

key value by setting the Ignore Existing Key (IEXBbit to '1' in the command. If the RTYPE field does not match

the type of the current reservation, then the command shall be completed with status Invalid Field in Command.

Test Procedure:
1. Check the ONCS field to determine of the controller suppostsvations. If the controller does not support
reservations then this test is not applicable.
2. For each NVMe Controller in the NVM Subsystem:
a. Configure the NVMe Host to issue a Set Features command with the Host Identifier feature to the
NVMe Controller in order to set its Host Identifier for that controller.
b. For each active namespace attached to the NVMe Controller:
i. Configure the NVMe Host to issue a Reservation Register command with the Reservation
Register Action (RREGA) field set to 000be(i Register Reservation Key) and supplying
a reservation key in the New Reservation Key (NRKEY) field to the NVMe Controller for
the namespace in order to make the host a registrant of that namespace.

ii. Configure the NVMe Host to issue a Reservation Acqeiramand, setting the Reserva-
tion Acquire Action (RACQA) field to 000b (Acquire), supplying the current reservation
key associated with the host in the Current Reservation Key (CRKEY) field, and setting
the Reservation Type (RTYPE) field to a reservatigretsupported by the namespace to
the NVMe Controller in order for the host to acquire a reservation on the namespace with
the reservation type.

iii. RES_RELL: Configure the NVMe Host to issue a Reservation Release command, setting
the Reservation Release Acti(RRELA) field to 000b (i.e. Release), setting the Reserva-
tion Type (RTYPE) field to the type of the reservation being released, and supplying any
reservation key other than the current reservation key associated with the host in the Cur-
rent Reservation & (CRKEY) field to the NVMe Controller.

iv. RES_REP1: Configure the NVMe Host to issue a Reservation Report command to the
NVMe Controller.

v. RES_REL2: Configure the NVMe Host to issue a Reservation Release command with the
Release action, setting the RTYPHdi¢o any reservation type other than the type of the
reservation being released, and supplying the current reservation key associated with the
host in the CRKEY field to the NVMe Controller.

vi. RES_REP2: Configure the NVMe Host to issue a Reservation Reparhand to the
NVMe Controller.

vii. RES_REL3: Configure the NVMe Host to issue a Reservation Release command with the
Release action, setting the Reservation Type (RTYPE) field to the type of the reservation
being released, supplying any reservation key dtiger the current reservation key asso-
ciated with the host in the CRKEY field, and setting the IEKEY bit to 1’ to the NVMe
Controller in order to release the reservation held by the host.

viii. RES_REP3: Configure the NVMe Host to issue a Reservation Reportarahtm the
NVMe Controller.

V3. Perform a Reservation Release command with the RRELA field set to 001b (Clear) for allexistin{ Formatted

reservations.

Observable Results:
1. Verify that after the completion of each command, the controller posts a completion quetie tetigsso-
ciated Completion Queue indicating the status for the command.
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Verify that the completion queue entry for RES_REL1 indicates status Reservation Conflict.

Verify that the Reservation Status data structure returned by the NVMe Controller afipletiog
RES_REP1 indicates that the host still holds a reservation with the namespace.

Verify that the completion queue entry for RES_REL? indicates status Invalid Field in Command.

Verify that the Reservation Status data structure returned by the NVMe&oller after completing
RES_REP?2 indicates that the host still holds a reservation with the namespace.

Verify that the Reservation Status data structure returned by the NVMe Controller after completing
RES_REP3 indicates that the host successfully eliethe reservation.

Case 3:Multiple Hosts (M) Dual Port Devices Only

An attempt by a registrant to release a reservation using the Reservation Release command in the absence of a
reservation held on the namespace or when the host is not the reservation holder shall cause the command to
complete successfully, but shall haxeeffect on the controller or namespace.

This test requires there to be at least two controllers with a shared namespace in the NVM Subsystem.

Test Procedure:
1.

2.

3.

9

Check the ONCS field to determine of the controller supports reservations. If the contrefierod support
reservations then this test is not applicable. If the DUT is a single port device then this test is not applicable.
Configure NVMe Host 1 to issue a Set Features command with the Host Identifier feature to NVMe Control-
ler 1 in order to sats Host Identifier for that controller.

Configure NVMe Host 2 to issue a Set Features command with the Host Identifier feature to NVMe Control-
ler 2 with a different Host Identifier than NVMe Host 1.

Configure NVMe Host 1 to issue a Reservation Registenroand with the Reservation Register Action
(RREGA) field set to 000b (i.e. Register Reservation Key) and supplying a reservation key in the New Res-
ervation Key (NRKEY) field to NVMe Controller 1 for the shared namespace in order to make the host a
registant of that namespace.

Configure NVMe Host 2 to issue a Reservation Register command with the Register Reservation Key action
and supplying a reservation key in the NRKEY field to NVMe Controller 2 for the shared namespace in order
to make the host a regiant of that namespace.

Configure NVMe Host 1 to issue a Reservation Release command, setting the Reservation Release Action
(RRELA) field to 000b (i.e. Release), setting the Reservation Type (RTYPE) field to any reservation type,
and supplying the curremeservation key associated with NVMe Host 1 in the Current Reservation Key
(CRKEY) field to NVMe Controller 1.

Configure NVMe Host 1 to issue a Reservation Acquire command, setting the Reservation Acquire Action
(RACQA) field to 000b (Acquire), supplyintdpe reservation key currently associated with NVMe Host 1 in

the Current Reservation Key (CRKEY) field, and setting the Reservation Type (RTYPE) field to a reservation
type supported by the namespace to NVMe Controller 1.

Configure NVMe Host 2 to issueReservation Release command with the Release action, setting the RTYPE
field to the type of the reservation which NVMe Host 1 holds, and supplying the current reservation key
associated with NVMe Host 1 in the CRKEY field to NVMe Controller 2.

Configure NWe Host 2 to issue a Reservation Report command to NVMe Controller 2.

9:10. Perform a Reservation Release command with the RRELA field set to 001b (Clear) for all existing

reservations.

Observable Results:

1. Verify that after the completion of each command,dbwetroller posts a completion queue entry to the asso-
ciated Completion Queue indicating the status for the command.

2. Verify that the completion queue entry for the Reservation Release command sent by NVMe Host 1 indicates
status Success.

3. Verify that the conpletion queue entry for the Reservation Release command sent by NVMe Host 2 indicates
status Success.

4. Verify that the Reservation Status data structure returned by the NVMe Controller after completing the Res-
ervation Report command indicates that NVMIest 1 holds a reservation on the namespace and that NVMe
Host 2 does not.
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Case 4:Release Due to UnregistefFYI)

If a host is the last remaining reservation holder (i.e. the Reservation Type is Write ExcAlsiRegistrants or
Exclusive Access All Registrants) or is the only reservation holder, then the reservation is released when the host
unregisters.

Test Procedure:
1. Check the ONCS field to determine of the controller supports reservations. If the controller does not support
reservations then thitest is not applicable.
2. For each NVMe Controller in the NVM Subsystem:
a. Configure the NVMe Host to issue a Set Features command with the Host Identifier feature to the
NVMe Controller in order to set its Host Identifier for that controller.
b. For each actie namespace attached to the NVMe Controller:
i. Configure the NVMe Host to issue a Reservation Register command with the Reservation

Register Action (RREGA) field set to 000b (i.e. Register Reservation Key) and supplying
a reservation key in the New Reseiwatkey (NRKEY) field to the NVMe Controller for
the namespace in order to make the host a registrant of that namespace.

ii. Configure the NVMe Host to issue a Reservation Acquire command, setting the Reserva-
tion Acquire Action (RACQA) field to 000b (Acquirejupplying the current reservation
key associated with the host in the Current Reservation Key (CRKEY) field, and setting
the Reservation Type (RTYPE) field to 01h (Write Exclusive Access) to the NVMe Con-
troller in order for the host to acquire a reseoratn the namespace.

iii. Configure the NVMe Host to issue a Reservation Register command with the Unregister
Reservation Key action and supplying its current reservation key in the CRKEY field to
the NVMe Controller for the namespace in order to unregistehdbeas a registrant of
that namespace.

iv. _Configure the NVMe Host to issue a Reservation Report command to the NVMe Control-

ler.

iv-3.Perform a Reservation Release command with the RRELA field set to 001b (Clear) for all existianeserv[ Formatted

tions.

Observable Resuls:
1. Verify that after the completion of each command, the controller posts a completion queue entry to the asso-
ciated Completion Queue indicating the status for the command.
2. Verify that the Reservation Status data structure returned by the NVMe Cordftaterompleting the Res-
ervation Report command indicates that the host was successfully unregistered from the namespace and that
the reservation held by the host on the namespace was released.

Possible ProblemsA reliable means of performing thisst has not been determined. Therefore, this test should not
be included in any industry approved determination of conformance.
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Test 7.61 Preempting a ReservationM)

Purpose: To determine if an NVMe Controller propelyeemptseservations.

References:
NVMe Specification 8.85.14.1.15, 6.10

Resource Requirements:
Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: Apriti2018November 26, 2018

Discussion:A host that is a registrant may preempt a reservation and/or registration by executsenzaton Ac-

quire command, setting the Reservation Acquire (RACQA) field to 001b (Preempt), and supplying the current reser-
vation key asociated with the host in the Current Reservation Key (CRKEY) field. The preempt actions that occur

are dependent on the type of reservation held on the namespace, if any, and the value of the Preempt Reservation Key
(PKEY) field in the command.

The casef preemption when no reservation is held is covered in the Unregistering test.
Test Setup:SeeAppendix A

Case 1:Write Exclusive - All Registrants or Exclusive Access All Registrants (M)Dual Port Devices Only

If the existing reservation type is Write Exclusivéll Registrants or Exclusive Accesall Registrants, then the
actions performed by the command depend on the value of the PRKEY field as follows:
1. Ifthe PRKEY field value is zero, then the following oceas an atomic operation:
a. All registrants other than the host that issued the command are unregistered,
b. The reservation is released, and
c. A new reservation is created for the host of the type specified by the Reservation Type (RTYPE)
field in thecommand.
2. Ifthe PRKEY value is noszero, then each registrant whose reservation key matches the value of the PRKEY
field are unregistered.

This test requires there to be at least two controllers with a shared namespace in the NVM Subsystem.

Test Procedue:

1. Check the ONCS field to determine of the controller supports reservations. If the controller does not support
reservations then this test is not applicable.

2. Configure NVMe Host 1 to issue a Set Features command with the Host Identifier feature tadgwitve-
ler 1 in order to set its Host Identifier for that controller.

3. Configure NVMe Host 2 to issue a Set Features command with the Host Identifier feature to NVMe Control-
ler 2 with a different Host Identifier than NVMe Host 1.

4. Configure NVMe Host 1 to @ie a Reservation Register command with the Reservation Register Action
(RREGA) field set to 000b (i.e. Register Reservation Key) and supplying a reservation key in the New Res-
ervation Key (NRKEY) field to NVMe Controller 1 for the shared namespace i tvdeake the host a
registrant of that namespace.

5. Configure NVMe Host 2 to issue a Reservation Register command with the Register Reservation Key action
and supplying a reservation key in the NRKEY field to NVMe Controller 2 for the shared namespdee in or
to make the host a registrant of that namespace.

6. Configure NVMe Host 1 to issue a Reservation Acquire command, setting the Reservation Acquire Action
(RACQA) field to 000b (Acquire), supplying the reservation key currently associated with NVMe Host 1 i
the Current Reservation Key (CRKEY) field, and setting the Reservation Type (RTYPE) field to Write Ex-
clusive- All Registrants or Exclusive AccessAll Registrants to NVMe Controller 1 in order for NVMe
Host 1 to acquire a reservation on the namespace.
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7. Configure NVMe Host 2 to issue a Reservation Acquire command, setting the RACQA field to 001b
(Preempt), and supplying the current reservation key associated with the NVMe Host 2 in the CRKEY field
and setting the Preempt Reservation Key (PRKEY) field to NVMe Controller 2 in order to preempt
NVMe Host 1's reservation.

8. Configure NVMe Host 2 to issue a Reservation Report command to NVMe Controller 2.

9. Configure NVMe Host 2 to issue a Reservation Release command, setting the Reservation Release Action
(RRELA) field to 000b (i.e. Release), setting the Reservation Type (RTYPE) field to the type of the reserva-
tion being released, and supplying the current reservation key associated with NVMe Host 2 in the Current
Reservation Key (CRKEY) field to NVMe Controfl in order to release the reservation held by NVMe
Host 2.

10. Configure NVMe Host 1 to issue a Reservation Register command with the Register Reservation Key action
and supplying a reservation key in the NRKEY field to NVMe Controller 1 for the sharedpecees order
to make the host a registrant of that namespace.

11. Configure NVMe Host 1 to issue a Reservation Acquire command with the Acquire action, supplying the
reservation key currently associated with NVMe Host 1 in the CRKEY field, and setting tHeERfield to
Write Exclusive- All Registrants or Exclusive Acces®ll Registrants to NVMe Controller 1 in order for
NVMe Host 1 to acquire a reservation on the namespace.

12. Configure NVMe Host 2 to issue a Reservation Acquire command with the Preempt antiosupplying
the current reservation key associated with the NVMe Host 2 in the CRKEY field and setting the PRKEY
field to the current reservation key associated with NVMe Host 1 to NVMe Controller 2 in order to preempt
NVMe Host 1's reservation.

13. Configure NVMe Host 2 to issue a Reservation Report command to NVMe Controller 2.

13.14. Perform a Reservation Release command with the RRELA field set to 001b (Clear) for all existing
reservations.

Observable Results:

1. Verify that after the completion of eacbmmand, the controller posts a completion queue entry to the asso-
ciated Completion Queue indicating the status for the command.

2. Verify that the Reservation Status data structure returned by the NVMe Controller after completing the first
Reservation Repodommand indicates that NVMe Host 2 was not unregistered from the namespace, NVMe
Host 1 no longer holds a reservation and was successfully unregistered from the namespace, and that NVMe
Host 2 holds a reservation of the type specified in the Reservatouir& command with Preempt action.

3. Verify that the Reservation Status data structure returned by the NVMe Controller after completing the sec-
ond Reservation Report command indicates that NVMe Host 2 was not unregistered from the namespace and
NVMe Host 1was successfully unregistered from the namespace.

Case 2:0ther Registration Types(M) Dual Port Devices Only

If the existing reservation type is not Write Exclusivél Registrants and not Exclusive AccesAll Registrants
(i.e. is Write Exclusive, ExclusivAccess, Write ExclusiveRegistrants Only, or Exclusive AccesRegistrants
Only), then the actions performed by the command depend on the value of the PRKEY as follows:
1. Ifthe PRKEY field value matches the reservation key of the current reservatiofitkeycurrent reservation
holder, then the following occur as an atomic operation:
a. The reservation holder is unregistered,
b. The reservation is released, and
c. A new reservation is created of the type specified by the Reservation Type (RTYPE) field in the
conmand for the host as the reservation key holder.
2. Ifthe PRKEY value does not match that of the current reservation holder and is not equal to zero, then each
registrant whose reservation key matches the value of the value of the PRKEY field are urdegistere
3. If the PRKEY value does not match that of the current reservation holder and is equal to zero, then the
command shall be aborted with status Invalid Field in Command.

This test requires there to be at least two controllers with a shared namespadé\iMtiBubsystem.

Test Procedure:
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Check the ONCS field to determine of the controller supports reservations. If the controller does not support
reservationshen this test is not applicable. If the DUT is a single port device then this test is not applicable.
Configure NVMe Host 1 to issue a Set Features command with the Host Identifier feature to NVMe Control-
ler 1 in order to set its Host Identifier for tl@ntroller.

Configure NVMe Host 2 to issue a Set Features command with the Host Identifier feature to NVMe Control-
ler 2 with a different Host Identifier than NVMe Host 1.

Configure NVMe Host 1 to issue a Reservation Register command witRetbervation Register Action
(RREGA) field set to 000b (i.e. Register Reservation Key) and supplying a reservation key in the New Res-
ervation Key (NRKEY) field to NVMe Controller 1 for the shared namespace in order to make the host a
registrant of that nanspace.

Configure NVMe Host 2 to issue a Reservation Register command with the Register Reservation Key action
and supplying a reservation key in the NRKEY field to NVMe Controller 2 for the shared namespace in order
to make the host a registrant of thamespace.

Configure NVMe Host 1 to issue a Reservation Acquire command, setting the Reservation Acquire Action
(RACQA) field to 000b (Acquire), supplying the reservation key currently associated with NVMe Host 1 in
the Current Reservation Key (CRKEY) fielahd setting the Reservation Type (RTYPE) field to Write Ex-
clusive, Exclusive Access, Write Exclusiv&egistrants Only, or Exclusive AccesRegistrants Only to

NVMe Controller 1 in order for NVMe Host 1 to acquire a reservation on the namespace.

Configure NVMe Host 2 to issue a Reservation Acquire command, setting the RACQA field to 001b
(Preempt), and supplying the current reservation key associated with the NVMe Host 2 in the CRKEY field
and setting the Preempt Reservation Key (PRKEY) field to thevation key associated with NVMe Host

1 to NVMe Controller 2 in order to preempt NVMe Host 1's reservation.

Configure NVMe Host 2 to issue a Reservation Report command to NVMe Controller 2.

Configure NVMe Host 2 to issue a Reservation Release commatidg $ke Reservation Release Action
(RRELA) field to 000b (i.e. Release), setting the Reservation Type (RTYPE) field to the type of the reserva-
tion being released, and supplying the current reservation key associated with NVMe Host 2 in the Current
Reservéion Key (CRKEY) field to NVMe Controller 2 in order to release the reservation held by NVMe
Host 2.

Configure NVMe Host 1 to issue a Reservation Register command with the Register Reservation Key action
and supplying a reservation key in the NRKEY fieldiVMe Controller 1 for the shared namespace in order

to make the host a registrant of that namespace.

Configure NVMe Host 1 to issue a Reservation Acquire command with the Acquire action, supplying the
reservation key currently associated with NVMe Hoist the CRKEY field, and setting the RTYPE field to
Write Exclusive, Exclusive Access, Write ExclusivRegistrants Only, or Exclusive AccesRegistrants

Only to NVMe Controller 1 in order for NVMe Host 1 to acquire a reservation on the namespace.

Configure NVMe Host 2 to issue a Reservation Acquire command with the Preempt action, and supplying
the current reservation key associated with the NVMe Host 2 in the CRKEY field and setting the PRKEY
field to a reservation key other than NVMe Host 1 or NVMestH®s reservation keys to NVMe Controller

2.

Configure NVMe Host 2 to issue a Reservation Report command to NVMe Controller 2.

Configure NVMe Host 1 to issue a Reservation Acquire command with the Acquire action, supplying the
reservation key currently ssciated with NVMe Host 1 in the CRKEY field, and setting the RTYPE field to
Write Exclusive, Exclusive Access, Write ExclusivRegistrants Only, or Exclusive AccesRegistrants

Only to NVMe Controller 1 in order for NVMe Host 1 to acquire a resermaiiothe namespace.

Configure NVMe Host 2 to issue a Reservation Acquire command with the Preempt action, and supplying
the current reservation key associated with the NVMe Host 2 in the CRKEY field and setting the PRKEY
field to 0 to NVMe Controller 2 imrder to preempt NVMe Host 1's reservation.

16. Configure NVMe Host 2 to issue a Reservation Report command to NVMe Controller 2.
1617. Perform a Reservation Release command with the RRELA field set to 001b (Clear) for all existing

reservations.

Observable Results:

1. Verify that after the completion of each command, the controller posts a completion queue entry to the asso-
ciated Completion Queue indicating the status for the command.
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2. Verify that the Reservation Status data structure returned by the NVMe Contrigiercanpleting the first
Reservation Report command indicates that NVMe Host 2 was not unregistered from the namespace, NVMe
Host 1 no longer holds a reservation and was successfully unregistered from the namespace, and that NVMe
Host 2 holds a reservatiafi the type specified in the Reservation Acquire command with Preempt action.

3. Verify that the Reservation Status data structure returned by the NVMe Controller after completing the sec-
ond Reservation Report command indicates that both hosts are stérediand NVMe Host 1 still holds
a reservation on the namespace.

4. Verify that the completion queue entry for the third Reservation Acquire command with Preempt action
indicates status Invalid Field in Command.

5. Verify that the Reservation Status data e returned by the NVMe Controller after completing the third
Reservation Report command indicates that both hosts are still registered and NVMe Host 1 still holds a
reservation on the namespace.

Case 3:Self-preemption (M) Dual Port Devices Only

A reservation holder may preempt itself using the above mechanism. When a host preempts itself, the following
occurs as an atomic operation:

1. Registration of the host is maintained,

2. The reservation is released, and

3. A new reservation is created for the hadsthe type specified by the RTYPE field.

Test Procedure:
1. Check the ONCS field to determine of the controller supports reservations. If the controller does not support
reservations then this test is not applicable. If the DUT is a single port devicithest is not applicable.
2. For each NVMe Controller in the NVM Subsystem:
a. Configure the NVMe Host to issue a Set Features command with the Host Identifier feature to the
NVMe Controller in order to set its Host Identifier for that controller.
b. For each aive nhamespace attached to the NVMe Controller:
i. Configure the NVMe Host to issue a Reservation Register command with the Reservation
Register Action (RREGA) field set to 000b (i.e. Register Reservation Key) and supplying
a reservation key in the New Resation Key (NRKEY) field to the NVMe Controller for
the namespace in order to make the host a registrant of that namespace.
ii. Configure the NVMe Host to issue a Reservation Acquire command, setting the Reserva-
tion Acquire Action (RACQA) field to 000b (Acquiyesupplying the current reservation
key associated with the host in the Current Reservation Key (CRKEY) field, and setting
the Reservation Type (RTYPE) field to a reservation type supported by the namespace to
the NVMe Controllerf either WRITE EXCLUSIVEALL REGISTRANTS or EXCLU-
SIVE ACCESS ALL REGISTRANTSin-erderforthe-host-to-acquire-a-reservation-on the
pe.
iii. Configure the NVMe Host to issue a Reservation Acquire command, setting the RACQA
field to 001b (Preempt), arslipplying the current reservation key associated with the host
in the CRKEY field and setting the Preempt Reservation Key (PRKEY) field to O to the
NVMe Controller in order to preempt the host's reservation.
iv. _Configure the NVMe Host to issueReservation Report command to the NVMe Control-

ler.

iv-3.Perform a Reservation Release command with the RRELA field set to 001b (Clear) for all existianeserv[ Formatted

tions.

Observable Results:
1. Verify that after the completion of each command, the controller pastsigletion queue entry to the asso-
ciated Completion Queue indicating the status for the command.
2. Verify that the Reservation Status data structure returned by the NVMe Controller after completing the Res-
ervation Report command indicates that the host waamregistered from the namespace and that the host
holds a reservation of the type specified in the Reservation Acquire command with Preempt action.

UNHIi IOL NVMe Testing Service 188 NVMe Conformance TeSuitevtov110
©2018 UNH IOL



University of New Hampshire InterOperability LaboratdridVVMe Conformance Test Suite

Case 4:Preempt and Abort (M) Dual Port Devices Only

A host may abort commands as a side effect of preempting a reservation by executing a Reservation Acquire
command and setting the RACQA field to 010b (Preempt an Abort). The behavior of such a command is exactly the
same as that described above with tA€RA field set to 001b (Preempt), except that commands that target the
namespace are aborted by controllers associated with hosts whose reservation oioregigiraempted. As with

the Abort Admin command, abort as a side effect of preempting aaéseris best effort; the commands to abort

may have already completed, currently be in execution, or may be deeply queued.

This test requires there to be at least two controllers with a shared namespace in the NVM Subsystem.

Test Procedure:

1. Check the MICS field to determine of the controller supports reservations. If the controller does not support
reservations then this test is not applicable. If the DUT is a single port device then this test is not applicable.

2. Configure NVMe Host 1 to issue a Set ewas command with the Host Identifier feature to NVMe Control-
ler 1 in order to set its Host Identifier for that controller.

3. Configure NVMe Host 2 to issue a Set Features command with the Host Identifier feature to NVMe Control-
ler 2 with a different Hostdentifier than NVMe Host 1.

4. Configure NVMe Host 1 to issue a Reservation Register command with the Reservation Register Action
(RREGA) field set to 000b (i.e. Register Reservation Key) and supplying a reservation key in the New Res-
ervation Key (NRKEY) fietl to NVMe Controller 1 for the shared namespace in order to make the host a
registrant of that namespace.

5. Configure NVMe Host 2 to issue a Reservation Register command with the Register Reservation Key action
and supplying a reservation key in the NRKEMdito NVMe Controller 2 for the shared namespace in order
to make the host a registrant of that namespace.

6. Configure NVMe Host 1 to issue a Reservation Acquire command, setting the Reservation Acquire Action
(RACQA) field to 000b (Acquire), supplying tmeservation key currently associated with NVMe Host 1 in
the Current Reservation Key (CRKEY) field, and setting the Reservation Type (RTYPE) field to a reservation
type supported by the namespace to NVMe Controller 1 in order for NVMe Host 1 to acqsesvation
on the namespace.

7. Configure NVMe Host 1 to issue 10 NVMe Read commands to NVMe Controller 1.

8. Configure NVMe Host 2 to issue a Reservation Acquire command, setting the RACQA field to 010b
(Preempt and Abort), and supplying the current reserviggnassociated with the NVMe Host 2 in the
CRKEY field and setting the Preempt Reservation Key (PRKEY) field to the reservation key associated with
NVMe Host 1 to NVMe Controller 2 in order to preempt NVMe Host 1's reservation.

9. Configure NVMe Host 2 to @ie a Reservation Report command to NVMe Controller 2.

9:10. Perform a Reservation Release command with the RRELA field set to 001b (Clear) for all existing
reservations.

Observable Results:
1. Verify that after the completion of each command, the controlles osbmpletion queue entry to the asso-
ciated Completion Queue indicating the status for the command.
2. Determine the status of each of the NVMe commands issued by NVMe Host 1.
3. Verify that the Reservation Status data structure returned by the NVMe Cordftdterompleting the Res-
ervation Report command indicates that the proper actions were taken according to the reservation type ac-
quired by NVMe Host 1.

Possible ProblemsA reliable means of performing this test has not been deternihedefore, this test should not
be included in any industry approved determination of conformance.
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Test 7.7 Clearing a Reservation(M)

Purpose: To determine if an NVMe Controller properly suppaftsaringreservations.

References:
NVMe Specification 8.85.14.1.15, 6.12

Resource Requirements:
Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: Apriti2018November26, 2018

Discussion: A host that is a registrant may clear a reservation ¢reeftherelease of a reservation held on the
namespace and unregister all registrants) by executing a Reservation Release command, setting the Reservation Re-
lease Action (RRELA) field to 001b (i.e. Clear), and supplying the current reservation keytadsaiia the host in

the Current Resertian Key (CRKEY) field.

When a reservation is cleared, the following occur as an atomic operation:
1. on held on the namespace is released, and
2. Allregistrants are unregistered from the namespace.

Test Setup:SeeAppendix A

Case 1:Basic Operation with Reservation Release Comman(M )

Test Procedure:
1. Check the ONCS field to determine of the controller supports reservations. If the controller does not support
reservations then this test is not applicable.
2. For each NVMe Controller in the NVM Subsystem:
a. Configure the NVMe Host to issue a Set Featuresnsand with the Host Identifier feature to the
NVMe Controller in order to set its Host Identifier for that controller.
b. For each active namespace attached to the NVMe Controller:
i. Configure the NVMe Host to issue a Reservation Register command with thed@eserv
Register Action (RREGA) field set to 000b (i.e. Register Reservation Key) and supplying
a reservation key in the New Reservation Key (NRKEY) field to the NVMe Controller for
the namespace in order to make the host a registrant of that namespace.
Configure the NVMe Host to issue a Reservation Acquire command, setting the Reserva-
tion Acquire Action (RACQA) field to 000b (Acquire), supplying the current reservation
key associated with the host in the Current Reservation Key (CRKEY) field, and setting
the Reservation Type (RTYPE) field to a reservation type supported by the namespace to
the NVMe Controller in order for the host to acquire a reservation on the namespace with
the reservation type.
ii. Configure the NVMe Host to issue a Reservation Release codhrsetting the Reserva-
tion Release Action (RRELA) field to 001b (i.e. Clear) and supplying the current reserva-
tion key associated with the host in the Current Reservation Key (CRKEY) field to the
NVMe Controller in order to clear the reservation.
iii. Configurethe NVMe Host to issue a Reservation Report command to the NVMe Control-
ler.

3. Perform a Reservation Release command with the RRELA field set to 001b (Clear) for allexistin{ Formatted

reservations.

Observable Results:
1. Verify that after the completion of each commathe controller posts a completion queue entry to the asso-
ciated Completion Queue indicating the status for the command.
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2. Verify that the Reservation Status data structure returned by the NVMe Controller after completing the Res-
ervation Report command iimates that the host no longer holds a reservation on the namespace and was
successfully unregistered from the namespace.

Case 2:Error Conditions (M)

If the CRKEY value does not match that used by the host to register with the namespace, then the command shall b
aborted with status Reservation Conflict. A host may clear a reservation without regard to its current reservation
key value by setting the Ignore Existing Key (IEKEY) bit to '1' in the command.

If the host is not a registrant, then the command skadidorted with a status of Reservation Conflict.

Test Procedure:
1. Check the ONCS field to determine of the controller supports reservations. If the controller does not support
reservations then this test is not applicable.
2. For each NVMe Controller in the NVM Subsystem:
a. Configure the NVMe Host to issue a $atatures command with the Host Identifier feature to the
NVMe Controller in order to set its Host Identifier for that controller.
b. For each active namespace attached to the NVMe Controller:
i. Configure the NVMe Host to issue a Reservation Release commatiny H#e¢ Reserva-
tion Release Action (RRELA) field to 001b (i.e. Clear) and setting the Current Reservation
Key (CRKEY) field to a random reservation key value to the NVMe Controller.

ii. Configure the NVMe Host to issue a Reservation Register command wReseevation
Register Action (RREGA) field set to 000b (i.e. Register Reservation Key) and supplying
a reservation key in the New Reservation Key (NRKEY) field to the NVMe Controller for
the namespace in order to make the host a registrant of that namespace

iii. Configure the NVMe Host to issue a Reservation Release command with the Clear action
and supplying any reservation key other than the current reservation key associated with
the host in the CRKEY field to the NVMe Controller.

iv. Configure the NVMe Host tessue a Reservation Report command to the NVMe Control-
ler.

v. Configure the NVMe Host to issue a Reservation Release command with the Clear action,
supplying any reservation key other than the current reservation key associated with the
host in the CRKEY fieldand setting the IEKEY bit to '1' to the NVMe Controller in order
to clear the reservation.

vi. Configure the NVMe Host to issue a Reservation Report command to the NVMe Control-
ler.

vi-3.Perform a Reservation Release command with the RRELA field set to 001b (Gleal existing reserva- [Formaned

tions.

Observable Results:

1. Verify that after the completion of each command, the controller posts a completion queue entry to the asso-
ciated Completion Queue indicating the status for the command.

2. Verify that the completion quetentry for the first Reservation Release command with Clear action indicates
status Reservation Conflict.

3. Verify that the completion queue entry for the second Reservation Release command with Clear action indi-
cates status Reservation Conflict.

4. Verify tha the Reservation Status data structure returned by the NVMe Controller after completing the first
Reservation Report command indicates that the host is still a registrant of the namespace.

5. Verify that the Reservation Status data structure returned byMhee Controller after completing the sec-
ond Reservation Report command indicates that the host was successfully unregistered from the namespace.

Possible ProblemsA reliable means of performing this test has not been determined. Therefore, #fist#dtnot
be included in any industry approved determination of conformance.
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Test 7.81 Command Behavior with Different Reservation TypegM)

Purpose: To determine if an NVMe Controller exhibits proper command behavior in the presence of different
reservation types.

References:
NVMe Specification 8.85.14.1.15

Resource Requirements:
Tools capable of monitoring and decoding traffic on the NVMe interface.

Last Modification: Aprili-2018November 26, 2018

Discussion:NVMe supports six types aéservations:
Write Exclusive

Exclusive Access

Write Exclusive- Registrants Only
Exclusive Access Registrants Only

Write Exclusive- All Registrants

Exclusive Access All Registrants

= = =8 =8 -n

The differences between these reservation types are: the typees$ dloat is excluded (i.e., writes or all accesses),
whether registrants have the same access rights as the reservation holder, and whether registrants are also considered
to be reservation holders.

For the purposes of reservation types, the following commands are considered to be in the NVM Read Command

Group:
1 Read
9 Compare

1 Security Receive

And the following commands are considered to be in the NVM Write Command Group:
Write

Write Uncorrectable

Datagt Management

Flush

Format NVM

Namespace Attachment

Namespace Management

Security Send

=a =4 =4 -4 -4 —a a9

Additionally, certain reservation commands have specific behavior and all other commands shall be allowed regard-
less of reservation status or type. The behavior alamespecific commands is vendor specific.

Test Setup:SeeAppendix A

Case 1:Write Exclusive (M)Dual Port Devices Only

A Write Exclusive reservation disallows commands from the NVM Write Command Group by any hostarther th
the registration holder. Any commands from the NVM Read Command Group are still allowed by any host.

This test requires there to be at least two controllers with a shared namespace in the NVM Subsystem.

Test Procedure:
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Check the ONCS field to determine of the controller supports reservations. If the controller does not support
reservations then this test is not applicable. If the DUT is a single port device then this test is not applicable.
Configure NVMe Host 1 to issua Set Features command with the Host Identifier feature to NVMe Control-
ler 1 in order to set its Host Identifier for that controller.

Configure NVMe Host 2 to issue a Set Features command with the Host Identifier feature to NVMe Control-
ler 2 with a diffeent Host Identifier than NVMe Host 1.

Configure NVMe Host 1 to issue a Reservation Register command with the Reservation Register Action
(RREGA) field set to 000b (i.e. Register Reservation Key) and supplying a reservation key in the New Res-
ervation Key NRKEY) field to NVMe Controller 1 for the shared namespace in order to make the host a
registrant of that namespace.

Configure NVMe Host 1 to issue a Reservation Acquire command, setting the Reservation Acquire Action
(RACQA) field to 000b (Acquire), supyhg the reservation key currently associated with NVMe Host 1 in

the Current Reservation Key (CRKEY) field, and setting the Reservation Type (RTYPE) field to Write Ex-
clusive to NVMe Controller 1 in order for NVMe Host 1 to acquire a reservation of tyjie Biclusive.

Configure each host to issue each of the commands in the NVM Read Command Group above to their re-
spective controllers.

Configure each host to issue each of the commands in the NVM Write Command Group above to their
respective controllers.

Configure NVMe Host 2 to issue a Reservation Register command with the Register Reservation Key action
and supplying a reservation key in the NRKEY field to NVMe Controller 2 for the shared namespace in order
to make the host a registrant of that namespace.

Configure NVMe Host 2 to issue each of the commands in the NVM Read Command Group above to NVMe
Controller 2.

10. Configure NVMe Host 2 to issue each of the commands in the NVM Write Command Group above to NVMe

Controller 2.

1011, Perform a ReservatidRelease command with the RRELA field set to 001b (Clear) for all existing

reservations.

Observable Results:

1.

2.

3.

4.

Verify that after the completion of each command, the controller posts a completion queue entry to the asso-
ciated Completion Queue indicating ttatus for the command.

Verify that the completion queue entries for all commands sent by NVMe Host 1 indicate status Successful
Completion.

Verify that the completion queue entries for all commands from the NVM Read Command Group sent by
NVMe Host 2 indiate status Successful Completion.

Verify that the completion queue entries for all commands from the NVM Write Command Group sent by
NVMe Host 2 indicate status Reservation Conflict.

Case 2:Exclusive AccesgM) Dual Port Devices Only

An Exclusive Access reseriai disallows commands from both the NVM Write Command Group and the NVM
Read Command Group by any host other than the registration holder.

This test requires there to be at least two controllers with a shared namespace in the NVM Subsystem.

Test Procedure:

1.

2.

3.

4.

Check the ONCS field to determine of the controller supports reservations. If the controller does not support
reservations then this test is not applicable. If the DUT is a single port device then this test is not applicable.
Configure NVMe Hos1 to issue a Set Features command with the Host Identifier feature to NVMe Control-
ler 1 in order to set its Host Identifier for that controller.

Configure NVMe Host 2 to issue a Set Features command with the Host Identifier feature to NVMe Control-
ler 2 with a different Host Identifier than NVMe Host 1.

Configure NVMe Host 1 to issue a Reservation Register command with the Reservation Register Action
(RREGA) field set to 000b (i.e. Register Reservation Key) and supplying a reservation key in the New Res-
ervation Key (NRKEY) field to NVMe Controller 1 for the shared namespace in order to make the host a
registrant of that namespace.
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Configure NVMe Host 1 to issue a Reservation Acquire command, setting the Reservation Acquire Action
(RACQA) field to 000b (Acqire), supplying the reservation key currently associated with NVMe Host 1 in
the Current Reservation Key (CRKEY) field, and setting the Reservation Type (RTYPE) field to Exclusive
Access to NVMe Controller 1 in order for NVMe Host 1 to acquire a reservafitype Exclusive Access.
Configure each host to issue each of the commands in the NVM Read Command Group above to their re-
spective controllers.

Configure each host to issue each of the commands in the NVM Write Command Group above to their
respective cotrollers.

Configure NVMe Host 2 to issue a Reservation Register command with the Register Reservation Key action
and supplying a reservation key in the NRKEY field to NVMe Controller 2 for the shared namespace in order
to make the host a registrant oftthamespace.

Configure NVMe Host 2 to issue each of the commands in the NVM Read Command Group above to NVMe
Controller 2.

10. Configure NVMe Host 2 to issue each of the commands in the NVM Write Command Group above to NVMe

Controller 2.

16.11. Perform a ReservatidRelease command with the RRELA field set to 001b (Clear) for all existing

reservations.

Observable Results:

1.

2.

3.

Verify that after the completion of each command, the controller posts a completion queue entry to the asso-
ciated Completion Queue indicating ttatus for the command.

Verify that the completion queue entries for all commands sent by NVMe Host 1 indicate status Successful
Completion.

Verify that the completion queue entries for all commands sent by NVMe Host 2 indicate status Reservation
Conflict.

Case 3:Write Exclusive - Registrants Only or Write Exclusive - All Registrants (M) Dual Port Devices Only

A Write Exclusive- Registrants Only or a Write ExclusivéAll Registrants reservation disallows commands from

the NVM Write Command Group by any nogegistrant of the namespace. Any commands from the NVM Read
Command Group are still allowed by any host and registrants of the namespace are still allowed to issue commands
from the NVM Write Command Group.

The difference between the Write Exclusiieegistrants Only and Write Exclusivéll Registrants reservation
types is that all registrants are also considered reservation holders with the Write Exd\lisRegistrants type.

This test requires there to be at least two controllers with a shaneelspace in the NVM Subsystem.

Test Procedure:

1.

2.

3.

Check the ONCS field to determine of the controller supports reservations. If the controller does not support
reservations then this test is not applicable. If the DUT is a single port device then feiadésipplicable.
Configure NVMe Host 1 to issue a Set Features command with the Host Identifier feature to NVMe Control-
ler 1 in order to set its Host Identifier for that controller.

Configure NVMe Host 2 to issue a Set Features command with the léasfilt feature to NVMe Control-

ler 2 with a different Host Identifier than NVMe Host 1.

Configure NVMe Host 1 to issue a Reservation Register command with the Reservation Register Action
(RREGA) field set to 000b (i.e. Register Reservation Key) and smgpdyreservation key in the New Res-
ervation Key (NRKEY) field to NVMe Controller 1 for the shared namespace in order to make the host a
registrant of that namespace.

Configure NVMe Host 1 to issue a Reservation Acquire command, setting the Reservatime Actjon
(RACQA) field to 000b (Acquire), supplying the reservation key currently associated with NVMe Host 1 in
the Current Reservation Key (CRKEY) field, and setting the Reservation Type (RTYPE) field to Write Ex-
clusive- Registrants Only or Write Ekesive - All Registrants to NVMe Controller 1 in order for NVMe

Host 1 to acquire a reservation of the specified type.

Configure each host to issue each of the commands in the NVM Read Command Group above to their re-
spective controllers.
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Configure each hogo issue each of the commands in the NVM Write Command Group above to their
respective controllers.

Configure NVMe Host 2 to issue a Reservation Register command with the Register Reservation Key action
and supplying a reservation key in the NRKEY figddN\VVMe Controller 2 for the shared namespace in order

to make the host a registrant of that namespace.

Configure NVMe Host 2 to issue each of the commands in the NVM Read Command Group above to NVMe
Controller 2.

10. Configure NVMe Host 2 to issue each of teenmands in the NVM Write Command Group above to NVMe

Controller 2.

10.11. Perform a Reservation Release command with the RRELA field set to 001b (Clear) for all existing

reservations.

Observable Results:

1.

2.

3.

4.

5.

Verify that after the completion of each command, thatroller posts a completion queue entry to the asso-
ciated Completion Queue indicating the status for the command.

Verify that the completion queue entries for all commands sent by NVMe Host 1 indicate status Successful
Completion.

Verify that the completin queue entries for all commands from the NVM Read Command Group sent by
NVMe Host 2 indicate status Successful Completion.

Verify that the completion queue entries for all commands from the NVM Write Command Group sent by
NVMe Host 2 while not a registné of the namespace indicate status Reservation Conflict.

Verify that the completion queue entries for all commands from the NVM Read Command Group sent by
NVMe Host 2 while a registrant of the namespace indicate status Successful Completion.

Case 4:Exclusive Access Registrants Only or ExclusiveAccess- All Registrants (M) Dual Port Devices Only
An Exclusive AccessRegistrants Only or an Exclusive Acceddll Registrants reservation disallows commands
from both the NVM Write Command Group aN¥M Read Command Group by any noegistrant of the
namespace. Registrants of the namespace are still allowedega@issmands from either command group.

The difference between the Exclusive AcceReggistrants Only and Exclusive Accesll Registrans reservation
types is that all registrants are also considered reservation holders with the Write ExdllisRegistrants type.

This test requires there to be at least two controllers with a shared namespace in the NVM Subsystem.

Test Procedure:

1.

2.

3.

Check the ONCS field to determine of the controller supports reservations. If the controller does not support
reservations then this test is not applicable. If the DUT is a single port device then this test is not applicable.
Configure NVMe Host 1 to issueeSet Features command with the Host Identifier feature to NVMe Control-

ler 1 in order to set its Host Identifier for that controller.

Configure NVMe Host 2 to issue a Set Features command with the Host Identifier feature to NVMe Control-
ler 2 with a differ@t Host Identifier than NVMe Host 1.

Configure NVMe Host 1 to issue a Reservation Register command with the Reservation Register Action
(RREGA) field set to 000b (i.e. Register Reservation Key) and supplying a reservation key in the New Res-
ervation Key (NKEY) field to NVMe Controller 1 for the shared namespace in order to make the host a
registrant of that namespace.

Configure NVMe Host 1 to issue a Reservation Acquire command, setting the Reservation Acquire Action
(RACQA) field to 000b (Acquire), supplyg the reservation key currently associated with NVMe Host 1 in

the Current Reservation Key (CRKEY) field, and setting the Reservation Type (RTYPE) field to Exclusive
Access- Registrants Only or Exclusive Accesall Registrants to NVMe Controller 1 inrder for NVMe

Host 1 to acquire a reservation of the specified type.

Configure each host to issue each of the commands in the NVM Read Command Group above to their re-
spective controllers.

Configure each host to issue each of the commands in the NVM Wgiten@nd Group above to their
respective controllers.
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8. Configure NVMe Host 2 to issue a Reservation Register command with the Register Reservation Key action
and supplying a reservation key in the NRKEY field to NVMe Controller 2 for the shared namespdee in o
to make the host a registrant of that namespace.

9. Configure NVMe Host 2 to issue each of the commands in the NVM Read Command Group above to NVMe
Controller 2.

10. Configure NVMe Host 2 to issue each of the commands in the NVM Write Command Group alivideo
Controller 2.

1011, Perform a Reservation Release command with the RRELA field set to 001b (Clear) for all existing
reservations.

Observable Results:

1. Verify that after the completion of each command, the controller posts a completion queue entrystw the as
ciated Completion Queue indicating the status for the command.

2. Verify that the completion queue entries for all commands sent by NVMe Host 1 indicate status Successful
Completion.

3. Verify that the completion queue entries for all commands sent by NNd4e2 while not a registrant of the
namespace indicate status Reservation Conflict.

4. Verify that the completion queue entries for all commands sent by NVMe Host 2 while a registrant of the
namespace indicate status Successful Completion.

Possible ProblemsA reliable means of performing this test has not been determined. Therefore, this test should not
be included in any industry approved determination of conformance.
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