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Test #31.1.1 - Receive PAUSE frame with zero pause_time

Purpose: To verify that the device under test (DUT) operates normally when it receives a
PAUSE frame with pause_time set to zero.

References:
e |EEE 802.3, 1998 Edition - subclause 31.3, 31B.3.3, 37.2.1.4, 37.2.4.2
e Appendix 31A — MAC Control Opcode Assignments
e Appendix 31B — MAC Control Pause Operation

Resource Requirements:

e A testing station capable of transmitting and receiving arbitrary sequences of 10-bit
code_groups using the signaling method of clause 38 or clause 39. The testing station
must implement or be able to emulate the auto-negotiation process described in
clause 37.

Last Modification: June 25, 1999

Discussion:  MAC Control sublayers implementing the PAUSE function incorporate a timer
called pause timer. When pause_timer is non-zero, the MAC Control sublayer inhibits the
transmission of frames by the MAC client. The timer counts down, in real time, to zero at which
point the transmission of frames by MAC client may continue.

When a MAC Control frame indicating the PAUSE function, henceforth referred to as a PAUSE
frame, is received, the MAC Control sublayer checks the destination address field. If it is the
unique address of the station or the multicast address reserved for PAUSE transactions (01-80-
C2-00-00-01), pause_timer is set to pause_time * pause_guanta where pause_quanta is defined
to be 512 bit times. For example, if pause_time was 10, then pause_timer would be set to 10
pause_quanta or 5,120 bit times (5.12us for Gigabit Ethernet). Otherwise, the MAC Control
sublayer waits for the next frame to be received.

Zero is a valid value for pause_time. If a PAUSE frame is received with pause_time set to zero,
pause_timer_Done becomes true, enabling the recipient to send MAC Client frames if
pause_timer was non-zero. If pause_timer was already zero, such a frame would have no effect.

The reception of a PAUSE frame does not interfere with the recipient's transmission of MAC

Control frames. Only the transmission of MAC Client frames is inhibited.

Test Setup: Using the appropriate medium (e.g. balanced copper, multi-mode fiber), connect
the transmitter of the DUT to the receiver of the testing station and the receiver of the DUT to
the transmitter of the testing station.

Procedure:



Configure the DUT to operate in any of its available flow control modes. This may

be achieved through auto-negotiation or manual configuration of the DUT (refer to

appendix 31A).

Force the DUT to transmit a stream of M frames (refer to appendix 31B). The output

of the DUT is monitored and the gap between consecutive frames is observed.

. Force the DUT to transmit a stream of M frames.

. While the DUT transmits its packet stream, instruct the testing station to transmit a

PAUSE frame to the multicast address 01-80-C2-00-00-01 with pause_time set to

zero. The output of the DUT is observed and, if accessible, the appropriate counters

are read.

. Repeat steps 3 and 4 replacing the well-known multicast address with the address of
the DUT.

Observable results:
a. The DUT shall transmit all M frames.
b. The gap between consecutive frames shall not be altered by the reception of a

PAUSE frame with pause_time set to zero.

c. The management entity, if present, shall increment all appropriate counters.

Possible Problems:

The gap between consecutive frames may not be constant. This could make it
difficult for the effect of the PAUSE frame to be assessed.



Test #31.1.2 - Receive PAUSE frame with non-zero pause_time

Purpose: To verify that the device under test (DUT) inhibits the transmission of MAC client
frames when a PAUSE frame with a non-zero pause_time is received.

References:
e |EEE 802.3, 1998 Edition - subclause subclauses 31.3, 31B.3.3, 37.2.1.4 and 37.2.4.2
e Appendix 31A - Flow Control modes
e Appendix 31B - Generating packet streams
e Appendix 31C - PAUSE frame format

Resource Requirements:

e A testing station capable of transmitting and receiving arbitrary sequences of 10-bit
code_groups using the signaling method of clause 38 or clause 39. The testing station
must implement or be able to emulate the auto-negotiation process described in
clause 37.

Last Modification: June 28, 1999

Discussion:  MAC Control sublayers implementing the PAUSE function incorporate a timer
called pause_timer. When pause_timer is non-zero, the MAC Control sublayer inhibits the
transmission of frames by the MAC client. The timer counts down, in real time, to zero at which
point the transmission of frames by MAC client may continue.

When a MAC Control frame indicating the PAUSE function, henceforth referred to as a PAUSE
frame, is received, the MAC Control sublayer checks the destination address field. If it is the
unique address of the station or the multicast address reserved for PAUSE transactions (01-80-
C2-00-00-01), pause_timer is set to pause_time * pause_quanta where pause_quanta is defined
to be 512 bit times. For example, if pause_time was 10, then pause_timer would be set to 10
pause_quanta or 5,120 bit times (5.12us for Gigabit Ethernet). Otherwise, the MAC Control
sublayer waits for the next frame to be received.

Note that the reception of a PAUSE frame does not interfere with the recipient's transmission of
MAC Control frames. Only the transmission of MAC Client frames is inhibited.

For effective flow control, it is necessary to place an upper bound on the time a device may
transmit following the reception of a PAUSE frame with a non-zero pause_time. Since the
reception of a PAUSE frame cannot interfere with a transmission in progress, the device is
constrained to not begin the transmission of a new frame (assertion of TX_EN at the GMI]I) later
than one pause_quanta following the reception of the PAUSE frame (de-assertion of RX_ DV at
the GMII). If this time is measured at the MDI rather than the GMII, the specification is
increased to pause_quanta + 64 bit times.



Test Setup: Using the appropriate medium (e.g. balanced copper, multi-mode fiber), connect
the transmitter of the DUT to the receiver of the testing station and the receiver of the DUT to
the transmitter of the testing station.

Procedure:

1. Configure the DUT to operate in any of its available flow control modes. This may
be achieved through auto-negotiation or manual configuration of the DUT (refer to
appendix 31A).

2. Force the DUT to transmit a stream of M frames (refer to appendix 31B). The output
of the DUT is monitored and the gap between consecutive frames is observed.

3. Force the DUT to transmit a stream of M frames. While the DUT transmits its packet
stream, instruct the testing station to transmit a PAUSE frame to the multicast address
01-80-C2-00-00-01 with pause_time much greater than the gap observed in step 2.
The output of the DUT is observed and, if accessible, the appropriate counters are
read.

4. Repeat steps 2 and 3 replacing the well-known multicast address with the unicast
address of the DUT.

Observable results:

PAUSE receive is enabled:

a. The DUT shall transmit all M frames.

b. The DUT shall inhibit the transmission of frames for pause_time. The reception of a
PAUSE frame shall not interfere with a transmission in progress. However, the DUT
shall not begin a new transmission any later than pause_quanta bit times (measured at
the GMII) following the reception of the PAUSE frame.

c. The management entity, if present, shall increment all appropriate counters.

PAUSE receive is disabled:
a. The DUT shall transmit all M frames.
b. The gap between consecutive frames shall not be altered by the reception of the
PAUSE frame.
c. The management entity, if present, shall increment all appropriate counters.

Possible Problems:
e The gap between consecutive frames may not be constant. This could make it
difficult for the effect of the PAUSE frame to be assessed.



Test #31.1.3 - Resume Transmission

Purpose: To verify that the device under test (DUT) resumes the transmission of MAC Client
frames when pause_timer is non-zero and it receives a PAUSE frame with
pause_time set to zero.

References:
e |EEE 802.3, 1998 Edition - subclause 31.3,31B.3.3, 37.2.1.4 and 37.2.4.2
e Appendix 31A - Flow Control modes
e Appendix 31B - Generating packet streams
e Appendix 31C - PAUSE frame format

Resource Requirements:

e A testing station capable of transmitting and receiving arbitrary sequences of 10-bit
code_groups using the signaling method of clause 38 or clause 39. The testing station
must implement or be able to emulate the auto-negotiation process described in
clause 37.

Last Modification: June 28, 1999

Discussion:  MAC Control sublayers implementing the PAUSE function incorporate a timer
called pause_timer. When pause_timer is non-zero, the MAC Control sublayer inhibits the
transmission of frames by the MAC client. The timer counts down, in real time, to zero at which
point the transmission of frames by MAC client may continue.

When a MAC Control frame indicating the PAUSE function, henceforth referred to as a PAUSE
frame, is received, the MAC Control sublayer checks the destination address field. If it is the
unique address of the station or the multicast address reserved for PAUSE transactions (01-80-
C2-00-00-01), pause_timer is set to pause_time pause_quanta where pause_quanta is defined to
be 512 bit times. For example, if pause_time was 10, then pause_timer would be set to 10
pause_quanta or 5,120 bit times (5.12us for Gigabit Ethernet). Otherwise, the MAC Control
sublayer waits for the next frame to be received.

Zero is a valid value for pause_time. If pause_timer is non-zero and a PAUSE frame is received
with pause_time set to zero, pause_timer_Done becomes true, enabling the recipient to send
MAC Client frames. If pause_timer was already zero, such a frame would have no effect.

Test Setup:  Using the appropriate medium (e.g. balanced copper, multi-mode fiber), connect
the transmitter of the DUT to the receiver of the testing station and the receiver of the DUT to
the transmitter of the testing station.

Procedure:



Configure the DUT to operate in any flow control mode for which PAUSE receive is
enabled. This may be achieved through auto-negotiation or manual configuration of
the DUT (refer to appendix 31A).

Force the DUT to transmit a stream of M frames (refer to appendix 31B). The output
of the DUT is monitored and the gap between consecutive frames is observed.

Force the DUT to transmit a stream of M frames (refer to appendix 31B).

While the DUT transmits its packet stream, instruct the testing station to transmit a
PAUSE frame to the multicast address 01-80-C2-00-00-01 with pause_time set to
OXFFFF. The output of the DUT is observed.

Before pause_timer expires, instruct the testing station to transmit a PAUSE frame to
the multicast address 01-80-C2-00-00-01 with pause_time set zero. The output of the
DUT is observed and, if accessible, the appropriate counters are read.

Observable results:

a.
b.

C.

d.

The DUT shall transmit all M frames.

The reception of the PAUSE frame with non-zero pause_time shall not interfere with
a transmission in progress. However, the DUT shall not begin a new transmission
any later than pause_quanta bit times (measured at the GMII) following the reception
of the PAUSE frame.

Following the reception of the PAUSE frame with pause_timer set to zero, the DUT
will transmit any remaining frames.

The management entity, if present, shall increment all appropriate counters.

Possible Problems:

As the interpacket gap between the data frames approaches OXFFFF, it becomes
increasingly more difficult to assess the affects of the PAUSE frames. If the PAUSE
frame with pause_time set to zero is transmitted too early, the entire PAUSE
transaction will be indistinguishable from normal inter_packet gap. If the frame is
transmitted too late, it will be unclear if the frame enabled transmissions due to the
reception of a PAUSE frame with pause_time equal to zero or if pause_timer simply
expired. Note that the time it takes for the DUT to enable the transmission of MAC
Client frames is unspecified.



Test #31.1.4 - MAC Control Frame Reception and Handling

Purpose: To verify that the device under test (DUT) rejects invalid MAC Control PAUSE
frames.

References:
e |EEE 802.1D, 1993 Edition - subclause 3.12.6
IEEE 802.3 1998 Edition - subclauses 37.2.1.4, 37.2.4.2,31.4,3.2.3, 3.2.6, 3.2.8, 3.4
IEEE 802.3 1998 Edition - Annex 31A, Annex 31B
Appendix 31A - Flow Control modes
Appendix 31B - Generating packet streams
Appendix 31C - PAUSE frame format
Appendix 31D — MAC Control / PAUSE Receive State Diagram

Resource Requirements:

e A testing station capable of transmitting and receiving arbitrary sequences of 10-bit
code_groups using the signaling method of clause 38 or clause 39. The testing station
must implement or be able to emulate the auto-negotiation process described in
clause 37.

Last Modification: June 28, 1999

Discussion: The MAC Control sublayer repeatedly calls the ReceiveFrame function of the
underlying MAC. When the MAC returns a frame, the MAC Control sublayer parses the frame
and determines if it is a MAC Control frame, that is, if the two-octet lengthOrType field is 88-
08. If the lengthOrType field is not 88-08, the MAC Control sublayer passes the frame up to the
MAC Client.

If a MAC Control frame is received, the MAC Control sublayer continues to parse the frame in
order to find the opcode. The opcode is a two-octet field that indicates the MAC Control
function. If MAC Control sublayer incorporates this function, it acts in a function-dependent
manner. Otherwise, it waits for the next frame to be received. An opcode of 00-01 indicates the
PAUSE function.

When a MAC Control frame indicating the PAUSE function, henceforth referred to as a PAUSE
frame, is received, the MAC Control sublayer checks the destination address field. If it is the
unique address of the station or the multicast address reserved for PAUSE transactions (01-80-
C2-00-00-01), pause_timer is set to pause_time pause_quanta where pause_quanta is defined to
be 512 bit times.

Thus the MAC Control sublayer will only act on PAUSE frames that have a lengthOrType field
equal to 88-08, an opcode of 00-01, and the unique address of the station or the multicast address
reserved for PAUSE transactions.

Table 1: Description of frames to be used in this test



Label Description

Test Frame 1 Properly encapsulated MAC Control PAUSE frame with destination address that is not the
well-known multicast address (01-80-C2-00-00-01) or unicast address of the DUT and
pause_time equal to FF-FF.

Test Frame 2 Properly encapsulated MAC frame with lengthOrType not equal to 88-08, with the
destination address that is the well-known multicast address (01-80-C2-00-00-01), the
PAUSE opcode and pause_time equal to FF-FF.

Test Frame 3 Properly encapsulated MAC Control frame with the opcode not equal to 00-01, with the
destination address that is the well-known multicast address (01-80-C2-00-00-01), and
pause_time equal to FF-FF.

Test Setup: Using the appropriate medium (e.g. balanced copper, multi-mode fiber), connect the
transmitter of the DUT to the receiver of the testing station and the receiver of the DUT to the
transmitter of the testing station.

Procedure:

1. Configure the DUT to operate in any available flow control mode. This may be
achieved through auto-negotiation or manual configuration of the DUT (refer to
appendix 31A).

2. Instruct the DUT to transmit a stream of M request frames (refer to appendix 31B).

3. While the DUT transmits its packet stream, instruct the testing station to transmit test
frame 1 from table 1. The output of the DUT is observed and, if accessible, the
appropriate counters are read.

4. Repeat step 3 for all test frames described in table 1.

Observable results:
a. The DUT shall transmit all M frames.
b. The gap between consecutive frames shall not be altered by the reception of an
invalid PAUSE frame.
c. The management entity, if present, shall increment all appropriate counters.

Possible Problems:
e The gap between consecutive frames may not be constant. This could make it
difficult for the effect of the PAUSE frame to be assessed.



Test #31.1.5.1 - Receive MAC Control PAUSE frames with invalid FCS

Purpose: To determine how the device under test (DUT) handles PAUSE frames contain an
invalid FCS.

References:
e |EEE 802.3, 1998 Edition - subclause 31.5.1, 37.2.1.4 and 37.2.4.2
e Appendix 31A - Flow Control modes
e Appendix 31B - Generating packet streams
e Appendix 31C - PAUSE frame format

Resource Requirements:

e A testing station capable of transmitting and receiving arbitrary sequences of 10-bit
code_groups using the signaling method of clause 38 or clause 39. The testing station
must implement or be able to emulate the auto-negotiation process described in
clause 37. The testing station must also be capable of transmitting a frame with an
invalid CRC.

Last Modification: June 28, 1999

Discussion:  The MAC will return any received frame at least minFrameSize in length with the
appropriate destination address when the ReceiveFrame function is called. By definition, MAC
Control frames are fixed to be minFrameSize in length. The MAC Control sublayer may either
discard a MAC Control frame longer than minFrameSize or truncate the frame to minFrameSize
before parsing it and accepting it. A MAC Control frame with a CRC error should be discarded
and not acted upon.

Test Setup: Using the appropriate medium (e.g. balanced copper, multi-mode fiber), connect the
transmitter of the DUT to the receiver of the testing station and the receiver of the DUT to the
transmitter of the testing station.

Procedure:

1. Configure the DUT to operate in any flow control mode for which PAUSE receive is
enabled. This may be achieved through auto-negotiation or manual configuration of
the DUT (refer to appendix 31A).

2. Force the DUT to transmit a stream of M frames (refer to appendix 31B).

3. While the DUT transmits its packet stream, instruct the testing station to transmit a
valid PAUSE frame 60 bytes in length to the multicast address 01-80-C2-00-00-01
with pause_time set to OxFFFF. The output of the DUT is observed and, if
accessible, the appropriate counters are read.

Observable results:
a. The DUT shall transmit all M frames.
b. The reception of the pause frame should not inhibit the transmission of frames by the
DUT.



Possible Problems:
e The gap between consecutive frames may not be constant. This could make it
difficult for the effect of the PAUSE frame to be assessed.



Test #31.1.5.2 - Receive MAC Control PAUSE frames with size less than minFrameSize

Purpose: To determine how the device under test (DUT) handles PAUSE frames less than
minFrameSize.

References:
e |EEE 802.3, 1998 Edition - subclause 31.5.1, 37.2.1.4 and 37.2.4.2
e Appendix 31A - Flow Control modes
e Appendix 31B - Generating packet streams
e Appendix 31C - PAUSE frame format

Resource Requirements:

e A testing station capable of transmitting and receiving arbitrary sequences of 10-bit
code_groups using the signaling method of clause 38 or clause 39. The testing station
must implement or be able to emulate the auto-negotiation process described in
clause 37. The testing station must also be capable of transmitting a frame with an
invalid CRC.

Last Modification: June 28, 1999

Discussion:  The MAC will return any received frame at least minFrameSize in length with the
appropriate destination address when the ReceiveFrame function is called. By definition, MAC
Control frames are fixed to be minFrameSize in length. Any frame less than minFrameSize
should be discarded by the MAC and thus never handed up to MAC Control.

Test Setup: Using the appropriate medium (e.g. balanced copper, multi-mode fiber), connect the
transmitter of the DUT to the receiver of the testing station and the receiver of the DUT to the
transmitter of the testing station.

Procedure:

1. Configure the DUT to operate in any flow control mode for which PAUSE receive is
enabled. This may be achieved through auto-negotiation or manual configuration of
the DUT (refer to appendix 31A).

2. Force the DUT to transmit a stream of M frames (refer to appendix 31B).

3. While the DUT transmits its packet stream, instruct the testing station to transmit a
PAUSE frame N bytes in length to the multicast address 01-80-C2-00-00-01 with
pause_time set to OXFFFF. The output of the DUT is observed and, if accessible, the
appropriate counters are read.

4. Repeat steps 1 through 3 for several values of N such as N = 18, 24, 46, 63.

Observable results:
a. The DUT shall transmit all M frames.
b. All frames less than minFrameSize should be discarded and not acted upon.



Possible Problems:
e The gap between consecutive frames may not be constant. This could make it
difficult for the effect of the PAUSE frame to be assessed.



Test #31.1.5.3 - Receive MAC Control PAUSE Frames of Size Greater Than MinFrameSize
and Less Than or Equal to maxFrameSize

Purpose: To determine how the device under test (DUT) handles PAUSE frames that are
greater than minFrameSize, but less than maxFrameSize.

References:
e |EEE 802.3, 1998 Edition - subclause 31.5.1, 37.2.1.4 and 37.2.4.2
e Appendix 31A - Flow Control modes
e Appendix 31B - Generating packet streams
e Appendix 31C - PAUSE frame format

Resource Requirements:

e A testing station capable of transmitting and receiving arbitrary sequences of 10-bit
code_groups using the signaling method of clause 38 or clause 39. The testing station
must implement or be able to emulate the auto-negotiation process described in
clause 37.

Last Modification: June 28, 1999

Discussion:  The MAC will return any received frame at least minFrameSize in length with the
appropriate destination address when the ReceiveFrame function is called. By definition, MAC
Control frames are fixed to be minFrameSize in length. The MAC Control sublayer may either
discard a MAC Control frame longer than minFrameSize or truncate the frame to minFrameSize
before parsing it.

Test Setup: Using the appropriate medium (e.g. balanced copper, multi-mode fiber), connect the
transmitter of the DUT to the receiver of the testing station and the receiver of the DUT to the
transmitter of the testing station.

Procedure:

1. Configure the DUT to operate in any flow control mode for which PAUSE receive is
enabled. This may be achieved through auto-negotiation or manual configuration of
the DUT (refer to appendix 31A).

Force the DUT to transmit a stream of M frames (refer to appendix 31B).

3. While the DUT transmits its packet stream, instruct the testing station to transmit a
PAUSE frame N bytes in length to the multicast address 01-80-C2-00-00-01 with
pause_time set to OXFFFF. The output of the DUT is observed and, if accessible, the
appropriate counters are read.

4. Repeat steps 1 through 3 for several values of N such as N = 65, 1518, 1519, 1522.

no

Observable results:
a. The DUT shall transmit all M frames.
b. All frames less than minFrameSize and greater than maxFrameSize should be
discarded. If the DUT inhibits the transmission of MAC Client frames, then we



assume the MAC Control sublayer has truncated the frames greater than 64 bytes to
minFrameSize and parsed it. Otherwise, we assume the MAC control sublayer has
discarded the frame.
Possible Problems:
e The gap between consecutive frames may not be constant. This could make it
difficult for the effect of the PAUSE frame to be assessed.



Test #31.1.5.4 - Receive MAC Control PAUSE Frames of Size Greater maxFrameSize

Purpose: To determine how the device under test (DUT) handles PAUSE frames that are
greater than maxFrameSize.

References:
e |EEE 802.3, 1998 Edition - subclause 31.5.1, 37.2.1.4 and 37.2.4.2
e Appendix 31A - Flow Control modes
e Appendix 31B - Generating packet streams
e Appendix 31C - PAUSE frame format

Resource Requirements:

e A testing station capable of transmitting and receiving arbitrary sequences of 10-bit
code_groups using the signaling method of clause 38 or clause 39. The testing station
must implement or be able to emulate the auto-negotiation process described in
clause 37.

Last Modification: June 28, 1999

Discussion:  The MAC will return any received frame at least minFrameSize in length with the
appropriate destination address when the ReceiveFrame function is called. By definition, MAC
Control frames are fixed to be minFrameSize in length. The MAC Control sublayer may either
discard a MAC Control frame longer than minFrameSize or truncate the frame to minFrameSize
before parsing it. MAC Control frames greater than maxFrameSize should be given a status of
FrameTooLong and discarded by the MAC layer.

Test Setup: Using the appropriate medium (e.g. balanced copper, multi-mode fiber), connect the
transmitter of the DUT to the receiver of the testing station and the receiver of the DUT to the
transmitter of the testing station.

Procedure:

1. Configure the DUT to operate in any flow control mode for which PAUSE receive is
enabled. This may be achieved through auto-negotiation or manual configuration of
the DUT (refer to appendix 31A).

Force the DUT to transmit a stream of M frames (refer to appendix 31B).

3. While the DUT transmits its packet stream, instruct the testing station to transmit a
PAUSE frame N bytes in length to the multicast address 01-80-C2-00-00-01 with
pause_time set to OXFFFF. The output of the DUT is observed and, if accessible, the
appropriate counters are read.

4. Repeat steps 1 through 3 for several values of N such as N = 1523 and 2052.

no

Observable results:
a. The DUT shall transmit all M frames.
b. All frames greater than maxFrameSize should be discarded. If the DUT inhibits the
transmission of MAC Client frames, then we assume the MAC Control sublayer has



truncated the frames greater than 64 bytes to minFrameSize and parsed it. Otherwise,
we assume the MAC layer has discarded the frame.
Possible Problems:
e The gap between consecutive frames may not be constant. This could make it
difficult for the effect of the PAUSE frame to be assessed.



Test #31.2.1 - PAUSE frame transmission

Purpose: To verify that the device under test (DUT) transmits properly encapsulated PAUSE
frames.

References:
e |EEE 802.3, 1998 - subclauses 31.4, 37.2.1.4 and 37.2.4.2
e Appendix 31A - Flow Control Modes
e Appendix 31C - MAC Control PAUSE Frames.

Resource Requirements:

e A testing station capable of transmitting and receiving arbitrary sequences of 10-bit
code_groups using the signaling method of clause 38 or clause 39. The testing station
must implement or be able to emulate the auto-negotiation process described in
clause 37.

Last Modification: June 28, 1999

Discussion: The MAC Control sublayer may issue a PAUSE frame at any time with any
pause_time value necessary. The destination address is required to be the multicast address
reserved for PAUSE transactions. PAUSE transactions may only occur between two devices on
a full-duplex network. The use of a well-known multicast address allow the devices to issue
PAUSE frames without having to first discover the address of the intended recipient. The use of
a multicast address also prevents 802.1D-conformant bridges from forwarding PAUSE frames to
the rest of the network.

In this test, we will attempt to force the DUT to issue a PAUSE frames by sending it echo
request frames at line rate. This is done in an attempt to place the receive buffers in danger of
overflowing. The number of consecutive echo request frames required to cause the DUT to issue
a PAUSE frame is used as a reference point for the remainder of the test. When the DUT is
configured so that PAUSE transmit is enabled, it should issue a PAUSE frame when sent more
than this number of consecutive echo request frames. When PAUSE transmit is disabled, the
DUT should not issue the PAUSE frame.

Test Setup: Using the appropriate medium (e.g. balanced copper, multi-mode fiber), connect the
transmitter of the DUT to the receiver of the testing station and the receiver of the DUT to the
transmitter of the testing station.

Procedure:

1. Configure the DUT to operate in any flow control mode for which PAUSE transmit is
enabled. This may be achieved through auto-negotiation or manual configuration of
the DUT (refer to appendix 31A).

2. Instruct the testing station to transmit a stream of frames each separated by the
minimum inter-packet gap. The output of the DUT is observed. Stop when the DUT



issues a PAUSE frame. Let R be the number frames it took for the DUT to generate
the PAUSE frame. If accessible, the appropriate counters are read.

3. Repeat step 2 several times in order to find an upper bound on R. Let the upper
bound of R equal Ryax.

4. Instruct the testing to send a stream of at least 2Ryax frames. The output of the DUT
is observed and, if accessible, the appropriate counters are read.

Observable results:

PAUSE transmit is enabled:
a. Given that the DUT issued a PAUSE frame, that frame shall meet all of the
requirements outlined in appendix 31C.
b. The management entity, if present, shall increment all appropriate counters.

PAUSE transmit is disabled:
a. The DUT shall not issue a PAUSE frame during the reception of the at least 2Ryax
frames.
b. The management entity, if present, shall increment all appropriate counters.

Possible Problems:
e It is conceivable that the DUT may not need to issue a PAUSE frame even in the face
of line rate traffic.



Test #31.2.2 - PAUSE frame forwarding with Spanning Tree

Purpose: To determine that the device under test (DUT) does not forward PAUSE frames
regardless of spanning tree mode.

References:
e |EEE 802.1D, 1993 Edition - subclause 3.12.6
IEEE 802.3x/D3.2 February 9, 1997 - subclause 31B.1.
Appendix 31A - Flow Control modes
Appendix 31B - Generating packet streams
Appendix 31C - PAUSE frame format

Resource Requirements:

e A testing station capable of transmitting and receiving arbitrary sequences of 10-bit
code_groups using the signaling method of clause 38 or clause 39. The testing station
must implement or be able to emulate the auto-negotiation process described in
clause 37.

Last Modification: March 2, 1998

Discussion:  Stations should not forward frames with the destination address equal to the
globally assigned multicast address 01-80-C2-00-00-01. Regardless of the state of a stations port
state, i.e. Spanning Tree enabled or disabled or whether or not a station implements the MAC
Control sublayer.

Test Setup: Using the appropriate medium (e.g. balanced copper, multi-mode fiber), connect the
transmitter of the DUT to the receiver of the testing station and the receiver of the DUT to the
transmitter of the testing station. For a multi-port device, attach a cable from another port to
another device where the output on that port may be monitored.

Procedure:

1. Configure the DUT to operate in any flow control mode for which PAUSE receive is
enabled and spanning tree is enabled. This may be achieved through auto-negotiation
or manual configuration of the DUT (refer to appendix 31A).

Force the DUT to transmit a stream of M frames (refer to appendix 31B).

3. While the DUT transmits its packet stream, instruct the testing station to transmit a
PAUSE frame with the multicast address 01-80-C2-00-00-01 with pause_time set to
OXFFFF. The output of the DUT is observed and, if accessible, the appropriate
counters are read.

4. Repeat steps 1 through 3 for all available flow control modes in which PAUSE
receive is enabled.

5. Repeat steps 1 through 4 for all available flow control modes in which PAUSE
receive is disabled.

6. Repeat steps 1 through 5 with spanning tree disabled.

no



Observable results:

a. The DUT shall transmit all M frames.

b. The DUT shall inhibit the transmission of frames for pause_time pause_quanta. The
reception of a PAUSE frame shall not interfere with a transmission in progress.
However, the DUT shall not begin a new transmission any later than pause_quanta bit
times (measured at the GMII) following the reception of the PAUSE frame.

c. The management entity, if present, shall increment all appropriate counters.

d. The DUT shall not forward the MAC Control PAUSE frame.

Possible Problems:
e The gap between consecutive frames may not be constant. This could make it
difficult for the effect of the PAUSE frame to be assessed.



Test #31.2.3 — Pause Frame Resolution

Purpose:  To determine that the device under test (DUT) behaves properly corresponding to the duplex and mode
of flow control in the link between the DUT and another device.

References:
e IEEE 802.3, 1998 edition — subclause 31B.1, 31B.3, 37.2.1.4,28D.3
e Appendix 31A - Flow Control modes
e Appendix 31B - Generating packet streams
e Appendix 31C - PAUSE frame format

Resource Requirements:
e Atesting station capable of transmitting and receiving arbitrary sequences of 10-bit code_groups using
the signaling method of clause 38 or clause 39. The testing station must implement or be able to
emulate the auto-negotiation process described in clause 37.

Last Modification: July 14, 1999

Discussion: Transmission: Clause 31B.1 specifies that Pause frames should only be sent over a full duplex
link. Therefore, regardless of all other factors, a DTE should never issue a pause frame over a half-duplex link.
Over a full duplex link, pause frames should only be transmitted when the device is in either synchronous flow
control mode or in asynchronous flow control mode towards the link partner.

Stations should not forward frames with the destination address equal to the globally assigned multicast address 01-
80-C2-00-00-01. Regardless of the state of a stations port state, i.e. Spanning Tree enabled or disabled or whether or
not a station implements the MAC Control sublayer.

Test Setup: Using the appropriate medium (e.g. balanced copper, multi-mode fiber), connect the transmitter of the
DUT to the receiver of the testing station and the receiver of the DUT to the transmitter of the testing station.

Procedure:
1. Instruct the testing station to advertise the abilities for Asymmetric flow control only.

2. Configure the DUT to operate in full duplex mode through autonegotiation and monitor the abilities
that it sends.

Force the DUT to transmit a stream of M frames (refer to appendix 31B).

3.

4. While the DUT transmits its packet stream, instruct the testing station to transmit a PAUSE frame with
the multicast address 01-80-c2-00-00-01 with pause_time set to OXFFFF. The output of the DUT is
observed and, if accessible, the appropriate counters are read.

5. Attempt to cause the DUT to transmit pause frames by any means necessary.
6. Repeat steps 1-4 for all available flow control modes.
7. If the device supports it, configure the DUT to operate in half-duplex mode and repeat steps 2 and 3

Observable results:
Half Duplex Mode:
The device should not be observed to transmit or receive a pause frame at any time.



Full Duplex Mode:

Testing Station Abilities

DUT’s abilities

DUT’s Pause Mode

PS1 PS2 PS1 PS2
0 1 1 1 Transmit Disabled
Receive Enabled
1 0 1 - Transmit Enabled
Receive Enabled
1 1 0 1 Transmit Enabled

Receive Disabled

Any combination not specified in the previous table implies that both transmit and receive are disabled and
the DUT should not be observed to transmit or receive a pause frame.

Possible Problems:

e The gap between consecutive frames may not be constant. This could make it difficult for the effect of

the PAUSE frame to be assessed.

e Have to try to force a collision to guarantee its in half duplex. May not be able to force a collision.
e May not be able to force DUT to transmit a pause frame even though pause transmit is enabled on it.




Appendix 31A - Flow Control modes

Purpose: An explanation of various flow control modes and how they might be achieved.

References:
e |EEE 802.3z/D3.1 July 18, 1997 - subclause 37.2.1, 37.2.1.3 and 37.2.5.2.
e |EEE 802.3x/D3.2 February 9, 1997 - subclauses 31.3 and 31B.3.3.

Resource Requirements:

e A testing station capable of transmitting and receiving arbitrary sequences of 10-bit
code_groups using the signaling method of clause 38 or clause 39. The testing station
must implement or be able to emulate the auto-negotiation process described in
clause 37.

Last Modification: September 17, 1997

Discussion: The device under test may be capable of supporting multiple flow control modes.
These modes are symmetric flow control (SFC), asymmetric flow control (AFC), and no flow
control at all. SFC implies that PAUSE frames may flow in either direction. AFC implies that
PAUSE frames may only flow in one direction, whether that direction is towards the local device
or away from the local device. No flow control implies that PAUSE frames are not allowed.
Essentially, the flow control mode dictates whether or not a device may transmit PAUSE frames
and whether or not the device will honor PAUSE requests.

Each test in the flow control test suite should be performed for each flow control mode the DUT
supports. Flow control modes may be configured via auto-negotiation or through manual
configuration.

If auto-negotiation is used, bits D7 and D8 in the auto-negotiation base page transmitted by the
DUT will determine what flow control modes are available. The testing station will send
specific values in bits D7 and D8 of its own base page to enable each available mode. Table 1 is
provided as guide for the construction of base pages to be sent by the testing station. Note that
bit D7 corresponds to the PAUSE bit and bit D8 corresponds to the ASM_DIR bit. Also note
that this process can be used to verify that the DUT implements the priority resolution function

properly.

Given the advertised abilities of the DUT, a limited number of the flow control modes may be
configured through auto-negotiation. Manual configuration may lend more flexibility but this
flexibility and procedure used to perform such configuration is device dependent.



Table 1: Guide for configuration of flow control mode through auto-negotiation

DUT Target DUT advertises... Testing station advertises...
Configuration PAUSE ASM DIR PAUSE ASM DIR

Disable PAUSE Transmit 0 0 X X
Disable PAUSE Receive 0 1 0 X

0 1 1 0

1 0 0 X

1 1 0 0
Disable PAUSE Transmit 0 0 — —
Enable PAUSE Receive 0 1 — —

1 0 — —

1 1 0 1
Enable PAUSE Transmit 0 0 — —
Disable PAUSE Receive 0 1 1 1

1 0 — —

1 1 — —
Enable PAUSE Transmit 0 0 — —
Enable PAUSE Receive 0 1

1 0 1 X

1 1 1 X

NOTE — "X" indicates value may be either 0 or 1, "—" indicates target configuration cannot be achieved.




Appendix 31B - Generating packet streams

Purpose: To describe procedures that may be used to cause the device under test (DUT)
to transmit a stream of M frames.

References:
e |EEE 802.3x/D3.2 February 9, 1997.

Resource Requirements:

e A testing station capable of transmitting and receiving arbitrary sequences of
10-bit code_groups using the signaling method of clause 38 or clause 39. The
testing station must implement or be able to emulate the auto-negotiation
process described in clause 37.

Last Modification: September 17, 1997

Discussion: In order to observe the DUT's behavior when it receives a PAUSE frame it
must be transmitting frames. The following procedures can be used to cause the DUT to
transmit a stream of M frames.

Procedure 1
1. Instruct the testing station to transmit M request frames each separated by a
minimum inter-packet gap. This should cause the DUT to transmit M replies.

Possible Problems

1. The replies received by the testing station may not be separated by a minimum
inter-packet gap.

2. If the DUT cannot process the echo requests as quickly as they are being
received, the receive buffer of the DUT may overflow resulting in the loss of
frames. If so configured, the DUT may also issue a PAUSE frame. In some
cases, the value of M can be adjusted so that this will not happen.



Appendix 31C - PAUSE frame format

Purpose: A description and explanation of each field of a MAC Control PAUSE frame.

References:
e |EEE 802.3x/D3.2 February 9, 1997 - subclauses 31.4, ANNEX 31A and
ANNEX 31B.

Last Modification: September 17, 1997

Discussion: MAC Control PAUSE frames may only be transmitted by stations that are
configured for full-duplex operation and by definition only two stations can be on a full-
duplex network. A MAC Control frame comprises MAC Client-data specified in clause
3. The data is encapsulated by the MAC with preamble and Start-of-Frame delimiter and
FCS. MAC Control frames can be distinguished from other MAC frames by their
Length/Type field.

The MAC Control frame consist of destination (DA) and source (SA) addresses, a
Length/Type field, a MAC Control opcode, a MAC control parameters field and a
reserved field which is transmitted as zeros.

7 OCTETS [ PREAMBLE
1 OCTET [ SFD

6 OCTETS | DESTINATION ADDRESS

6 OCTETS | SOURCE ADDRESS

2 OCTETS | LENGTH/TYPE (88-08)

2 OCTETS | OPCODE (00-01)

2 OCTETS | PARAMETERS (pause_time)

42 OCTETS | RESERVED
4 OCTETS [ FCS

Figure 1: MAC Control Packet (MAC Control Frame in bold)

Preamble and SFD
The CSMA/CD MAC adds the preamble and start-of-frame delimiter (SFD) to the
MAC Control frame.

Destination Address (DA)

The destination address for a MAC Control frame is 01-80-C2-00-00-01. Stations
implementing PAUSE will enable reception of frames with this globally-assigned
multicast address. The use of the well-known multicast address relieves the MAC
Control sublayer and its client from having to know the other station's MAC address.
PAUSE frames may only be transmitted by stations that are configured for full-duplex
operation and by definition only two stations can be on a full-duplex network. If a
station decides to transmit a PAUSE frame, IEEE 802.1D-conformant bridges will not
forward the frame to the rest of the network.



Source Address (SA)
The source address field contains the 48 bit address of the station sending the
PAUSE frame.

Length/Type

The Length/Type field identifies the frame as a MAC Control frame. The 2-octet
field contains the hexadecimal value: 88-08. This is a type interpretation (see 3.2.6) and
has been assigned for MAC Control of CSMA/CD LANS.

Opcode

The opcode field identifies the MAC Control frame as a PAUSE frame. The 2-
octet field contains the hexadecimal value: 00-01. Since all other values are reserved
(not defined), this is the only valid opcode.

Parameters

The parameters field contains MAC Control opcode-specific parameters. The
parameters field will contain an integral number of octets. Only one parameter is
necessary for PAUSE frames however future MAC Control frames may contain zero, one
or many parameters. The parameter for PAUSE frames is called a request_operand. For
each PAUSE code the request_operand contains a pause_time.

The variable pause_time is a 2 octet, unsigned integer which contains the length
of time the receiving station is requested to inhibit transmission of data. The pause_time
is measured in units of pause_quanta, equal to 512 bit times. If a station transmits a
PAUSE frame with the request_operand pause_time set to 1000 and the receiving station
is accepting PAUSE frames then the receiving station should inhibit transmission of
frames for (pause_time x pause_quanta) or (1000 x 512) = 512,000 bit times (512us for
Gigabit Ethernet). The range of pause time is 0 to 65535 pause_quanta. Thus the
maximum time a station can request to inhibit transmission with one PAUSE frame is
(65535 x 512) = 33,553,920 bit times (33.554ms for Gigabit Ethernet).

Reserved

The reserved field is used when the parameters field does not fill the fixed length
of the MAC Control frame. The size of the reserved field is determined by the size of the
MAC Control parameters field and the minimum frame size. For Gigabit Ethernet the
minFrameSize is 64 bytes. This means that the length of the reserved field for a MAC
Control PAUSE frame is 42 bytes. The reserved field is transmitted as zeros.

Frame Check Sequence (FCS)
The CSMA/CD MAC appends a 32-bit cyclic redundancy check (CRC) to the
MAC Control frame. The CRC covers the destination address through the reserved field.
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