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ABSTRACT

This paperdescribesthe architectureof a setof kernel
componentsfor developing and testingstorageareanet-
work transportprotocolsunderLinux. This softwareis in-
tendedfor severaluses:asa generalprototypefor network
transportprotocoldevelopment;asa referenceimplement-
ation of the iSCSI protocol currently underdevelopment
for standardizationby IETF; as a basisfor conformance
testingfor iSCSI; andasa testbedfor developmentof in-
teroperabilitytestsuitesfor iSCSI.
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1 INTRODUCTION

The widespreadadoptionof the World Wide Web and
e-commercehascreateda hugedemandfor vast storage
repositoriesthatprovide real-timeon-lineaccess24 hours
a day, 7 days a week, 52 weeksa year. This demand
hasoverwhelmedtraditionalstoragemechanisms,andhas
promptedthedevelopmentof promisingnew technologies,
oneof which is the“StorageAreaNetwork” or SAN [1].

Thekey ideabehindSAN developmentis to replacethe
traditionaldatabus betweena hostcomputerandits stor-
agedevices with a high-speeddatanetwork. In a SAN,
thestoragedevice is directly attachedto thatnetwork, and
interactswith multiple hostcomputersusingstandardnet-
work protocols,ratherthanspecializedbusprotocols.This
leveragesthesubstantialinstallednetwork basealreadyin
place, and opensup the prospectof geographicallydis-
perse,enterprise-widestorage.With theadventof gigabit-
per-secondand higher network transferrates, the effec-
tive transferratesbetweenhostsandstorageincreasewhile
costsaredecreased.To enablethis paradigm,theapproach
that is beingtaken is to designnew protocolsthat encap-
sulateSCSIcommandsanddatafor transportover thenet-
work. Thesearecollectively referredto as“SCSITransport
Protocols”.

Thefirst technologyto utilize this ideawasFibreChan-
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FIGURE1: Architectureof theLinux SCSISubsystem

nel [2], which usesagigabit-per-secondlink to carrySCSI
commandsanddataoverdistancesupto 10KM. This tech-
nologyrequiresspecialhardwareadapterson boththehost
computersandthe target storagedevices,and installation
of new fiber-opticcabling.

To avoid the special hardware requirementsof Fibre
Channel,severalrecentproposalshavebeenmadeto lever-
age the huge existing network infrastructure,which is
largely built on Ethernetat the hostcomputersandwhich
formsthebasisfor theglobalInternet.

Thenew storagetransportprotocolsof interestto usare
thosethat utilize the existing TCP/IPprotocolstack. The
two mainproposalsin this categoryaretheSCSIEncapsu-
lationProtocol(SEP)[3] andtheiSCSIProtocol[4], which
is currentlyunderdevelopmentasa Standardby theInter-
net EngineeringTaskForce(IETF) [5]. Our initial effort
was concentratedon SEPbecauseit is relatively simple
comparedto iSCSI,andalsoits specificationwasmoresta-
ble. This first effort allowed us to designan architecture
and test it quickly. Using this experienceas a basis,we
then generalizedthe architectureto encompassboth pro-
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FIGURE2: Architectureof theLinux SCSIInitiator andSCSITargetEmulator

tocols,aswell asallowing for any futureprotocolpropos-
als. We then utilized this new architectureto implement
a prototypesystemof both SEPanddraft 6 of the iSCSI
proposal,andthat is thework which is reportedon in this
paper. Completedetailsareavailablein thethesis[6].

2 DESIGN

Thedesignof ourkernel-levelSCSITargetEmulatorwas
basedontwo generalguidelines:(1) beasgeneralaspossi-
ble, sothatdifferentSCSItransportprotocolscouldbe in-
corporatedandcouldcoexist simultaneously;(2) utilize as
muchaspossibleof theexistingLinux kernelmechanisms.

Sincethe purposeof any SCSI transportprotocol is to
interfacewith the SCSI subsystem,our architecturewas
heavily influencedby the generalorganizationof SCSI
subsystemsas definedby the SCSI Architectural Model
(SAM-2) [7] andits correspondingInitiator-sidearchitec-
turein theLinux kernel[8].

Figure 1 shows the three-layeredarchitectureof the
Linux Initiator SCSI Subsystem. The upper-level layer
providesa generic“read/write” interfacethat is tradition-
ally usedby a file system. The mid-level converts the

readsandwrites into SCSIcommandanddatatransferse-
quences. The lower-level consistsof the drivers for the
Host Bus Adapters(HBAs) of the specificSCSIdevices.
TheseHBAs control the delivery of the SCSIcommands
anddataover theSCSIbus to a particularSCSIdevice. It
is thereforenaturalfor our kernel-level Front-EndInitiator
Driver (FEID) to bedesignedasaspecialHBA thatencap-
sulatesthe SCSIcommandsanddatainto the appropriate
transportprotocoland thendelivers themover a network
ratherthan over a SCSI bus. This is also the way Fibre
ChannelInitiator interfacesarebuilt.

Traditionally a SCSITarget is a device, suchasa disk
drive or tapedrive, so that its internal organizationdoes
not necessarilyfollow any particularsoftwarearchitecture.
Also, “traditional” SCSITargetsarenot designedto work
over multiple SCSItransportprotocols. Therefore,in ac-
cordancewith our first designguideline,an importantob-
jectiveof ourarchitecturewasto keepinformationspecific
to aparticularSCSItransportprotocolseparatefrom infor-
mationthatSCSIneedsto processacommand.

The generalarchitectureof our SCSI Target Emulator
software and its relationshipwith the architectureof the
Initiator is shown in Figure2. The Target Emulatorcon-



register target template(structScsi Target Template*)
dere
 gister target template(structScsi Target Template*)

register target front end(structScsi Target Template*)
deregister target front end(structScsiTarget Device *)
rx cmnd(structScsi Target Device *, u64,char*, int)

scsi rx data(structTarget ScsiCmnd*)
scsi target done(structTarget ScsiCmnd*)

scsi release(structTarget ScsiCmnd*)
rx taskmgmt fn(structScsiTarget Device *, int, void *)

Table1: Setof API functionsby which anFETD calls the
STML

struct ScsiTarget Template�
int (*detect)(structScsiTarget Template*);
int (*release)(structScsiTarget Device *);
int (*xmit response)(structTarget ScsiCmnd*);
int (*rdy to xfer)(structTarget ScsiCmnd*);
int (*task mgmt fn done)(structScsi Target Message*);

void (*report aen)(int, u64);�
;

Table2: Templateof API functionsby which the STML
“calls back”anFETD

sistsof two components:a genericSCSITargetMid-level
(STML) anda Front-EndTarget Driver (FETD). Thereis
oneFETD for eachSCSItransportprotocol(i.e., SEPand
iSCSI),andall detailsof this transportprotocolon theTar-
getarehandledcompletelywithin thiscomponent.

TheSTML is thereforetotally independentof theSCSI
transportprotocolusedin theFETD. Its role is to process
SCSIcommandsanddatareceived from a FETD “on be-
half of the Initiator”. This meansprocessingthe received
SCSIcommandsanddata,andhandingoff the generated
responsesanddatabackto the FETD for delivery backto
theInitiator. TheSTML is alsoresponsiblefor SCSIerror
handling,andfor maintainingSCSIstateinformation.

To accomplishits tasks,our kernel-level versionof the
STML is designedto utilize theexistinglocalSCSIsubsys-
temon theTargetplatform,in accordancewith our second
designguideline. The STML is organizedastwo threads:
the SCSITarget Thread(STT), which is the main vehicle
for processingSCSIcommands,andtheSCSISignalPro-
cessingThread(SSPT),whichis usedto dealwith theasyn-
chronousarrival of SIGIO signals,asexplainedin thenext
section.

An importantpart of the designof the Target Emulator
wasspecificationof an “API” betweenthe STML andthe
FETD.ThisAPI consistsof asetof datastructuresandtwo
setsof functions– one for useby the FETD to handoff

struct Scsi Target Message�
struct Scsi Target Message*next;
struct Scsi Target Message*prev;

int message;
struct Scsi Target Devicedevice;
void *value;�

;

struct Target ScsiCmnd�
int state;
int id;

u64 dev id;
struct Scsi Target Template*dev template;

u64 target id;
u64 lun;

uchar cmd[MAX COMMAND SIZE];
int len;

struct Target ScsiCmnd*next;
struct Scsi Request*req;�

;

struct Scsi Target Device�
u64 id;

struct Scsi Target Device *next;
struct Scsi Target Template*template;�

;

Table3: AdditionalAPI datastructures

incomingSCSIcommandsanddatato theSTML, andthe
otherfor useby theSTML to handbackthegeneratedSCSI
responsesanddatato theFETD.

Table1 lists thenineAPI functionsavailablefor useby
an FETD in order to passSCSI commandsand data to
the STML. The six API functionsrequiredby the STML
in order to “call back” the FETD are provided in the
Scsi Target Template structureshown in Table2. There
arethreeotherdatastructuresusedby thesefunctions,as
summarizedin Table3.

A quickexplanationof how theFETD’s interactwith the
STML usingtheAPI functionsfollows.

When an FETD module is dynamically loaded into
the Linux kernelusing the insmod command,the FETD
calls register target template() to register itself with
the STML. (Later, when this module is removed, the
FETD must call deregister target template().) The pa-
rameter to both thesefunctions is the “jump table” of
“call back” functionsshown in the Scsi Target Template
structure (Table 2). As part of processingthe regis-
ter target template() function, the STML will call back
the FETD’s detect() function in order to detectall “de-
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FIGURE3: ProcessingaREAD-typecommandon theTargetEmulator

vices” beinghandledby this FETD. TheFETD’s detect()
function in turn registerseachdevice with the STML by
calling register target front end().

Onceregistered,anFETDoperatesasynchronouslywith
respectto theSTT. An FETDdevice interrupthandlercalls
the STML’s rx cmnd() function whenever it receives a
new SCSI commandfrom the network. This command
will beenqueuedfor processingby theSTT thread.If the
commandis a READ-typecommand,wheredatais being
sentfrom the Target to the Initiator, the STT threadallo-
catesbuffersandpassesthe requestto theSCSImid-level
subsystemon theTargetusingtheSCSIgenericinterface.
WhenthissubsysteminformstheSTTthatthedatais in the
buffers,theSTTcallsbackthexmit response() functionof
theFETD, which is responsiblefor encapsulatingthedata
andasynchronouslysendingit over the transportnetwork
to the Initiator. Oncethis transmissionis complete,the
FETD notifies the STT by calling the scsi target done()
functionof theSTML. Thissequenceof eventsis illustrated
schematicallyin Figure3.

Processinga WRITE-typecommandis somewhatmore
complicated,becausethedatafrom theInitiator will asyn-
chronouslyfollow the SCSI commanditself. The neces-
sary sequenceof eventsis illustratedin Figure 4. As in
the caseof a READ-typecommand,the STT threadpro-
cessesaWRITE by first allocatingbuffers,but it obviously
cannotfill thesebuffers locally aswasdonefor a READ.
Instead,it passesthesebuffersbackto theFETDby calling
therdy to xfer() function.This functionusesflow control
mechanismsuniqueto the particularSCSI transportpro-
tocol to initiate the transferof datafrom the Initiator over
the transportnetwork. Whenthis dataarrives, the FETD
passesit to the STML by calling the scsi rx data() func-
tion, which in turn will passthis data to the SCSI mid-
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FIGURE4: ProcessingaWRITE-typecommandon theTargetEmulator

level subsystemontheTargetusingtheSCSIgenericinter-
face. Whenthis subsysteminforms the STT that the data
transferto the local SCSIdevice hasbeencompleted,the
STTcallsbackthexmit response() functionof theFETD,
which mustsendtheSCSIstatusresponsebackto theIni-
tiator. Oncethis transmissionis complete,theFETD noti-
fies the STT by calling the scsi target done() function of
theSTML.

3 IMPLEMENTATION

All ourcodingwasdonein C for theLinux 2.4kernel.It
is freelyavailablefrom theUNH IOL iSCSIConsortiumat
http://www.iol.unh.edu/consortiums/iscsi/underthe terms
of theGNU Copyleft agreement.

We have implementedtwo Initiator-side drivers, and
have testedthree drivers for storagetransportprotocols.
The driverswe implemented,for SEPand iSCSI draft 6,
utilize theexistingLinux softwareTCP/IPstackto commu-
nicateoveranAlteon ACENIC 1000BaseTEthernetcard.
Theexistingdriverwasfor theFibreChannelprotocol,and
utilizesaQLogicFibreChannelHBA communicatingover
a GigabitFibreChannellink.

On the Targetsidewe have two implementationsof the
Target Emulator: onethat operatesentirely in userspace,
called the User SpaceTarget Emulator(USTE), and one
that operatesentirely in kernel space,called the Kernel
SpaceTarget Emulator (KSTE). Both are organizedinto
the two-part structuredescribedin the previous section:
a protocol-dependentFETD, and a protocol-independent
STML. For theUSTEtheonlyFETDwehaveimplemented
is for SEP, and that software is not discussedfurther in
this paper. We put mostof our developmenteffort into the
KSTE so that we would have a softwarereferenceimple-
mentationwith reasonableperformance.
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FIGURE5: Optionsavailablefor interfacingtheSTML to thelocal SCSIsubsystem

For theKSTE we have implementedthreeFETDs– one
for SEP, onefor iSCSIdraft 6, andonefor FibreChannel.
It is theKSTEthatis discussedin therestof thispaper.

Becausethe Linux kernelSCSIsubsystemis organized
into threelayers,asalreadyshown in Figure1, thereare
threepoints at which our STML could interactwith this
subsystem,asshown in Figure5. Thefirst optionwouldbe
to usethe queuecommand() interfaceprovided by every
SCSIHBA. Thisoptionwouldhavethelowestoverheadof
thethreeoptions,but would requirethat theSTML essen-
tially duplicatemostof the functionality alreadyprovided
by the SCSImid-level of the local SCSIsubsystem.This
clearly violatesour seconddesignguidelineand was re-
jected.

Thesecondoptionwould beto usethescsi do req() in-
terfaceprovidedby the SCSImid-level. This is the inter-
faceutilized by all SCSI upper-level components,and is
thepreferredinterfaceonLinux systems.However, it is not
yet well-documented.As a result,we have implementeda
versionusing this option but it is not yet fully debugged.
Thuswecurrentlyutilize thethird option,theSCSIgeneric
upper-level, via its new version3 interface[9]. Besidesa
slightly higheroverheadthanoption two, this option also
introducesanadditionalcomplicationbecause,whenused
for asynchronousprocessing,theLinux SCSIgenericinter-
facesendsaSIGIOsignalwhenit completescommandpro-
cessing.TheSTTcannotreceivesignalswhenutilizing cer-
tain sectionsof theSCSIgenericcode.Therefore,to han-
dle this signalrequiredtheintroductionof a secondkernel



thread,calledtheSCSISignalProcessingThread(SSPT).
This threadsimplycatchestheSIGIOandenqueuesacom-
mandfor the STT, therebyavoiding re-entrancy problems
in theSTT. A detailedpictureof how thesethreadsinteract
with eachotherand the FETDsvia the APIs is shown in
Figure6.

The iSCSI FETDs are implementedas two kernel
threadsper session,one for receiving datafrom the Ini-
tiator andoneto senddatato the Initiator. At the present
time an FETD is limited to only oneTCP connectionper
iSCSI session,but future planscall for allowing multiple
TCP connectionsper iSCSI session,in accordancewith
the Standard. When this is done, therewill be two ker-
nel threadsper connection.This will permit a greatdeal
of simultaneousI/O activity within a singleiSCSIsession,
sincedifferentconnectionscango over differentnetworks
betweenthesameInitiator andTarget.

4 CONFIGURATION

Although the SEP protocol is a simple encapsulation
protocol, iSCSI is not – it involvesa rathercomplex lo-
gin procedurewhich requiresnegotiationof securityand
operationalparametersbetweenInitiator andTarget.These
negotiationspermit a dynamicchoicebetweenseveral se-
curity schemes,aswell asa choiceof optionaldigeststo
protectiSCSI headersand/ordata. Furthermore,a single
sessioncaninvolvemultipleTCPconnectionsbetweenthe
sameInitiator andTarget,with implicationsfor flow con-
trol and organizationalcomplexity on both sides. iSCSI
sessionsareexpectedto last for a very long time, in many
casesfor the entiretime the kernelis running. It is there-
forenotpossibleto freezetheconfigurationof theseparam-
eterseitherat thetimethesoftwareis compiledor whenthe
modulesareloaded.

It is clearly importantto beableto dynamicallymanage
this softwarein a convenientmanner. To do this we have
designedit from thebeginningto utilize theLinux “/proc”
interfaceasthe meansof communicationof management
information betweenthe kernel componentsand the sys-
tem administrator. The /proc interfaceis a naturalmeans
for displayinginformationabouttheinternalstateof a ker-
nel component,but it hasalsobecomeanincreasinglyim-
portanttool in Linux thatallows a systemadministratorto
havedirectinput into a runningkernel.

This designconformsto both our guidelines:the /proc
interfaceis very general,andcanbe usedby any HBA or
FETD; andthemechanismis alreadypartof Linux, sowe
do not haveto inventanotherway to do this.

Thereisaseparateinterfacefor Initiatorsandfor Targets.
On the Initiator side,whenthe iSCSI Initiator is loadedit
createsa “/proc/scsi/iscsiinitiator” directorythatcontains
onefile for eachof thesessionsthatthis initiator is capable
of handling.(LoadingtheSEPInitiator createsasimilardi-
rectorycalled“/proc/scsi/sepinitiator”.) A user-spacetool,

modeledon the“ifconfig” softwarefor network configura-
tion, utilizesthesefiles to bring the indicatedsession”up”
or ”down”, andto configureit with thetargetIP address,the
targetTCPportnumber, andany otherdesiredinformation,
suchasthelogin negotiationparameters(seebelow).

On the Target side, there is a file called
“/proc/scsitarget/scsitarget” which lists the targets
being emulated on that platform. When the iSCSI
Target module is loaded it createsa directory called
“/proc/scsitarget/iscsitarget”. This directory contains
onefile for eachof the sessionsthat this target is capable
of handling,plus a file called“iscsi config” that contains
the parametersto be usedwhen acceptinga new session
from an Initiator. During the login processwith that
Initiator theseparametersare subject to negotiation, so
the individual file for that sessioncontainsthe applicable
valuesfor the session. Writing to the “iscsi config” file
will changethevaluesusedwhencreatingthenext session;
writing to the individual file for a particularsessionwill
changethevaluescurrentlyin useby thatexisting session.

In iSCSI, a big part of the input to both the Initiator
HBA andtheTargetFETD is thesettingof parameterval-
uesneededfor negotiationduringthelogin process.These
settingsareincorporatedinto the iSCSI protocolasUTF-
8 text having the form: “key=value” where“value” can
beeithera singlenumericvalue,a singleUTF-8 character
string,or a list of UTF-8characterstrings.Our /procinter-
facepermitsinputof text having thesesameforms,but with
addedinformationthat indicateshow andwhenthesekeys
areto beutilized for bothnegotiationandoperation.Addi-
tional configurationinformationincludesmanagementpa-
rametersoutsidethecontext of theiSCSIprotocol,suchas
theIP addressesandTCPportnumbersto usefor bothIni-
tiatorsandTargets,etc.

5 CONCLUSION

In this paperwe have describedthe architectureof our
software for developingand testingstorageareanetwork
transportprotocols. This software is designedto run in
the Linux 2.4 kernel and to take advantageof the facili-
tiesofferedby theLinux kernel– in particular, theexisting
TCP/IP network stack, the existing SCSI subsystem,the
/procinterfaceandtheloadablemodulefacility.

Our softwarefor theLinux kernel,which is freely avail-
ablein sourceform, is beginningto beusedfor anumberof
purposes:asthebasisfor generalprototypingfor network
transportprotocols,asameansof “proofing” theiSCSIpro-
tocol asit undergoesthe IETF standardizationprocess,as
a basisfor developingteststhatcheckconformanceto that
standard,andasabasisfor developinginteroperabilitytests
for InitiatorsandTargetsthatutilize iSCSI.While thesoft-
warecontainsmany “hooks” to facilitateits usein thetest-
ing environment,it alsodefinesa “referenceimplementa-
tion” of iSCSIthatcanbeusedby smallinstallationswhere



simplyhavingaccessto iSCSIwithouttheneedfor any spe-
cial hardw

s
areis moreimportantthanthehighperformance

thatis expectedto obtainedwhenhardwarespecificallyde-
signedto utilize iSCSIbecomesavailableon themarket.
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FIGURE6: Detailsof theLinux TargetEmulatorOrganization


