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ABSTRACT

This paperdescribeghe architectureof a setof kernel
componentdor developing and testing storageareanet-
work transportprotocolsunderLinux. This softwareis in-
tendedfor severaluses:asa generalprototypefor network
transportprotocoldevelopmentasa referencemplement-
ation of the iISCSI protocol currently underdevelopment
for standardizatiorby IETF; as a basisfor conformance
testingfor iISCSI; andasa testbedfor developmentof in-
teroperabilitytestsuitesfor iISCSI.
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1 INTRODUCTION

The widespreadadoptionof the World Wide Web and
e-commercehas createda huge demandfor vast storage
repositorieghat provide real-timeon-line acces24 hours
a day, 7 daysa week, 52 weeksa year This demand
hasoverwhelmedraditionalstoragemechanismsandhas
promptedthe developmeniof promisingnew technologies,
oneof whichis the“StorageAreaNetwork” or SAN [1].

The key ideabehindSAN developments to replacethe
traditional databus betweena hostcomputerandits stor
agedeviceswith a high-speeddatanetwork. In a SAN,
the storagedevice is directly attachedo that network, and
interactswith multiple hostcomputeraisingstandarcdhet-
work protocols ratherthanspecializedus protocols.This
leverageghe substantiainstallednetwork basealreadyin
place, and opensup the prospectof geographicallydis-
perse enterprise-widetorage With the adventof gigabit-
persecondand higher network transferrates, the effec-
tive transferatesbetweerhostsandstoragencreasavhile
costsaredecreasedTo enablethis paradigmthe approach
thatis beingtakenis to designnew protocolsthat encap-
sulateSCSIcommandsinddatafor transportover the net-
work. Thesearecollectively referredto as“SCSI Transport
Protocols”.

Thefirst technologyto utilize this ideawasFibre Chan-
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nel[2], which usesa gigabit-persecondink to carry SCSI
commandsnddataoverdistancesipto 10 KM. Thistech-
nologyrequiresspecialhardwareadapter®n boththe host
computersandthe target storagedevices, and installation
of new fiber-optic cabling.

To avoid the special hardware requirementsof Fibre
Channelseveralrecentproposaldave beenmadeto lever
age the huge existing network infrastructure, which is
largely built on Ethernetat the hostcomputersandwhich
formsthebasisfor the global Internet.

The new storageransportprotocolsof interestto usare
thosethat utilize the existing TCP/IP protocolstack. The
two mainproposalsn this categjory arethe SCSIEncapsu-
lation Protocol(SEP)[3] andtheiSCSIProtocol[4], which
is currentlyunderdevelopmentasa Standardy the Inter-
net EngineeringTask Force (IETF) [5]. Our initial effort
was concentratecbn SEP becauset is relatively simple
comparedo iSCSI,andalsoits specificatiorwasmoresta-
ble. This first effort allowed us to designan architecture
andtestit quickly. Using this experienceas a basis,we
then generalizedhe architectureto encompas$oth pro-
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tocols,aswell asallowing for ary future protocolpropos-
als. We then utilized this new architectureto implement
a prototypesystemof both SEPanddraft 6 of the iSCSI
proposalandthatis the work which is reportedon in this
paper Completedetailsareavailablein thethesis[6].

2 DESIGN

Thedesignof ourkernel-level SCSITargetEmulatorwas
basedntwo generabuidelines:(1) beasgenerahspossi-
ble, sothatdifferentSCSltransportprotocolscould be in-
corporatedand could coexist simultaneously(2) utilize as

muchaspossibleof the existing Linux kernelmechanisms.

Sincethe purposeof ary SCSltransportprotocolis to
interface with the SCSI subsystempur architecturewas
heavily influencedby the generalorganizationof SCSI
subsystemss definedby the SCSI Architectural Model
(SAM-2) [7] andits correspondingnitiator-side architec-
turein the Linux kernel[8].

Figure 1 shows the three-layeredarchitectureof the
Linux Initiator SCSI Subsystem. The upperlevel layer
providesa generic“read/write” interfacethat is tradition-
ally usedby a file system. The mid-level corverts the

readsandwritesinto SCSIcommandanddatatransferse-
guences. The lower-level consistsof the driversfor the
Host Bus Adapters(HBAS) of the specificSCSl devices.
TheseHBAs control the delivery of the SCSIcommands
anddataover the SCSIbusto a particularSCSldevice. It
is thereforenaturalfor our kernel-lezel Front-Endinitiator
Driver (FEID) to be designedasa specialHBA thatencap-
sulatesthe SCSIcommandsand datainto the appropriate
transportprotocol and then deliversthem over a network
ratherthan over a SCSlbus. This is alsothe way Fibre
Channelnitiator interfacesarebuilt.

Traditionally a SCSI Targetis a device, suchasa disk
drive or tapedrive, so thatits internal organizationdoes
notnecessariljollow ary particularsoftwarearchitecture.
Also, “traditional” SCSITargetsare not designedo work
over multiple SCSltransportprotocols. Therefore,in ac-
cordancewith our first designguideline,animportantob-
jective of our architecturevasto keepinformationspecific
to aparticularSCSltransportprotocolseparatérom infor-
mationthat SCSIneedso processacommand.

The generalarchitectureof our SCSI Target Emulator
software and its relationshipwith the architectureof the
Initiator is shawvn in Figure 2. The Target Emulatorcon-



registertargettemplate(strucScsiTarget Template*)
deragistertargettemplate(strucScsiTarget Template*)
registertargetfront_end(strucScsiTarget Template®)
dergyistertargetfront_end(structScsiTarget Device *)
rx_cmnd(structScsiTarget Device *, __u64,char?*, int)
scsirx_data(strucTarget ScsiCmnd*)
scsitamgetdone(strucfarget ScsiCmnd*)
scsirelease(structarget ScsiCmnd*)
rx_taskmgmtfn(structScsiTargetDevice *, int, void *)

Tablel: Setof API functionsby whichanFETD callsthe
STML

struct ScsiTamgetTemplate

int  (*detect)(strucScsiTarget Template*);

int (*release)(strucscsiTargetDevice *);

int  (*xmit_response)(strudfarget ScsiCmnd*);
int  (*rdy_toxfer)(structTarget ScsiCmnd*);

int (*taskmgmtfn_done)(strucScsiTamget Message);

void (*reportaen)(int,__u64);

h

Table 2: Templateof API functionsby which the STML
“calls back”anFETD

sistsof two componentsa genericSCSI Target Mid-level
(STML) anda Front-EndTarget Driver (FETD). Thereis
one FETD for eachSCSltransportprotocol(i.e., SEPand
iISCSI),andall detailsof this transporfprotocolon the Tar-
getarehandledcompletelywithin this component.

The STML is thereforetotally independenof the SCSI
transportprotocolusedin the FETD. Its role is to process
SCSlcommandsanddatareceived from a FETD “on be-
half of the Initiator”. This meansprocessinghe receved
SCSIcommandsand data,and handingoff the generated
responseanddatabackto the FETD for delivery backto
thelnitiator. The STML is alsoresponsibldor SCSlerror
handling,andfor maintainingSCSlstateinformation.

To accomplishits tasks,our kernel-level versionof the
STML is designedo utilize theexistinglocal SCSIsubsys-
temon the Tamgetplatform,in accordancevith our second
designguideline. The STML is organizedastwo threads:
the SCSITarget Thread(STT), which is the main vehicle
for processingsCSlcommandsandthe SCSISignal Pro-
cessingrhreadSSPT)whichis usedto dealwith theasyn-
chronousarrival of SIGIO signals,asexplainedin the next
section.

An importantpart of the designof the Target Emulator
was specificationof an“API” betweenthe STML andthe
FETD. This API consistof a setof datastructuresandtwo
setsof functions— onefor useby the FETD to hand off

struct ScsiTametMessage
{
struct ScsiTamgetMessagénext;
struct ScsiTamgetMessagéprev;
int message;
struct ScsiTametDevice device;
void *value;

b

struct TargetScsiCmnd
A
int state;
int id;
__u64 dev.d;
struct ScsiTamget Template*dev_template;
__u64 targetid;
__u64 lun;
uchar cmd[MAX_COMMAND __SIZE];
int len;
struct TargetScsiCmnd*next;
struct ScsiRequestreq;

1

struct ScsiTamgetDevice
{

__ub4 id;

struct ScsiTargetDevice *next;
struct ScsiTamget Template*template;

b

Table3: Additional API datastructures

incomingSCSIcommandsanddatato the STML, andthe
otherfor useby theSTML to handbackthegenerateCSI
responseanddatato the FETD.

Table lists the nine API functionsavailablefor useby
an FETD in orderto passSCSI commandsand datato
the STML. The six API functionsrequiredby the STML
in order to “call back” the FETD are provided in the
Scsi_Target_Template structureshavn in Table2. There
arethreeotherdatastructuresusedby thesefunctions,as
summarizedn Table3.

A quickexplanationof how theFETD’s interactwith the
STML usingthe API functionsfollows.

When an FETD module is dynamically loaded into
the Linux kernelusingthe insmod command,the FETD
calls register target_template() to register itself with
the STML. (Later, when this module is removed, the
FETD mustcall deregister target_template().) The pa-
rameterto both thesefunctionsis the “jump table” of
“call back” functionsshawn in the Scsi_Target_Template
structure (Table 2). As part of processingthe regis-
ter _target_template() function, the STML will call back
the FETD’s detect() function in orderto detectall “de-
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vices” beinghandledby this FETD. The FETD's detect()
functionin turn registerseachdevice with the STML by
callingregister _target_front_end().

Onceregisteredan FETD operatessynchronouslyith
respecto the STT. An FETD device interrupthandlercalls
the STML's rx_.cmnd() function whenever it receves a
new SCSIcommandfrom the network. This command
will be enqueuedor processindy the STT thread.If the
commands a READ-type commandwheredatais being
sentfrom the Targetto the Initiator, the STT threadallo-
catesbuffersand passeshe requesto the SCSImid-level
subsystenon the Target usingthe SCSlgenericinterface.
Whenthis subsysteninformsthe STT thatthedatais in the
buffers,the STT callsbackthexmit_response() functionof
the FETD, which is responsibldor encapsulatinghe data
andasynchronouslgendingit over the transportnetwork
to the Initiator. Oncethis transmissions complete,the
FETD notifiesthe STT by calling the scsi_target_done()
functionof theSTML. Thissequencef eventsisillustrated
schematicallyn Figure3.

Processinga WRITE-type commands somevhatmore
complicatedpbecausehe datafrom the Initiator will asyn-
chronouslyfollow the SCSIcommanditself. The neces-
sary sequenceof eventsis illustratedin Figure4. As in
the caseof a READ-type commandthe STT threadpro-
cessea WRITE by first allocatingbuffers,but it obviously
cannotfill thesebufferslocally aswasdonefor a READ.
Insteadjt passeshesebuffersbackto the FETD by calling
therdy_to_xfer () function. This functionusesflow control
mechanismainiqueto the particular SCSI transportpro-
tocol to initiate the transferof datafrom the Initiator over
the transportnetwork. Whenthis dataarrives,the FETD
passest to the STML by calling the scsi_rx_data() func-
tion, which in turn will passthis datato the SCSI mid-
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level subsystenonthe Targetusingthe SCSlgenericinter

face. Whenthis subsystemnforms the STT that the data
transferto the local SCSldevice hasbeencompletedthe
STT callsbackthe xmit_response() functionof the FETD,
which mustsendthe SCSistatusresponsédackto the Ini-

tiator. Oncethis transmissions complete the FETD noti-

fiesthe STT by calling the scsi_tar get_done() function of

the STML.

3 IMPLEMENTATION

All ourcodingwasdonein C for theLinux 2.4kernel.It
is freely availablefrom the UNH IOL iSCSIConsortiumat
http://www.iol.unh.edu/consortims/iscsifunderthe terms
of the GNU Copyleft agreement.

We have implementedtwo Initiator-side drivers, and
have testedthree drivers for storagetransportprotocols.
The driverswe implemented for SEPandiSCSI draft 6,
utilize theexisting Linux softwareTCP/IPstackto commu-
nicateover an Alteon ACENIC 1000BaseTEthernetcard.
Theexisting driverwasfor the Fibre Channebprotocol,and
utilizesaQLogic Fibre ChanneHBA communicatingver
a GigabitFibre Channelink.

On the Target sidewe have two implementation®f the
Target Emulator: onethat operatesentirely in userspace,
called the User SpaceTarget Emulator (USTE), and one
that operatesentirely in kernel space,called the Kernel
SpaceTarget Emulator (KSTE). Both are organizedinto
the two-part structuredescribedin the previous section:
a protocol-dependenEETD, and a protocol-independent
STML. FortheUSTEtheonly FETDwehaveimplemented
is for SER and that software is not discussedurther in
this paper We put mostof our developmenteffort into the
KSTE so that we would have a softwarereferencample-
mentationwith reasonabl@erformance.
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For the KSTE we have implementedhreeFETDs— one
for SER onefor iSCSldraft 6, andonefor Fibre Channel.
It is the KSTE thatis discussedn therestof this paper

Becausehe Linux kernel SCSIsubsystenis organized
into threelayers,asalreadyshowvn in Figure 1, thereare
three points at which our STML could interactwith this
subsystemasshawn in Figure5. Thefirst optionwould be
to usethe queuecommand() interface provided by every
SCSIHBA. This optionwould have the lowestoverheacdf
thethreeoptions,but would requirethatthe STML essen-
tially duplicatemostof the functionality alreadyprovided
by the SCSImid-level of the local SCSIsubsystem.This
clearly violates our seconddesignguidelineand was re-
jected.

The secondoptionwould beto usethe scsi_do_req() in-
terfaceprovided by the SCSImid-level. This is the inter-
faceutilized by all SCSI upperlevel componentsandis
thepreferrednterfaceonLinux systemsHowever, it is not
yetwell-documentedAs aresult,we have implementech
versionusingthis option but it is not yet fully dehugged.
Thuswe currentlyutilize thethird option,the SCSlgeneric
uppetlevel, via its new version3 interface[9]. Besidesa
slightly higheroverheadthan option two, this option also
introducesan additionalcomplicationbecausewhenused
for asynchronouprocessingtheLinux SCSlgeneridnter-
facesendsa SIGIO signalwhenit completecommandro-
cessingTheSTT cannotreceivesignalswhenutilizing cer
tain sectionsof the SCSlgenericcode. Therefore to han-
dle this signalrequiredtheintroductionof a secondkernel



thread,calledthe SCSISignal Processingrhread(SSPT).
Thisthreadsimply catchethe SIGIO andenqueues com-
mandfor the STT, therebyavoiding re-entrang problems
in theSTT. A detailedpictureof how thesethreaddnteract
with eachotherandthe FETDsvia the APIs is shavn in

Figure6.

The iSCSI FETDs are implementedas two kernel
threadsper session,one for receving datafrom the Ini-
tiator and oneto senddatato the Initiator. At the present
time an FETD is limited to only one TCP connectionper
iISCSI sessionjut future planscall for allowing multiple
TCP connectiongper iSCSI session,in accordanceawith
the Standard. When this is done, therewill be two ker
nel threadsper connection. This will permita greatdeal
of simultaneoud/O actiity within a singleiSCSIsession,
sincedifferentconnectioncango over differentnetworks
betweerthe samelnitiator andTarget.

4 CONFIGURATION

Although the SEP protocol is a simple encapsulation
protocol, iSCSl is not — it involves a rathercomplex lo-
gin procedurewhich requiresnegotiation of securityand
operationaparameterbetweennitiator andTarget. These
negotiationspermita dynamicchoicebetweenseveral se-
curity schemesaswell asa choiceof optional digeststo
protectiSCSI headersaand/ordata. Furthermorea single
sessiorcaninvolve multiple TCP connectiondetweerthe
samelnitiator and Target, with implicationsfor flow con-
trol and organizationalcomplexity on both sides. iSCSI
sessionareexpectedto lastfor avery long time, in mary
casedor the entiretime the kernelis running. It is there-
fore notpossibleto freezetheconfiguratiorof theseparam-
eterseitheratthetime thesoftwareis compiledor whenthe
modulesareloaded.

It is clearlyimportantto be ableto dynamicallymanage
this softwarein a convenientmanner To do this we have
designedt from the beginningto utilize the Linux “/proc”
interfaceasthe meansof communicationof management
information betweenthe kernel componentsand the sys-
tem administrator The /proc interfaceis a naturalmeans
for displayinginformationabouttheinternalstateof aker
nel componentput it hasalsobecomeanincreasinglyim-
portanttool in Linux thatallows a systemadministratorto
have directinputinto arunningkernel.

This designconformsto both our guidelines:the /proc
interfaceis very generalandcanbe usedby ary HBA or
FETD; andthe mechanisnis alreadypartof Linux, sowe
do nothaveto inventanothemway to do this.

Thereis aseparaténterfacefor Initiatorsandfor Targets.
On the Initiator side,whentheiSCSlI Initiator is loadedit
createsa “/proc/scsi/iscsinitiator” directorythat contains
onefile for eachof the sessionshatthis initiator is capable
of handling.(Loadingthe SEPInitiator creates similar di-
rectorycalled"/proc/scsi/segnitiator”.) A userspacdool,

modeledon the“ifconfig” softwarefor network configura-
tion, utilizesthesefiles to bring the indicatedsessiorfup”
or”"down”, andto configureit with thetargetIP addressthe
targetTCP portnumberandary otherdesirednformation,
suchasthelogin negotiationparametergseebelow).

On the Tamet side, there is a file called
“Iproc/scsitarget/scsitarget” which lists the targets
being emulated on that platform. When the iSCSI
Target module is loaded it createsa directory called
“/proc/scsitarget/iscsitarget”.  This directory contains
onefile for eachof the sessionghat this targetis capable
of handling,plus a file called“iscsi_config” that contains
the parameterdo be usedwhen acceptinga new session
from an Initiator. During the login processwith that
Initiator these parametersare subjectto negotiation, so
the individual file for that sessioncontainsthe applicable
valuesfor the session. Writing to the “iscsi_config” file
will changahevaluesusedwhencreatingthe next session;
writing to the individual file for a particular sessionwill
changehevaluescurrentlyin useby thatexisting session.

In iSCSI, a big part of the input to both the Initiator
HBA andthe TargetFETD is the settingof parametewal-
uesneededor neggotiationduringthelogin processThese
settingsareincorporatednto the iSCSI protocolasUTF-
8 text having the form: “key=value” where“value” can
be eithera singlenumericvalue,a single UTF-8 character
string,or alist of UTF-8 charactestrings.Our/procinter
facepermitsinputof text having thesesameorms, but with
addedinformationthatindicateshow andwhenthesekeys
areto beutilized for both negotiationandoperation Addi-
tional configurationinformationincludesmanagemenpa-
rametersoutsidethe context of theiSCSl protocol,suchas
thelP addresseand TCP port numbergo usefor bothIni-
tiatorsand Targets,etc.

5 CONCLUSION

In this paperwe have describedhe architectureof our
software for developing and testing storageareanetwork
transportprotocols. This software is designedto run in
the Linux 2.4 kernelandto take advantageof the facili-
tiesofferedby theLinux kernel—in particular theexisting
TCP/IP network stack, the existing SCSI subsystemthe
/procinterfaceandtheloadablemodulefacility.

Our softwarefor the Linux kernel,whichis freely avail-
ablein sourceform, is beginningto beusedfor anumberof
purposesasthe basisfor generalprototypingfor network
transporprotocolsasameanf “proofing” theiSCSlpro-
tocol asit undegoesthe IETF standardizatioprocessas
abasisfor developingteststhatcheckconformanceo that
standardandasabasisfor developinginteroperabilitytests
for Initiatorsand Targetsthatutilize iISCSI. While the soft-
warecontainsmary “hooks” to facilitateits usein thetest-
ing ervironment,it alsodefinesa “referenceimplementa-
tion” of iISCSlthatcanbeusedby smallinstallationsvhere



simply having acces$o iSCSIwithouttheneedor arny spe-

cial hardwareis moreimportantthanthe high performance
thatis expectedo obtainedvhenhardwarespecificallyde-

signedto utilize iISCSIbecomesvailableon the market.
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