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ATl of the deciared USGVE capabilities of this product Some or all of the USGV6 of this product are provided by the use and/or infegration of umodified components fhat
are addressed by orginal test resulfs reported in this their own unique USGv6 SDOCs. All of the relevant referenced SDOCs are identified in section 8 and altached. This product's
SDOC. page 2 will indicate which capabilities are provided by specific referenced components (product-id/stack-id).

1!|:=':||;_l‘f_flifi\.‘

[2]

[3]
[4]

ientary Attestations

[YES [ 7his product s fully funclional in dual stack environments. That is, no claimed  |YES | This productis fully functional in IPv6 only environments. That is, o claimed capabillies |

capabilities are invalidated ifthis product is operated in a dual stack (6 and 4)network are invalidated if this product is deployed in a network environment that does nof support
environment. Ipv4.

YES This SDOC contains a capabilities test report for each unique IPv6 stack in the YES All of the products listed in the product family in section 5 are implemented such that
product. If not, the stacks/ports not covered are documented, and how their lpv6 their USGvE capabilities are identical in form and function across the entire product
capabilities differ from those reported are explained. family. The specific conformance and interoperability test results for the USGvé

capabilities of an identified member of this product family are provided in this SDOC. The
SDOC attests that these tested USGv6 capabilitiesare identical and unmodified for all
the products cited above.

Signature _jbml\ YBW\ — i //-? /}0/?
Print Name / Title S/,!, M Y/l ¥4 / j\}a MQKQL@‘ " _J\O'ﬁ ware Eﬁ%‘heehiﬁ

See instructions for fields 1-12 on Page 4.
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Suppliers Declaration of Conformity for USGv6 Products: Notes Page and Detailed Test Results S

| USGy6-v1 SDOC-v1.10 _Page 3

| tote# | Reference

1

Section

USGyE-vi Profile Requirements

Field [Productid: I e
BRI 3 ‘Notes about USGV6-v1 Ca§blllﬂu.
‘Spec/ est

| TestLab/ResultiD.Note | Interoperbility

Test Lab / Result 1D, Note

Discussion:

Discussion:

Discussion:

Discussion:

Discussion:

Discussion:

Discussion:

Discussion:
9

Discussion:

10

Discussion:

Vendor's General Notes | Discussion about this Product TStack’s cap:lhlmaﬁ:

USGv6-v1 Requirements Context / USGv6-V1 Rec : i
‘Spec/ = v, Configuration 5 = ; ;
Reference | Section Title / Definition Option Host | Router| NPD Notes about requested USGv6-v1 Capabilities.
1Pv6 Basic uirements
IPv6 Specification |Pv6-Base M M
2 IPv6 Packets: send, receive] IPv6-Base M M
2 IPv6 packet forwardin, |Pv6-Base M
4 Exlension headers: Eruc:-ss’ng IPv6-Base M M
4. Hop-by-Hop & unrecognized options|  IPv6-Base M M
4. Fragment headers: send, receive, process| |Pv6-Base M M
4. Destination Options extensions| _1Pv6-Base N M
Deprecation of Type 0 Routing Headers| |Pv6-Base [ M
RFC2711 IPv6 Router Alert Oglbnl |Pv6-Base M
RECA4A: ICMPV6 | _IPv6-Base [
Extended ICMP for Multi-Part Mesngul + S+
Path MTU Discovery for IPvé |Pv6-Base M M
scovery Protocol Requirements] IPv6-Base M S+
F IPv6 Jumbograms [§]
Neighbor Discovery for IPv6 |Pv6-Base M
41,42 Router Discovery| IPv6-Base M
462 Prefix Discovery] IPv6-Base M
7.2 Address Resolution|  IPv6-Base M
7.25 NA and NS processin| |Pv6-Base M
(RFC4862) 723 Duplicate Address |Pv6-Base M
7.3 Neighbor Unreachability Detection]  IPv6-Base M
8 Redirect functionality| M
RFCS175 IPv6 Router Advertisement Flags Option| S
191 Default Router Preference S+ S+
971 Secure Neighbor Discovery SEND c(M) | e(M)
Auto Configuration
IPv6 Stateless Address Autoconfi SLAAC c(M)
5.3 Creation of Link Local Addresses| SLAAC M M
(RFC4861) 5.4 Duplicate Address Detection| SLAAC M M
5.5 Creation of Global Addresses) SLAAC c(M)
g Ability o Disable Creation of Global Addrs SLAAC (M)
SLAAC &
Privacy Extensions for IPv6 SLAAC PriAddr (M)
= <2nd context for MIP Mobile Node>| SLAAC & MIP | ¢(S+)
RECaT30 | Stateless DHCP Service for IPV6 SLAAC (54
REC3315 amic Host Config Protocol (DHCPvE) DHCP-Client c{M
N Ability to Administratively Disable] DHCP-Client (M
DHCP Client Functions| DHCP-Client (M
DHCP-Client
RECA361 Node-specific Client IDs for DHCPv4 & IPvd c(S+)
Prefix Delegation| DHCP-Prefix i c(M.S+)
Addressing Requirements
REC4201 IPv6 Addressing Architecture Addr-Arch M M
RECA007 IPvE Scoped Address Architecture Addr-Arch M M
2 Ability 1o manually configure Addresses| _Addr-Arch M M
Unique Local IPv6 Unicast Address ) [5)
REC3879 Deprecating Site Local Addresses Addr-Arch M M
Default Address Selection for IPvE Addr-Arch M M
2.1 —Configurable Selection Policies| S+ -
REC2526 [Reserved IPv6 Subnet Anycast Addresses Addr-Arch M M
Cryptog lly Generated Addresses SEND or CGA c(M) (M
REC4581 (CGA) Extension Field Format| SEND or CGA | c(M) (M}




| (CGA) Support for Multiple Hash Algos.] SEND or CGA c{w_ g(M)
Apﬁlé!on Requirements
DNS E ions for IPvé DNS-Client (M) | c(M)
21| Support of AARA records| DNS-Client | c(M) | c(M
2.5 Support of ipvé.arpa PTR records| DNS-Client c(M) | e(M)
Extension Mechanisms for DNS (EDNS0) DNS-Client c{M] (M)
DNSSEC and IPvé DNS MSG Size Reqs DNS-Client (M) (M
URI: Generic Syntax URI (M c(M
Basic Socket API for IPv6 SOCK c(M
Advanced Socket API for IPv6] SOCK & MIP (M
Extension to Sockets APl for Maobile IPv6] SOCK & MIP (M
Socket API Extensions Multicast Source Filters] SOCK & SSM_| c(M)
REC5014 Socket API for Source Address Selection| SOCK c(5+)
Specific Applications
’P..h.”.:"" Server Functions DNS-Server c(M) (M
REC33S DHCPv6 Server Functions. DHCP-Server | c(M) | c(M)
Routing Protocol Requirements
Interior Routing Protocol
REC2740 OSPF for IPv6 TGW (M)
RFCA4552 Authentication/Confidentiality for OSPFv3 I (M)
RECA4271 Border Gateway Protocol 4 (BGP-4) EGW or 6PE c{M)
in the Internet EGW or 6PE o(M)
BGP Multi-Protocol Extensions EGW or 6PE (M)
BGP Multi-Protocol for IPv6 IDR EGW or 6PE c{M)
IP Security Requirements
| IPsec-v3
REC4301 Security Architecture for the IP M M
4.1 SuEEnrt of Transgert Mode SAal IGW or IPv4 M gM)
4.5.1 Manual SA and Key Management M M
452 SA and Key M [ ™ ™
RECA30 Encap g Security Payload (ESF) Psec-v3 ™M ™M
Authentication Header (AH) IPsec-v3 <] o
4. UDP Encapsulation of ESP Packets IPsec-v3 ] 5]
RFECA835 Cryptographic Algorithms for ESP and AH IPsec-v3 M M
= See additional 4835 requirements below,
RFC4308 Cryptographic Suites for IPsec |Psec-v3 5] [5]
2.1 IPsec-v3 S S
2.2 IPsec-v3 S+ S+
REC4869 Suite B Cryptographic Suites for IPsec IPsec-v3 [+] 0
Requirements for an IPsec Cert Mgmnt Profile IPsec-v3 S+ S+
IKEv2
RECA306 0 Koy Exchange (IKEv2) Protocol TKEV. ™M
4 Pre-shared secrets for peer auth IKEv. M
4 RSA sig auth IKEV; M
4 NAT-T in IKEv2] IKEV! o [+]
333 ESN| IKEv M M
RFC4718 |TKEVZ Clanfications & ImE:. Guidelines. IKEV S S
Cryptographic Algorithms for IKEv2 IKEv M M
(See additional 4307 requirements below)
|Moln MODP DH Groups Tor IKE IKEV! S S
114 Additional DH Groups for Use with IETF Stds IKEV! 5] 5]
2332 Diffie-Hellman MODP group 24 IKEV M M
RFCA4945 Intemet IPsec PKI Profile of IKEv1, IKEv2 & PKIX IKEv2 S+ S+
l Uses of CEEHEE!E EEDEMI
410 NULL Encryption M M
RFC4835 3.1.1 NULL Encryption| ESP M M
RFC2451 ESP CBC-mode Algorithms M M
26 3DES-CBC| ESP M M
RFC483! 311 JDES-CBC| ESP M
Fi 7 3141 3IDES-CBC| IKEv2 M
RF AES-CBC M
RFC4835 3.1 AES-CBC with 128 bit keys) ESP M
RF 7 3.1, AES-CBC with 128 bit keys IKEv2 M
RF AES-CTR S
AES-CTR with 128-bit keys ESP S
— RECA307 AES-CTR with 128-bit keys IKEv2 s
AES-CCM 0 5]
3.1.2 AES-CCM with 128 bit keys| ESP [¢] =]
— RECA106 AES-GCM 5 5]
6 128-bit ICV/| ESP [e] [¢]
8.1 AES-GCM with 128 bit keys| ESP [+] [+]
AES-GMAC 5] Q
54 ENCR-NULL-AUTH-AES-GMAC 128 bit keys| ESP [+] [+]
5.4 AUTH-AES-GMAC with 128 bit keys| AH [¢ [¢]
HMAC-SHA-1-96 M
3.1.13.2 HMAC-SHA-1] ESP or AH M M
311 HMAC-SHA-1 IKEv2 M M
3.1.4 HMAC-SHA-1 as a PRF IKEv2 M
HMAC-SHA-256 + +
2.3 HMAC-SHA-256-128] ESP or AH + +
23 HMAC-SHA-256-128| IKEv2 + +
24 HMAC-SHA-256 as a PRF IKEvZ + +
AES-XCBC-MAC-86 + +
TRECARYS [31R2 Eﬂ_S-XCBC-MAC-QE ESP or AH - +
3.1.5 AES-XCBC-MAC-86 IKEv2 + +
AES-XCBC-PRF-128 + +
RECA07 | 312 AES126-XCBC-PRF| __ IKEv2 - +
Transition Mechanisms Requirements
Application Aspects of IPv6 Transition 1Pv4
RFC4213 Transition Mech. for Hosts & Routers 1Pv4 S(M) | c(M)
2 Dual Stack |IPv4 and IPv6| IPv4 c(M) (M)
3 Conftgu:ed Tunnels| 1Pv4 c(S) | c(M)
R 1 Using IPsecto Secure [PvE-in-IPvé4 Tunnels 1Pv4 c(S) | M
Generic Packet Tunneling in 1PV TPva (M)
[Generic Routing Er i IPv4 c(S+)
|Pv6 Provider Edge MPLS Tunneling
Connecting IPv6 islands over |Pv4 MPLS (6PE) IPv4 & 6PE c{M)
Network M ement Requirements
SNMP v3 Management Framework SNMP c(M M
SNMP Message Process and Dispatch SNMP (M M
SNMP (M M
12 Command Responder| SNMP M | ™
1.3 Notification Generator SNMP gs!___m
User-based Security Model for SNMPv3 SNMP (M) M
M. ement Information Bases
MIB for the IP SNMP (M) M
MIB for IP Forwarding Table SNMP M
RECA022 | MIB for TCP SNMP o(5+) -
MIB for UDP SNMP €[S+ +
REC4087 MIB for IP Tunnels SNMP & IPvd c(M)
SNMP & IPsec-
REC4807 MIB for IPsec Policy Database Configuration v3 M




TMIB for Moblle 1P SNWP & MIP o)
MIB for DiffServ SNMP & DS M
Mcast M M
Mcast M M
Mcast M M
Source-Specific Multicast for IP SSM c(M) | e
MLDv2 for Source SSM c(M c(M)
SSM o(5%)
SSM o(S)
SSM c{S+)
RECITTS MIP (M) c(M)
8.1 All Nodes as Comrespondent Node| MIP M
8 Route Optimization MIP c(M)
8. Allow route optimization to be_disabled. MIP c(M)
8. All IPv6 Routers| MIP M
8 Home Agents MIP c(M)
8.5 Mobile Nodes| MIP c(M
RECAze2 | The Network Access dentfier MIP (S | c(5+)
Mobile Node Identifier option for MIPVE MIP c(S+) | c(S+)
MIPvE Op with IKEv2 and Revised IPsec Arch MIP oM} | c(M)
REC3963 ]Nelwurk Mnb&li; ;NEMC); Basic Su;url NEMO c(M)
Quality of Service Requirements
Differentiated Services (DiffServ) DS c(M)
REC2475 An Architecture for Differentiated Services DS
RFC3260 New Terminology / Clarifications for Diffserv DS
Differentiated Services and Tunnels Ds
IConﬁg Guidelines for DS Service Classes DS
<|Qer, of DiffServe Per Domain Behaviors (PDB) DS
R 14 Per Hng Behavior sPHB! Identification Codes DS o(M) | M
F C25! Assured Forwarding PHB Group DS S+
4 [An Expedited Forwarding PHB S S+
R 47 Supplemental Info for the New EF PHB DS S+
REC3168 Explicit Congestion Notification (ECN) to IP ECN S S+
Link_Specific Requirements
|Pv6 over Ethemnet Link _c(M c(M
RFC2467 IPv6 over FDDI Link c(M c(M;
|IPv6 over PPP Link c(M oM
Z] |IPv6 over Non-Broadcast Multiple Access (NBMA) Link (M) | c(M)
RFC24 IPv6 over ATM Networks Link c(M c(M)
1Pv6 over ARCnet Link c(M) | c(M)
IPv6 over Frame Relay Link (M) (M)
RFCa14 TPV6 over IEEE 1304 Tink o(M) | _c(M)
FC! IPv6 over MAPOS (SONET/SDH) Link (M, (M)
IPvE & IPv4 over Fibre Channel Link (M (M)
4 IPv6 over IEEE 802.15 4 Networks Link <(M) c(M)
Packet Compression Technologies
7 IP Header Compression [s] [s]
1 IP Payload Compression Protocol (IPComp) [¢] [¢]
F RObust Header Compression (ROHC) Framework ROHC M) | c(M)
ROHC Profile for TCP ROHC c(M) (M
ROHC Profiles for RTP, UDP, ESP and Uncomp ROHC M) | (M
Corrections and Clarifications to RFC3085 ROHC oM} | (M)
ROHC Profile for IP Only ROHC c(S+ c(S+)
ROHC over PPP ROHC & Link M c(M)
ROHC: Link Assisted for IP/UDP/RTP ROHC c(S+) | c(S+)
Netwol tection ice Requirements
SP500-267 12, IPv6 connectivity NPD [
SP500-267 .12 Dual Stack NPD M
SP500-267 | 6.12.3.3 [Administratve Functionality NPD 1]
SP500-267 12, Authentication and Authorization NPD M
SP500-267 .12.3.5 |Security of Control and Comms NPD M
SP500-267 :E'.s_lpe_raimr'n'cn NPD ]
SP500-267 | 6.12.3.7 mng and Alerts NPD M
SP500-267 _& 8 Frnamenmd Packets Handling NPD M
SP500-267 .12.3.9 [Tunneled Traffic Handling NPD M
SP500-267 |6.12.4.1.1|Port/protocol/address blocking FW or APFW c(M)
SP500-267 [6.124.12 ical Blocking FW or APFW (M)
SP500-267 16.12.4.1.3|IPsec Traffic Handling FW or APFW (M)
SP500-267 |6.12.4.1 4 |Performance Under Load, Fail Safe FW or APFW c(M)
5P500-267 |6.12.4.2.1|No violation of trust barriers APFW c(M)
SP500-267 |6.12.4.2 2 |Session Traffic Auth APFW (M)
SP500-267 |6.12.4.2 3|Email, File Filtering APFW (M)
SP500-267 16.12.5.1.1|Known Attack Detection IDS or IPS (M)
SP500-267 |6.12.5.1.2|Malformed pkt detection IDS or IPS ciM)
SP500-267 |6.12.5.1.3|Port scan IDS or IPS ciM)
SP500-267 [6.12.5.1.4|Tunneled traffic detection DS or IPS (M)
SP500-267 ]6.12.5.1.5[Logging and Alerts DS or IPS (M)
SP500-267 |6.12.5.1.6|Per Under Load, Fail Safe IDS or IPS c(M)
SP500-267 |6.12.5.2.1]Intrusion Prevention IPS c(M)




Suppliers Declaration of Conformity for USGv6 Description and Instructions
General: This document describes network product from the identified supplier that claims support of USGv6 capabilities. General product and supplier identification is given on
Page 1. Overall results of testing USGv6 capabilities for conformance, interoperability and network protection are given on Page 2. Detailed instructions for completing and
interpreting each numbered field are given below. Note USGv6 Testing website at: http://www.antd.nist.gov/usgvb/testing. html. Contact: usgvB-project@antd.nist.gov.

Field
1

10

Description and Instructions

The Document Requiring Conformity: Identifies the profile version
implemented. Not a user completable field.

Product Identifier: Supplier's concise name for the product declared.

Suppliers Name, Address and Contact Details: Company name and point
of contact for SDOC questions, street address, phone and email.

Product as Tested/Declared: Product Identifier and detailed version
information. If this SDOC reports oringal test results (page 2), include
information about the specific product configuration(s) that was actually
tested (e.g., hardware configuration, operating system, efc).

Product Family: A list of other products that use the same, unmodified IPv6
stacks such that their USGv6 capabilities are identical in form and function to
the specific product configuration above. Test labs are only required to
affirm the results for specific products tested. Test labs optionally may affirm
recognized product families.

USGv6 Capability Summary: The USGv6 stack implementation summary
as identified by the '+' notation described in the USGv6 profile, Appendix A.
For each IPv6 stack implementation in the product, a distinct Stack Id and
reference to the attached Results Summary page (Page 2).

Self Contained or Composite SDOC: If this SDOC relies on the test
results of other disinct products, list the Supplier & Product ID/Stack IDs
referenced and attach those original SDOCs to this one.

Additional Declarations / Attachements: List the supplier / product ID /
Stack ID of any test results of composite components referenced by this
SDOC.

Supplementary Attestations: Suppliers disclosure of IPv6 only capabilities;
multiple stacks present; product family applicabilities. These are not included
to qualify or disqualify a product from purchase considerations, but to inform
network administrators of potential configuration options relevant to USGvé
interoperability. Check all that apply.

Signature Block: Wet ink signature of the responsible product manager,
dated. Printed name and position title on the line below.

Field

1

12

13

USGv6-v1 SDOC-v1.10 Page 4

Description and Instructions

Summary of Results: The format of this table mirrors the USGv6-v1.0
capabilities checklist (USGv6 Profile, Appendix A). The 12 categories of USGv6
capabilities are listed as subheadings, with subsidiary functions as line items.
Configuration options related to conditional implementation of selected
capabilities.

Product Id/Stack Id: The identification line of this page includes space for
Product Id and Stack Id labels. Product Id is the same as given on Page 1. As
there may be more than one unique IPv6 stack implemented in the product, the
Stack Id field identifies the particular stack described. One Results Summary
page per stack is required.

Host, Router and Network Protection (NPD) columns identify ‘preferred’
options: cells in green represent the NIST recommendations. Cells in grey denote
atypical options, very unlikely to be implemented. The procuring Agency may
additionally tailor these fields to indicate requirements for this acquisition.

Test Suite Conformance and Interoperability columns identify capability sets
for which a public test suite exists, and the versions applicable to USGv6-v1.0
test results. Major version v1 and all its minor versions are deemed acceptable.
Over time, new versions will be added and older ones retired. There may be
periods when more than one major version is acceptable concurrently.

The supplier completes the adjacent Test Lab and Result Id column with the test
lab acronym and unique result identifier (See Test Lab and Accreditor page on
the Website). The buyer may opt to query resulis with the test laboratory using
the specified Result Id(s). The supplier may opt to provide particular explanation
of some results (partial results, additional options) in which case reference to
note on an attached page 3. (e.g. "See Note# N"). See the USGv6 testing
website to identify the test lab, and find contact details.

Cells marked Self Test have no associated public test suite. If inplemented by
the supplier, the required adjacent annotation is "Self Declaration". Note that
vendors declaring support for such a capability are declaring support for the
associated specific requirements in the USGv6 Profile.

Additional Options Tested: Vendor checks if it is desired to record tested
options not part of the 'Musts' in the profile. Explanations on the page following
the results summary.

Headings and Special Notations: as described.

Options for Test Lab and Result Id: Currently 3 cases: (1) the test lab acronym
and alphanumeric Id of the result set as assigned by the test laboratory; (2) 'Self
declaration’ denoting the supplier attests to adequate QA festing of the capability;
(3) See attachment or note 'N', where the supplier explains variations in greater
detail.

Stack-1 Notes Instructions: The supplier may choose to use the Notes (page
3) in order to clarify unsupported features or non passing results. Each Note #
must reference the same Note # from Page 2.

Complete the Note by including the Spec/Reference and Section (i.e. RFC or
USGv6 Profile version), USGv6-v1 Profile Requirements, Config Option (i.e. IPv6-
Base), choosing Host/Router/NPD, and Test Selection table version along with
Test Lab Result ID. The Discussion includes details about the test result that will
be disclosed to the buyer.

Further Description: http://www.antd.nist.gov/usgvé/testing.html, and NIS

T SP 500-267 USGv6 Testing Program Users Guide available at the website.



