Suppliers Declaration of Conformity for USGvE Products
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1__|The Document Requiring Conformity: USGv6 Profile Version 1.0, July 2008. (NIST SP500-267)
2 |Product Identifier: MS Windows 7
3  |Supplier's Name, Address and SDOC Contact Details

Microsoft - One Microsoft Way, Redmond WA - 98052
Chnistopher Palmer - IPv6 PM for Windows
ipv6pm@microsoft.com

4

|Product as Tested/Declared: Product identifier, version/revision information, details of configuration tested.

Windows 7 6.1.7600

5

|Product Family (other producls using same |IPv6 stack(s) to which these resulls are declared to apply). Check Product Family attestation below.

Windows 7 and Windows Server 2008 R2

6 |USGv6 Capability summary. (For each distinct IPv6 stack in the product provide a summary of its USGvE capabililies below and include a detailed test result
summary). e.g. example-prod-id/stack-1. USGv6-v1-Host: IPv6-Base+Addr-Arch+IPsec-v3+IKEv2+SLAC+Link=Ethemel.
USGvE-vi-Host: IPvé-Base+Addr-Arch+SLAAC+Link = Ethernet
7 |Self Contained or Composite SDOC? (Must indicale one).

YES Al of the declared USGv6 capabilities of this product Some or all of the USGv6 capabilities of this product are provided by the use and/or integration of umodifred components that have
ate addressed by orginal lest resulls reported n tlus therr own unique USGv6 SDOCs. Al of the relevant referenced SDOCs are idenlified in section 8 and attached  This product's
SDOC page 2 will indicale winch capabidities are provided by specific referenced components {praduct-id/stack-id).

8 |Additional Declarations / Attachments: (List supplier & product-id/stack-id for referenced and altached test resulls in the case of composite products).
Component Supplier Product ID: Stack ID: Notes:
)|
(2]
31
[4]
9 |Supplementary Attestations (Answer all).

YES This product is fully functionat in 1IPv6 YES This SDOC conlans a capabililies test YES All of the products histed it the product family i section 5 are implemented such thal
only environments. Thal 1s, no claimed report for each unique IPv6 slack m the their USGvE capabilities are identical i form and funchion across the enlire product
capabilites are invahdated if this product product. If not, please document which family  The specific conformance and interoperability test resulls for the USGv6
1s deployed i a network environment stacks/ports are not covered, and how capabilities of an ideniified member of this product family are provided in tis SDOC. The
that does not support 1Pv4 thetr IPv6 capabilities differ from those SDOC attests lo the facl thal ihese lesled USGv6 capabiiities are identical and

reported in this SODOC unmodified for alf the products cited above
e 1
10 |Signature Daniel Havey L*/ ) ‘ A / Date
oAl Lb L

= y = | al ]é 7/512016

Print Name / Title Daniel Havey - Progriim Manager Windows Tﬁl?llP




11 |Suppliers Deciaration of Conformity for USGv6 Products: Declared Capabilities and Test Results Summary USGve-v1 SDOC-v14  Page 2
Product Id: MS Windows 7 |Stack Id: Windows 7
Conltext Supported Capabilities USGv6 Testing Program Results
Spec ! Canfiguration Test Suite TestLab/ Result ID Note # or Test Suite Testtab i Result ID Nole # or
Reference | Seclion USGvE-v1 Profile Requirements Option Host | Router| NPD | Conformance/NPD Component Ref Interoperab:ity Component Ref
SP500-267| 6.1 |[IPv6 Basic Requirements
support of IPv6 base (IPv6 ICMPv6 PMTU ND})f  IPvb-Base P Basic_v1."_C UNHAOL - 3856 Basic_v1."_] UNHAOL - 34857
supporl of staleless address aulo-configuration SLAAC P SLAAC-V1." C |UNHADOL-5339 SCAACVTO_I UNAAGL - 5341
support ol SLAAC privacy extensions PrvAddr Self Test Sell Test
support of stateful (DHCP} address auto-] DHCP-Chent Soll Test DHCP_Chieni_vi."_I [UNRIOL - 5432
support of aulomated router prefix defegation] DHCP-Prefix Sell Test Sell Tost
support of ne:ghbor discovary secunly exlenstons| SEND Seff Test Sclf Test
SP500-267] 6.6 |Addressing Requirements
support of addressing archileclure regis Addi-Arch P Addr_Arch_v1.*_C |UNHAOL - 5462 Addr_Arch_v1."_I [UNH/IOL - 5463
suppon of cryplographicaily gencraled addresses CGA Self Tesi Self Test
SP500-267 | 6.7 [IP Security Requirements
support of lhe IP security architécture [Peecvd IPsecv3_v1.*_C PsecvI_vi."_T
suppon for automaled key management KEVZ IKEv2_v1."_C TKEVZVT.O_I
support for encapsulating security payloads in IP ESP ESPvI_vi."_C ESP_v1." 0
SP500-267 | 6.11 |Application Requirements
support of DNS cl:entiresolver funclions|  DNS-Clent Self Tost Solf Test
support of Seckel application program interfaces SOCK Self Test Self Tesf
support of IPv6 uniform resource identifiers URi Self Test Self Tesl
support of a DNS server apphicaton] DNo-Server Sell Test Self Tesl
support of a DHCP server apptication| DHCP-Server Self Test DHCP _Serv_vi._|
SP500-267| 6.2 |Routing Protocol Requirements
suppor of the inira-doma:n (indenor} reuting TGW Self Test OSPFvI_vi._|
support for inter-domain (extenor} routing prolocols EGW Self Tost BGP_vI_]
SP500-267| 6.4 |Transition Mechanism Requirements
support of interoperation wilh IPv4-only sysiems tPvd Sell Test ~Sell Test
support of tunneling IPvB over IPvd MPLS services ot Selfl Test Sell Tesi
SP500-267| 6.8 |Network Management Requirements Sell Test
suppon of network management sernvices SHFP Self Test el Tast
SP500-267] 6.9 |Mulucast Requirements
support of basic mulbicast Mcast Self Tesl
full support of muiticas! communicalions, SoM Self Test Solf Test
SP500-267| 6.10 |Mobility Requirements
support of mobie IP capabiity MIP Self Tesl Sell Test
suppor of maobile netviork capabikbies NERG Sell Test Sell Tosl
SP500-267| 6.3 |Quality of Service Requirements
supporl of Differenlialed Services capabilites| DS Self Test Soll Tesl
SP500-267] 6,12 |Network Proteclion Device Requirements
support of common NPD reqls NPD N1|N2|N3|N4
suppor of bas:c flirewall capabitibes P Ni_FW
support of application lirewall capabikbes APFW N2_App_FW
suppori of intruston delection capabitlies 1n2:] N3_IDS
support of intrusion prolection capabiilies PS5 N4_IPS
SP5G0-267| 6.5 |Link Specific Technologies
support of robust packel compression services ROHC Self Tesl Sall Test
suppo of hnk technotogy [0 1]|LINk=Elhernet P Self Test Self Tesl Self Test Self Test
trepeat as needed)  support of link technology|Link=
12 < Check HERE if this stack's DOC includes additional information about tested capabilities and options on an attached page 3 of notes.

Level

lLeveI of support for USGv6-v1 Requirements for capability.

Color

Indication of USGv6-v1 Recommended Level of Support for device type / stack rote.

'Blank - SDOC makes no declaralion for thus capability

Indicates capabilily that 1s recommendend as mandalory (unconditional MUSThin the USGvb-v? Profilz

'Passed required tesls of USGvE-V1 requirements for these capabilities

Indicales cabability that rs unusal for a given device type / stack rale. Do not select withoul carelui analys's

Indicales capab:dity that is left optional / ocnditional by the recommedations of lhe USGvé-v1 Prolile

P
N lSee notas page for delais on the level of support of USGv6-vi reequirements for tins capablity
X fUSGvG capability nol supporled in product

Test Suite - Specific USGv6 Test suite used for lest, See’ hitp irnveww antd n:st goviusgvBiest-specifications. himl

Note # - relerence to a deladed note aboul this capab:ity or resull on attached page

Test Lab /Result ID - Abbreviation of accred:led {aboralory and its loca! identilier for this test resull.

Component Rel - Supplier / Produci ' Stack ID of distinclly tested component that provides ths capabiiily




Suppliers Declaration of Conformity for USGvE Products: Notes Page and Detailed Test Resulls Summary

[ USGv6-v1 SDOC-vi.4 Page 3

Note #

Product Id: Stack Id:
Context Supported Capabililies Notes about USGvE-v1 Capabilities.
Spec/ Conliguration Test Suite Test Suite
Reference | Seclion USGv6-v1 Profile Requirements Option Host | Router| NPD | Conlormance/NPD Test Lab / Result ID, Note Interoperability Test Lab / Result ID, Note




Suppliers Declaration of Conformity for USGv6 Description and Instructions
General' Thts document describes network produclt from the dentified supphier that clammns support of USGv6 capabiliies. General product and suppher identification 1s given on Page 1
Overall results of tlesing USGvE capabiities for conformance. interoperability and nehwork protection are given on Page 2. Detailed instructions for completing and interpreling each
numbered field are given below Note USGv6 Testing websile at_ htlp fiwvav anld nisl goviusgvBitesting himl. Contact: usgvé-project@antd nist gov
- -~~~ ]

Field

1

10

Description and Instructions
The Document Requinng Conformity Idenlifies lhe prolide version
mplemenied Mot a user compleleable field

Product Identifier Supplier's concise name for the product declared

Suppliers Name, Address and Contact Details. Company name and point of
contact for SDOC questions. sireel address, phone and email

Product as Tested/Declared: Product Identifier and detailed version
nformation. If this SDOC reponis onngal test resulls {page 2). include
information about the specific product configuration(s) that was actually tested
(e g. hardware configuralion. operating system, elc).

Product Family A list of olher producls that use the same, unmodified IPv6
stacks such that their USGvE capabikties are identical in form and funclion to
the specific product conliguration above. Test labs are only required to affirm
the resulls for specific producls tested. Tesl labs optionally may affirm
recogmized product families.

USGvE Capability Summary: The USGvE stack implementalion summary as
identified by the '+ notation described in the USGv6 profite, Appendix A. For
each IPv6 stack implementation in the product. a distinel Stack |d and
reference 1o the atlached Results Summary page {Page 2)

Sell Contained or Composite SDOC I lhis SDOC reles on the tesl resulls
of other disinct products, hist the Supptier & Product ID/Stack IDs referenced
and attach those original SDOCs 1o this ane

Additional Declarations ! Attachements: List the suppher : product ID ¢
Stack ID of any test results of composile components referenced by this
S0OC

Supplementary Attestations Suppliers disclosure of IPvG only capabilities,
multiple slacks present, produci fammily apphicabilibes. These are nol included to
qualfy or disqualify a product from purchase censiderations, but to inform
network admimistrators of potential configuration oplions relevant la USGvE
inderoperatiily Check all that apply

Signature Block Wel ink signature of the responsible product manager
dated. Printed name and posilion tille on lhe hne beiow

Field

1"

12

Page 4

Description and Instructions

Summary of Results: The format of this tab'e murrors the USGvE-vi § capabitiies
checklist (USGv6E Prolile. Appendix A). The 12 calegonies of USGvE capabilities are
hisled as subheadings, with subsidiary functions as ine items Configuration
options related 1o conditional implementation of selected capabiities

Product ld/Stack Id: The identification Ine of tus page includes space for Product
id and Stack Id labels. Product Id 15 the same a3 given on Page 1 As there may be
more than one unique IPv6 stack implemented in the product, the Stack Id field
identifies the particular slack described. One Results Summary page per stack i1s
required.

Host, Router and Network Protection {(NPD) columns identify ‘preferred’ options
cells n green represent the NIST recommendations. Cells in grey denole atypical
options, very unlikely to be implemented The procunng Agency may additionatly
laitor these fields lo indicate requirements for this acquisition

Test Suite Conformance and Interoperability coumns identify capabiity sels for
which a public tesl suile exists, and the verstons applcable to USGvB-vi 0 test
resulls Major version v1 and all ils minor versions are deemed acceptabte. Over
ime, new verstons will be added and older ones retired. There may be penods
when more than one major version 15 acceptable concunrently

The suppher completes the adjacent Test Lab and Result Id column with the lost
lab acronym and unique result identifier (See Test Lab and Accreditor page on the
Websile). The buyer may opt to query resulls wilh the test laboratory using the
specified Result I1d(s) The suppher may opt o provide particular explanation of
some results (parial resulls. additional options} in which case reference lo nole on
an altached page 3 (e g. "See Note#t N”|. See the USGv6 testing websile to
wdenlify the test lab. and find conlact delails

Cells marked Self Test have no associated public tesl suile If implemenled by the
suppher, the required adjacent annolation 1s ~“Self Declaration” Nole that vendors
declanng suppon for such a capability are declanng support for the associated
specilic requirements in the USGv6 Prolile.

Additional Options Tested. Vendor checks if W 15 deswed lo record tesled options
not part of ihe 'Musis’ in the profile. Explanalions on lhe page foltfowing the resulls
summary

Headings and Special Notations as descnbed

Options for Test Lab and Result Id Currently 3 cases (1) the test lab acronym
and alphanumenc |d of the result set as assigned by the test laboratory {2) 'Self
declaration’ denoling the supplier allests lo adequate QA tesling of the capability
{3) See allachment or note "N’ where the supplier explains vanations in greater
delal

Further Description: http:#iwww.antd.nist.goviusgvéitesting.html, and NIST SP 500-267 USGvé Testing Program Users Guide available at the website.
. - ]



